SUBJECT: INTELLIGENCE ELECTRONIC WARFARE (IEW)

OBSERVATION: IEW Integration

DISCUSSION: MI Company Commanders that deploy to NTC are much more involved and there is a positive, upward trend that shows we are ensuring integration of all of our assets into the brigade’s scheme of support.  During Course of Action Development within the Brigade’s Military Decision Making Process (MDMP) Company Commanders are developing a collection intent for each intelligence discipline, ie., Signals Intelligence (SIGINT), Human Intelligence (HUMINT), Imagery Intelligence (IMINT), etc.  Commanders are also developing a task and purpose for each collection asset, ie., TRQ-32, TLQ-17, Tactical HUMINT Team (THT), and Ground Surveillance Radar (GSR). 

SUSTAINMENT TECHNIQUES AND PROCEDURES:  Continue to determine what each asset can do to support the Brigade Commander’s intent by developing a specific task and purpose for every phase of the battle.  Determine proper task organization of collection assets based on the Mission Enemy Terrain Troops and Time (METT-T), as well as, capabilities and limitations of the systems.  Though we like to show support to the Warfighter by habitually attaching a GSR to a Task Force ensure that the team will have a valid mission.  If an asset can better support the Brigade by remaining under MI Company control let the GSR Platoon Leader take control of the assets and employ them. 

SUBJECT: INTELLIGENCE ELECTRONIC WARFARE (IEW)

OBSERVATION: General Support MI Company soldiers are proficient in the use of SIGINT equipment. 

DISCUSSION: From the Platoon Sergeant down to the lowest ranking person within the IEW Platoon, all soldiers are technically competent in the use of the various SIGINT assets employed at NTC.  All Ground Voice Intercept Operators (98G series MOS) understand the concepts of signal wave theory and Line of Sight.  They also know all of the different systems available to them, such as the TRQ-32, TLQ-17, PRD-13, PRD-12, QUICKFIX and ULQ-17.

SUSTAINMENT TECHNIQUES AND PROCEDURES:  Continue to train soldiers at the team level through realistic Situational Training Exercises that challenge their ability to acquire targets that use several nets and secure communications.  Train members of the Transcription Analysis Cell to determine emitter locations based off of just one Line of Bearing.  Train platoon leaders to understand methods of command and control and communications planning.

SUBJECT: INTELLIGENCE ELECTRONIC WARFARE (IEW)

OBSERVATION: Direct Support MI Company leaders are proficient in integrating JSTARS and UAV imagery into the collection plan.

DISCUSSION: According to doctrine, JSTARS and UAV are theater and corps level assets.  As these assets become integrated into new MTOEs and much more involved in supporting division and brigade level operations Direct Support MI Company Commanders and Analysis Control Team (ACT) Chiefs are ready to integrate these assets into the collection plan.  JSTARS acquired Moving Target Indicators (MTI) are used to provide early warning of enemy forces moving into a Brigade’s Area of Operation.  With properly trained Common Ground Station (CGS) operators MTIs can also be processed for targeting.  Synthetic Aperture Radar shots provided by JSTARS can provide valuable information on fixed enemy positions and obstacles within our area of interest.  UAV works best when it is cross-cued by another asset.  UAV provides near-real time, video in both day and night conditions.  When the JSTARS and UAV collection efforts are coordinated and working together they make an outstanding team that provides highly accurate intelligence for the Brigade.

SUSTAINMENT TECHNIQUES AND PROCEDURES:  Continue to request specific coverage times for JSTARS through higher headquarters.  Coordinate the available coverage times of JSTARS and UAV and ensure they are discussed during the Brigade’s Wargaming process.  Be specific about what you want the analysts to find with these assets and where you want them to look.  Ensure adequate graphic control measures are used.  Locate the CGS and UAV Ground Control Shelter (GCS) within the ACT.  Ensure that the ACT has direct communications via Remote Work Station to the Fire Support Element’s AFATDDS workstation.  This will assist the units in sending digital Target Information Data (TIDAT) for efficient call for fire processing.

SUBJECT: INTELLIGENCE ELECTRONIC WARFARE (IEW)

OBSERVATION: MI Companies struggle to synchronize assets to ensure support focused on the Brigade’s Decisive Point.

DISCUSSION: To provide maximum support we must ensure asset synchronization.  It is not enough to say every system was discussed during the wargame or given a specific task and purpose within the MI Company Operations Order.  To be effective MI Company Commanders must ensure that their scheme of support is nested to the Brigade Combat Team’s scheme of maneuver.  In FM 34-2, Collection Management, the responsibility for ensuring assets are used in a way that ensures Information Requirements are satisfied falls on the shoulders of the Collection Manager.  The Collection Manager is key to intelligence synchronization.  The person in the best position to take on this responsibility is the MI Company Commander or ACT Chief.  Collection planning should not be a separate event from the rest of the Brigade’s Course of Action Development and Wargaming.  It must be a central part of the core concept of operation to ensure we meet the commander’s intent. 

TECHNIQUES AND PROCEDURES FOR IMPROVEMENT:  Ensure, at a minimum, the doctrinally based Intelligence Synchronization Matrix (ISM) is used.  The required data that must be included in an ISM includes the following:  Time, Decision Points, Assets, NAIs assigned coverage, Cueing requirements and Latest Time Information of Value.  Additional data can be included on the ISM to explain in greater detail what has to happen to satisfy Intelligence Requirements.  Create the ISM as a draft document prior to the Brigade Wargaming process.  Refine the document during the wargame.  Publish the ISM as part of Annex T to the Brigade Operations Order.  Use the finalized ISM as the basis of the MI Company Operations Order.  The ISM is not just a useful tool to ensure asset synchronization during the planning process.  The ISM should also be used during execution of intelligence operations.  Each subordinate asset manager or platoon leader should have a copy of the ISM to verify that platforms and soldiers are accomplishing their major task and purpose for each phase of the operation.

SUBJECT: INTELLIGENCE ELECTRONIC WARFARE (IEW)

OBSERVATION: MI Companies struggle to provide predictive analysis for the Brigade S2 and Commander

DISCUSSION: Whether the analyst is working at a single source work station or attempting to fuse information into a common picture of the battlefield, as intelligence professionals, we do not understand the difference between battletracking the enemy situation and providing predictive analysis of what the enemy will do in the future.  It is not enough to report that JSTARS has identified 10 MTIs at a specific location.  It is still not enough to identify that the element is an Independent Mission Detachment.  It is our responsibility to determine, based on threat capabilities and intentions, where the enemy is going, when he will get there, and why he is going there.  At the Brigade level, this is difficult because there are few analysts in the ACT and several tasks to be accomplished.  ACT Chiefs must establish a suspense for analysts.

TECHNIQUES AND PROCEDURES FOR IMPROVEMENT:  Develop a timeline for analysts that is tied to the ISM.  Ensure that analysts are focused on analyzing information that will help answer a PIR before we reach the commander’s Decisive Points.  Ensure each analytical workstation has a copy of the ISM and that everyone in the ACT understands the enemy’s courses of action.  Develop a method to ensure shift changes are efficient.  Determine what the endstate is for predictive analysis on a particular PIR.  For example, if the Brigade Commander is concerned about the enemy committing reserves before he is through the point of breach make the decision that the ACT will provide the location of the Combine Arms Reserve and its most likely attack routes towards the point of breach.  Create a graphic intelligence summary that depicts this information (whether it is factual or an estimate based on facts) and disseminate it to subordinate units after the Brigade S2 has approved it.

