Intelligence Preparation of the Battlefield for Signaleers (FM 34-130, “Intelligence Preparation of the Battlefield”)

The S6, as well as all other staff members, needs to understand and apply IPB during the staff planning process. IPB identifies facts and assumptions about the battlefield environment and threat that allow effective staff planning.  This enables you to plan and develop COAs that will support the commanders operational plan.  IPB contributes to complete staff synchronization and the successful completion of several other staff processes.  The following list is intended as a guide to provide focus when applying the techniques of IPB.

I.  Define the Battlefield Environment (The AO is the same as that of the supported unit).  The AI must include-

    A.  Required links with higher and adjacent commands.

    B.  Threat jamming assets capable of affecting communication.

    C.  Threat SIGINT collection assets that may target your systems or customers.

II.  Describe the Battlefield Effects.

     A.  Terrain.  When evaluating the terrain’s effects on Signal operations-

           1.  Evaluate location of customers and communication density.

           2.  Evaluate best LOS for required communication links.

           3.  Identify locations that provide LOS defilade from potential threat collection or jamming systems.

           4.  Identify site access and escape routes.

           5.  Evaluate sites for tenability.

      B.  Weather.  When conducting weather analysis for Signal operations-

1. Evaluate effects of forecasted weather on frequencies.  Identify 

optimal frequencies for use.

2. Identify potential communication degradation caused by high 

winds (antenna wobble) or precipitation.

3. Evaluate weather effects on site access or tenability.

       C.  Other factors.  In Signal operations, consider-

1.  Frequency deconfliction.

2.  Host Nation frequency restrictions.

3.  Any Host Nation or Local restrictions on terrain use.

III.  Evaluate the Threat.  Evaluate the capabilities of the threat to disrupt or intercept communications.  In particular, identify-

1.  Ability to locate or intercept your systems.

2. Targeting accuracies of collection systems.

3. Speed with which the threat can collect, process, and then target 

communication sites.

       4.   Electronic Attack (EA) effectiveness (Equipment and Techniques).

       5.   Ability to link collection systems to indirect fire assets.

       6.   Range capabilities of supporting indirect fire systems.

       7.   Ability to conduct deep strikes or operations.

       8.   Threat models to include-

              (a)  Deployment patterns and tactics of SIGINT collection systems.

              (b)  Deployment patterns and tactics of EA assets.

              (c)   Deployment patterns, tactics, and range capabilities of long-range indirect fire systems.

               (d)  Techniques of intrusion or electronic deception.

IV.  Determine Threat Courses of Action.  Use supported unit’s threat COA models as a base.  Refine and supplement these to include the considerations discussed above under Evaluate the Threat.  Evaluate the supported unit’s threat COA to identify-

       A.  Direct threats to communication due to the expected flow of the battle (Over-running of sites).

       B.  Probability of levels I, II, or III rear area threats.

       C.  Potential requirements to move sites or replace destroyed sites.

