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SUMMARY of CHANGE
DA PAM 190–51
Risk Analysis for Army Property

This revision--

o Clarifies and simplifies procedural aspects of the risk analysis procedure
(para 2-3).

o Adds new asset types--industrial and utility equipment sometimes targeted by
terrorist and extremist protest groups and controlled cryptographic items
(table 3-1).

o Clarifies terminology concerning asset types (table 3-1).

o Adds reference tables to enable users to determine quickly which value rating
and likelihood rating tables should be used for a given asset (chaps 3 and 4).

o Removes reference to specific terrorist groups to clarify the reason for the
difference between two categories of outside continental United States
terrorists (table 4-1).

o Changes the quantities of aircraft and vehicles so minimum numbers correspond
to the number assigned a company (table 4-11).

o Changes petroleum, oil, and lubricant quantities to reflect designated
storage quantities for various sizes of support units (table 4-12).

o Authorizes exact replication of any DA or DD forms prescribed in this pamphlet
generated by the automated Military Police Management Information System in
place of the official printed version of the form (app A, sec III).
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History. This UPDATE printing publishes a
r e v i s i o n  o f  t h i s  p u b l i c a t i o n .  B e c a u s e  t h e
s t r u c t u r e  o f  t h e  e n t i r e  r e v i s e d  t e x t  h a s  b e e n
r e o r g a n i z e d ,  n o  a t t e m p t  h a s  b e e n  m a d e  t o
h i g h l i g h t  c h a n g e s  f r o m  t h e  e a r l i e r  p a m p h l e t
dated 31 March 1986.
S u m m a r y .  T h i s  p a m p h l e t  p r e s e n t s  a  r i s k
analysis method designed to assist command-
ers in meeting local needs and enhancing se-
curity using available resources, by use of the
n e w  D A  F o r m  7 2 7 8 – R ,  R i s k  L e v e l
Worksheet. The results of the risk analysis

can be used to determine the minimum level
of protection needed to safeguard resources
adequately and economically. The level of
security adopted will be based upon physical
security measures and procedures contained
in AR 190–11, AR 190–16, and AR 190–51.
Applicability. This pamphlet applies to ele-
ments of the Active Army, the Army Na-
tional Guard, the U.S. Army Reserve, the
Reserve Officers’ Training Corps, and U.S.
Army contractors that control, store, main-
t a i n ,  o r  s e c u r e  A r m y  m a t e r i a l ,  e q u i p m e n t ,
and personal property unless these organiza-
tions are exempted by other regulations. This
p u b l i c a t i o n  a p p l i e s  d u r i n g  p a r t i a l  a n d  f u l l
mobilization.
P r o p o n e n t  a n d  e x c e p t i o n  a u t h o r i t y .
The proponent of this pamphlet is the Deputy
Chief of Staff for Operations and Plans. The
D e p u t y  C h i e f  o f  S t a f f  f o r  O p e r a t i o n s  a n d
Plans has the authority to approve exceptions
to this regulation that are consistent with con-
trolling law and regulation. The Deputy Chief
of Staff for Operations and Plans may dele-
gate this authority, in writing, to a division
c h i e f  w i t h i n  t h e  p r o p o n e n t  a g e n c y  i n  t h e
grade of colonel or the civilian equivalent.
T h e  a p p r o v a l  a u t h o r i t y  w i l l  c o o r d i n a t e  a l l

questions regarding the scope of authority to
a p p r o v e  e x c e p t i o n s  w i t h  H Q D A
(DAJA–AL), Washington, DC 20310–2200.

Interim changes. Interim changes to this
pamphlet are not official unless authenticated
by the Administrative Assistant to the Secre-
tary of the Army. Users will destroy interim
c h a n g e s  o n  t h e i r  e x p i r a t i o n  d a t e s  u n l e s s
sooner superseded or rescinded.

Suggested Improvements. Users are in-
vited to send comments and suggested im-
p r o v e m e n t s  o n  D A  F o r m  2 0 2 8
(Recommended Changes to Publications and
B l a n k  F o r m s )  t o  t h e  H Q D A
( D A M O – O D L – S ) ,  4 0 0  A r m y  P e n t a g o n ,
Washington, DC 20310–0400.

Distribution. Distribution of this publica-
tion is made in accordance with the require-
m e n t s  o n  D A  F o r m  1 2 – 0 9 E ,  b l o c k  2 5 6 8 ,
intended for all command levels A, B, C, D,
and E for the Active Army, Army National
Guard, and the U.S. Army Reserve.
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Chapter 1
Introduction

1–1. Purpose
This pamphlet provides guidance for conducting risk analyses for
Army assets except for sensitive or classified information and nu-
clear and chemical materials. The risk analysis procedure supports
the local commander in meeting the responsibility of protecting
assets against criminal and terrorist threats in a cost effective man-
ner. It is designed to help security specialists carry out their respon-
sibilities in support of the local commander. It also provides a basis
for developing the information required by engineers to provide
comprehensive protection for assets based on security engineering
principles.

1–2. References
Required and related publications and referenced forms are listed in
appendix A.

1–3. Explanation of abbreviations and terms
Abbreviations and special terms used in this pamphlet are explained
in the glossary.

1–4. How to use this pamphlet
a. Establish risk levels for each asset being considered for protec-

tion and for each asset associated with a mission–essential or vul-
nerable area (MEVA). Refer to the instructions in chapter 2 and the
risk factor evaluation tables in chapters 3 and 4 to evaluate risk
levels.

b. Refer to AR 190–11 for arms, ammunition, and explosives
(AA&E) and to AR 190–51 for other assets to determine the appro-
priate minimum levels of security to implement for the asset to be
protected based on the risk level for that asset.

c. Provide the information derived from the risk analysis to the
supporting facilities engineering organization for them to design and
program construction or equipment installation for comprehensive
security of the asset in new or existing facilities.

Chapter 2
Risk analysis

2–1. Purpose of risk analysis
Not all Army assets at all locations require the same degree of
protection. Protection of assets must be based on a realistic assess-
ment of the risks associated with the criminal and terrorist threats
likely to be directed at the assets in their actual locations. Perform-
ing risk analyses for assets allows commanders to establish asset
protection appropriate for their value and the likelihood of an at-
tempt to compromise them. The risk analysis allows the commander
to prioritize assets so that physical security resources can be applied
in the most efficient and cost effective manner possible. The com-
mander should ensure insider threat is included in the threat analy-
sis. Risk analysis also provides the supporting facilities engineering
organization with the information required to develop design criteria
for construction or equipment installation to provide comprehensive
security for an asset.

2–2. Risk
Risk indicates both the impact of the compromise of an asset and
the potential for it being compromised. Risk is associated with
individual assets and with different types of aggressors.

a. Assets. Risk concerns assets rather than facilities. Facilities are
not normally the targets of aggressors, and they should not be the
focus of security. Security should be based upon protecting the
assets in the facilities. The risk analysis procedure in this pamphlet
applies to all of the asset types included in AR 190–11 and AR
190–51 and to other asset types not included in those regulations but
which may warrant protection.

b. Components of risk. Risk is composed of the two factors of
asset value and likelihood of aggressor activity.

(1) Asset value. This risk factor indicates the value or importance
of the asset to its user and to the Army. The risk level increases
with increasing asset value in this risk analysis model. Chapter 3
addresses asset value in more detail.

(2) Likelihood. This factor indicates the attractiveness of the asset
to the aggressor and the likelihood that an aggressor will attempt to
compromise the asset based on its attractiveness. Risk increases
with increasing likelihood of aggression. Chapter 4 addresses likeli-
hood in more detail.

c. Aggressors. The risk analysis procedure in this pamphlet con-
siders criminals, protesters, and terrorists as potential aggressors
against Army assets. A risk analysis must consider each potential
aggressor category likely to be interested in an asset separately. The
different aggressor categories and the different groups of aggressors
within each category are necessary for developing the threat defini-
tion used by security specialists and engineers to compensate for or
design for comprehensive security for assets. In the threat analysis
d e v e l o p e d  f r o m  e l e m e n t s  o f  t h i s  r i s k  a n a l y s i s ,  d i f f e r e n t  t a c t i c s ,
weapons, tools, and explosives are assigned to each aggressor type.
Risk levels are established only for the broad categories of criminals
and terrorists in this risk analysis. For this analysis, protesters are
divided into vandals/activists and extremist protesters which are
incorporated into the categories of criminals and terrorists defined
below.

(1) Criminals. Criminals are divided into unsophisticated crimi-
nals, sophisticated criminals, and organized criminal groups for this
analysis. Vandals/activists are also included under the category of
criminals.

( 2 )  T e r r o r i s t s .  T e r r o r i s t s  a r e  d i v i d e d  i n t o  c o n t i n e n t a l  U n i t e d
States (CONUS), outside continental United States (OCONUS), and
paramilitary OCONUS terrorists for this analysis. The paramilitary
OCONUS terrorists are separated from other OCONUS terrorists
b a s e d  o n  t h e  s e v e r i t y  o f  t h e i r  a t t a c k s  a n d  t h e i r  d e m o n s t r a t e d
s t a t e – s p o n s o r e d ,  t r a n s i t i o n a l ,  a n d  p a r a m i l i t a r y  c h a r a c t e r .
Paramilitary OCONUS terrorist groups have historically included
Middle Eastern and Northern Irish terrorists. Extremist protesters are
also included under the category of terrorists.

2–3. Risk analysis procedure
The following procedure will be applied to all Army assets being
considered for protection, including those in existing facilities and
those in facilities yet to be constructed or under major renovation.
The risk analysis for assets to be located in new or renovated
facilities will be performed during the planning stages of the proj-
ects. Including required security features during initial facility plan-
ning will result in long–term cost savings and improved security
system integration. Consult with operations and intelligence person-
nel, operation security personnel (OPSEC), the provost marshal, the
facility engineer, and the users of the assets being analyzed as
necessary in performing this analysis.

a. STEP 1: Identify the unit or organization to which the asset
belongs and the inspectable area in which the asset is located. Enter
this information in the spaces provided on DA Form 7278–R (Risk
Level Worksheet). A blank copy of DA Form 7278–R is located at
the back of this handbook for reproduction purposes.

b. STEP 2: Identify the asset for which the analysis is being
performed. Enter the category of the asset from table 2–1 and enter
a brief description to further identify it. If the identified asset does
not fall within one of the categories listed in table 2–1 or if it falls
within more than one category, select the category which most
closely describes the asset and note the difference in the asset
description. Enter each asset category and its description in the
space provided on DA Form 7278–R. Analyze each asset separately.

Table 2–1
Asset Categories

Category Description

A Aircraft and components at Army aviation facilities.
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Table 2–1
Asset Categories—Continued

Category Description

B Vehicles and carriage–mounted or towed weapon sys-
tems and components at Army motor pools.

C Petroleum, oils, and lubricants.
D Arms, ammunition, and explosives.
E Controlled medical substances and other medically sen-

sitive items.
F Communications/electronics; test, measurement, and di-

agnostic equipment; night vision devices; and other
high–value precision equipment and tool kits.

G Organizational clothing and individual equipment stored
at central issue facilities.

H Subsistence items at commissaries, commissary ware-
houses, and troop issue subsistence facilities.

I Repair parts at installation level supply activities and di-
rect support units with authorized stockage lists.

J Facilities engineering supplies and construction material.
K Audiovisual equipment, training devices, and subcaliber

devices.
L Miscellaneous pilferable assets.
M Mission–critical or high–risk personnel.
N General military/civilian population.
O Industrial and utility equipment.
P Controlled cryptographic items.

c. STEP 3: Determine asset value. Evaluate the appropriate asset

value rating factors and determine the asset value rating for each
asset as described in chapter 3.

d. STEP 4: Determine likelihood of aggression. For each applica-
ble aggressor type and for each asset, evaluate the appropriate likeli-
hood rating factors as described in chapter 4. Determine the highest
likelihood ratings for criminals and terrorists as described in chapter
4.

e. STEP 5: Determine the risk levels for assets. Use table 2–2 to
determine risk levels for each asset based on its value rating and the
likelihood ratings for criminals and terrorists as determined in chap-
ters 3 and 4. Read the matrix (table 2–2) across from the applicable
value rating and down from the applicable likelihood rating. The
risk level is at the intersection of the two ratings. Enter the risk
levels for criminals and terrorists in the spaces provided on DA
Form 7278–R. Figure 2–1 is an example of a completed analysis.

f. STEP 6: Refer to AR 190–11 or AR 190–51 as appropriate,
using the risk levels to determine required protective measures.

Table 2–2
Risk Level Matrix

Value Very
Rating Low Low Medium High High

Very Low I I I II II
Low I I II II II
Medium I II II II III
High II II II III III
Very High II II III III III
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Figure 2-1. Example of a completed analysis, DA Form 7278–R

Chapter 3
Asset value determination

3–1. Measurement of asset value
Asset value is evaluated based on value rating factors which include
m i s s i o n  c r i t i c a l i t y  t o  b o t h  t h e  A r m y  a n d  t h e  a s s e t ’ s  u s e r ,  t h e
replaceability of the asset, and a measure of the asset’s relative

value to its user. Evaluate each value rating factor as described
below using the applicable value rating tables.

3–2. Evaluation procedure
a. Select applicable value rating tables. Refer to table 3–1 to

determine which value rating tables apply for each asset category.
b. Evaluate value rating factors. Select the entry from each value

rating table which most closely applies to the asset. Record the
numerical values for the value rating factors in the spaces provided
on DA Form 7278–R.

c. Establish value rating. Refer to guidance in paragraph 3–4.

Table 3–1
Asset Value Rating Factor Table Applicability

Asset Category Applicable Table Numbers

A. Aircraft and components at Army aviation facilities 3–2 3–3 3–4 3–5

B. Vehicles and carriage–mounted or towed weapons systems and components at Army motor
pools

3–2 3–3 3–4 3–6

C. Petroleum, oils, and lubricants 3–2 3–3 3–4 3–7

D. Arms, ammunition, and explosives 3–2 3–3 3–4 3–8

E. Controlled medical substances and other medically sensitive items 3–2 3–3 3–4 3–9

F. Communications/electronics; test measurement, and diagnostic equipment; night vision de-
vices; and other high–value precision equipment and tool kits

3–2 3–3 3–4 3–10

G. Organizational clothing and individual equipment stored at central issue facilities 3–2 3–3 3–4 3–10

H. Subsistence items at commissaries, commissary warehouses, and troop issue subsistence fa-
cilities

3–2 3–3 3–4 3–10
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Table 3–1
Asset Value Rating Factor Table Applicability—Continued

Asset Category Applicable Table Numbers

I. Repair parts at installation level supply activities and direct support units with authorized stock-
age lists

3–2 3–3 3–4 3–10

J. Facilities engineering supplies and construction material 3–2 3–3 3–4 3–10

K. Audiovisual equipment, training devices, and subcaliber devices 3–2 3–3 3–4 3–10

L. Miscellaneous pilferable assets 3–2 3–3 3–4 3–10

M. Mission–critical or high–risk personnel 3–2 3–3 3–4 3–11

N. General civilian/military population 3–2 3–3 3–4 3–11

O. Industrial/utility equipment 3–2 3–3 3–4 3–10

P. Controlled cryptographic items 3–2 3–3 3–4 3–12

3–3. Value rating factors
a .  C r i t i c a l i t y  t o  A r m y ’ s  m i s s i o n .  T h i s  f a c t o r  a d d r e s s e s  t h e

criticality of the asset in its support of the Army’s capability to
mobilize and fight a war. Considering this factor ensures that assets
which are critical to Army readiness receive highest priority. Evalu-
ate this factor using table 3–2.

Table 3–2
Criticality to Army’s Mission

Value
Criticality Rating Fac-

tor

Asset’s loss would have negligible impact on Army’s mis- 0
sion.
Asset’s loss would have minor impact on Army’s mission 1
Asset’s loss would have moderate impact on Army’s mis- 2
sion
Asset’s loss would have significant impact on Army’s mis- 3
sion.
Asset is mission–critical to the Army. Loss would have se- 4
rious impact on the Army’s mission.
Asset is mission–essential to the Army. Loss cannot be 5
tolerated.

b .  C r i t i c a l i t y  t o  u s e r ’ s  m i s s i o n .  T h i s  f a c t o r  a d d r e s s e s  t h e
criticality of the asset in its support of its user’s mission. It accounts
for the fact that some assets may be critical to their user’s mission,
but not to the overall Army mission. An example of such an asset
would be kitchen equipment in an officers’ club. The equipment
may be critical to the club’s mission, but is unlikely to be critical to
the war fighting mission of the installation’s tenant units. Evaluate
this factor using table 3–3.

Table 3–3
Criticality to User’s Mission

Value
Criticality Rating Fac-

tor

Asset’s loss would have negligible impact on user’s mis- 0
sion.
Asset’s loss would have minor impact on user’s mission. 1
Asset’s loss would have moderate impact on user’s mis- 2
sion.
Asset’s loss would have significant impact on user’s mis- 3
sion.
Asset is mission–critical to the user. Loss would have seri- 4
ous impact on user’s mission.
Asset is mission–essential to the user. User could not 5
carry out mission without it.

c. Asset replaceability. This factor addresses the time required to
replace assets which have been compromised. Replacement can be
either in–kind or with a reasonable substitute and can be either
temporary or permanent. This factor accounts for the impact of
delay in replacement of assets on the user’s mission. Evaluate this
factor using table 3–4.

Table 3–4
Asset Replaceability

Value
Replaceability Rating Fac-

tor

Asset can be replaced within 0 to 5 days. 0
Asset can be replaced within 6 to 30 days. 1
Asset can be replaced within 31 to 90 days. 2
Asset can be replaced within 91 to 180 days. 3
Asset replacement will require more than 180 days. 4
Asset replacement is inapplicable. Possession by other 5
than user would harm U.S. interests far beyond immediate
user or asset cannot be replaced.

d. Relative asset value. This factor provides a measure of the
relative value of an asset based on the cost of the asset or other
measures of value appropriate for particular asset categories. Differ-
ent tables are used to evaluate the relative values of different asset
categories in the most appropriate ways of measuring value for the
various asset categories. The applicable tables are indicated in table
3–1. Write the number of the table chosen in the space provided on
DA Form 7278–R

(1) Relative value of aircraft. The relative value of aircraft and
components at Army aviation facilities is measured based on the
number of aircraft and the presence of attack aircraft. Evaluate
relative value of these assets using table 3–5.

Table 3–5
Relative Value of Aircraft

Value
Asset Characteristics Rating Fac-

tor

Fewer than 10 aircraft are assigned to the aviation facility. 1
No attack aircraft are assigned.
Fewer than 10 aircraft are assigned to the aviation facility. 2
Aircraft include attack aircraft.
Ten or more aircraft are assigned to the aviation facility. 4
No attack aircraft are assigned.
Ten or more aircraft are assigned to the aviation facility. 5
Aircraft include attack aircraft.

(2) Relative value of vehicles. The relative value of vehicles and
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carriage–mounted or towed weapons systems and components at
Army motor pools is based on the number of vehicles and the
presence of tactical vehicles and vehicles with carriage–mounted or
towed weapons systems. Evaluate relative value of these assets
using table 3–6.

Table 3–6
Relative Value of Vehicles

Value
Asset Characteristics Rating Fac-

tor

Fewer than 20 vehicles are parked in the motor pool. Ve- 1
hicles do not include tactical vehicles or carriage–mounted
or towed weapons systems.
Fewer than 20 vehicles are parked in the motor pool. Ve- 2
hicles include tactical vehicles but do not include car-
riage–mounted or towed weapons systems.
Fewer than 20 vehicles are parked in the motor pool. Ve- 3
hicles include carriage–mounted or towed weapons sys-
tems.
Twenty or more vehicles are parked in the motor pool. Ve- 3
hicles do not include tactical vehicles or carriage–mounted
or towed weapons systems.
Twenty or more vehicles are parked in the motor pool. Ve- 4
hicles include tactical vehicles but do not include car-
riage–mounted or towed weapons systems.
Twenty or more vehicles are parked in the motor pool. Ve- 5
hicles include carriage–mounted or towed weapons sys-
tems.

(3) Relative value of petroleum, oils, and lubricants (POL). The
relative value of POL is based on the quantity being stored. Evalu-
ate relative value of these assets using table 3–7.

Table 3–7
Relative Value of Petroleum, Oils, and Lubricants (POL)

Value
Asset Characteristics Rating Fac-

tor

Quantity of POL stored at facility is less than 50,000 gal- 1
lons.
Quantity of POL stored at facility is greater than or equal 2
to 50,000 gallons and less than 150,000 gallons.
Quantity of POL stored at facility is greater than or equal 3
to 150,000 gallons and less than 500,000 gallons.
Quantity of POL stored at facility is greater than or equal 4
to 500,000 gallons and less than 1 million gallons.
Quantity of POL stored at facility is greater than or equal 5
to 1 million gallons.

(4) Relative value of arms, ammunition, and explosives (AA&E).
The relative value of AA&E in bulk or unit level storage is based
on the risk category of the AA&E as identified in AR 190–11.
Quantity is accounted for in considering the mission criticality of
the asset to the Army and the user. Evaluate relative value of these
assets using table 3–8.

Table 3–8
Relative Value of Arms, Ammunition, and Explosives (AA&E)

Value
Asset Category Rating Fac-

tor

Uncategorized 1
Category IV 2
Category III 3
Category II 4

Table 3–8
Relative Value of Arms, Ammunition, and Explosives
(AA&E)—Continued

Value
Asset Category Rating Fac-

tor

Category I 5

(5) Relative value of controlled substances. Relative value of
controlled medical substances and other medically sensitive items is
measured by their Drug Enforcement Agency designations, their
designation as sensitive items, and whether they are stored in a
pharmacy, ward, or clinic; research, development, testing, and en-
gineering (RDT&E) facility; or in bulk storage. Contact the appro-
priate medical personnel to determine their sensitivities. Quantity is
accounted for in considering the mission criticality of the asset to
the Army and the user. Evaluate relative value of these assets using
table 3–9.

Table 3–9
Relative Value of Controlled Medical Substances and Other
Medical Sensitive Items

Value
Asset Description Rating Fac-

tor

Non–sensitive pharmaceuticals and medical items. 1
Medically sensitive items in pharmacy, ward, clinic, or 2
RDT&E facilities.
Medically sensitive items in bulk storage facilities. 3
Note R controlled substances (includes Schedule I drugs) 4
or note Q controlled substances in pharmacy, ward, clinic,
or RDT&E facilities.
Note R controlled substances (includes Schedule I drugs) 5
or note Q controlled substances in bulk storage facilities.

(6) Relative value of other assets. Relative value of assets not
included in the tables above (except people as assets) is evaluated
based upon the monetary value of the asset. The monetary value
may be determined for an inventory of assets or for individual
assets, whichever is most appropriate for the quantity of the assets
present in the inspectable area being analyzed. Actual quantity of
the assets is accounted for in considering the mission criticality of
the assets to the Army and the user. Evaluate relative value of these
assets using table 3–10.

Table 3–10
Relative Value of Other Assets

Value
Asset Characteristics Rating Fac-

tor

Value of asset inventory is less than $50,000 or value of 0
individual asset is less than $5,000.
Value of asset inventory is greater than or equal to $50, 1
000 and less than $100,000 or value of individual asset is
greater than or equal to $5,000 and less than $10,000.
Value of asset inventory is greater than or equal to $100, 2
000 and less than $250,000 or value of individual asset is
greater than or equal to $10,000 and less than $25,000.
Value of asset inventory is greater than or equal to $250, 3
000 and less than $500,000 or value of individual asset is
greater than or equal to $25,000 and less than $50,000.
Value of asset inventory is greater than or equal to $500, 4
000 and less than $1,000,000 or value of individual asset
is greater than or equal to $50,000 and less than $100,
000.
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Table 3–10
Relative Value of Other Assets—Continued

Value
Asset Characteristics Rating Fac-

tor

Value of asset inventory is greater than or equal to $1, 5
000,000 or value of individual asset is greater than or
equal to $100,000.

(7) Relative value of people as assets. Relative value of people as
assets is evaluated based on the number of people present in the
area being analyzed because establishing a monetary value for hu-
man lives is impractical. Separate scales are provided for mis-
sion–critical and high–risk personnel and the general military and
civilian population to account for basic differences in their relative
value. Further consideration of relative importance of people is
accounted for in their mission criticality to the Army and the user.
Evaluate relative value of these assets using table 3–11 and using
the most appropriate scale for the asset being analyzed.

Table 3–11
Relative Value of People as Assets

Value
Probable Level of Occupancy Rating Fac-

tor

Number of mission–critical or high–risk personnel in facil- 1
ity is likely to be fewer than three or general population in
facility is likely to be fewer than 10.
Number of mission–critical or high–risk personnel in facil- 2
ity is likely to be greater than or equal to 3 and fewer than
10 or general population in facility is likely to be greater
than or equal to 10 and fewer than 30.
Number of mission–critical or high–risk personnel in facil- 3
ity is likely to be greater than or equal to 10 and fewer
than 20 or general population in facility is likely to be
greater than or equal to 30 and fewer than 60.
Number of mission–critical or high–risk personnel in facil- 4
ity is likely to be greater than or equal to 20 and fewer
than 30 or general population in facility is likely to be
greater than or equal to 60 and fewer than 100.
Number of mission–critical or high–risk personnel in facil- 5
ity is likely to be greater than or equal to 30 or general
population in facility is likely to be greater than 100.

(8) Relative value of controlled cryptographic items. The relative
value of controlled cryptographic items is determined based on the
degree of sensitivity of the information processed with the equip-
ment. Evaluate relative value of these assets using table 3–12.

Table 3–12
Relative Value of Controlled Cryptographic Items

Value
Information Sensitivity Rating Fac-

tor

For Official Use Only 1
Confidential 2
Secret 3
Top Secret 4
Sensitive Compartmented Information 5

3–4. Establishing asset value rating
Establish the value rating for assets using the results of evaluating
the individual value rating factors. Sum the numerical values associ-
ated with the four applicable factors (Army mission criticality, user
mission criticality, replaceability, and relative value) and compare
the sum to the ranges of sums in table 3–13. Select a resultant value

rating of very low, low, medium, high, or very high. Enter the
applicable sum and value rating in the spaces provided on DA Form
7278–R. Continue this procedure by proceeding to chapter 4.

Table 3–13
Asset Value Rating

Sum of Value
Rating Factors Value Rating

0 to 5 Very Low (VL)
6 to 9 Low (L)
10 to 13 Medium (M)
14 to 17 High (H)
18 to 20 Very High (VH)

Chapter 4
Likelihood determination

4–1. Measurement of likelihood
a. The likelihood that a given aggressor will attempt to compro-

mise an asset is evaluated using the likelihood rating factors below.
These factors measure the value of the asset to the aggressor. The
first three factors are:

(1) Asset profile.
(2) Asset usefulness to aggressor.
(3) Asset availability.
b. The second three factors measure the history of or potential for

incidents. These factors are:
(1) Local incidents in the past.
(2) Nearby incidents in the past.
(3) Potential for future incidents.
c. The last three factors measure the vulnerability of the asset.

These factors are weighted to emphasize vulnerability because usu-
ally only the vulnerability of an asset can be changed through
security measures. The asset’s value to an aggressor and the history
of or potential for incidents are difficult to control. Weighing the
likelihood factors related to vulnerability allows the user of this
procedure to decrease the risk level through applying security meas-
ures. These vulnerability factors are:

(1) Asset accessibility.
(2) Effectiveness of law enforcement.
(3) Deterrence.

4–2. Evaluation procedure
a. Select applicable aggressors. Use table 4–1 to determine the

aggressors that have the potential to be a threat to the asset. Elimi-
nate those that are known not to be a threat at the location being
analyzed. Enter a check mark for each applicable aggressor in the
spaces provided on DA Form 7278–R.

b. Evaluate likelihood of aggression. For each potential aggres-
sor, evaluate each of the nine likelihood rating factors using the
applicable likelihood rating tables in paragraph 4–3. Use table 4–2
to determine which likelihood rating tables apply for each asset
category. Select the entry from each of the applicable likelihood
rating tables which most closely applies to the aggressor and the
asset. Record the numerical values for the likelihood rating factors
for each aggressor in the appropriate spaces on DA Form 7278–R.

c. Establish likelihood ratings. Refer to guidance in paragraph
4–4.

6 DA PAM 190–51 • 30 September 1993



Table 4–1
Potential Aggressors Selection Table

Aggressor
Asset Category 1 2 3 4 5 6 7 8

A. Aircraft and components at Army aviation facilities. X X X X X X X X

B. Vehicles and carriage–mounted or towed weapons systems and components at
Army motor pools.

X X X X X X X

C. Petroleum, oils, and lubricants. X X X X X X

D. Arms, ammunition, and explosives. X X X X X X X

E. Controlled medical substances and other medically sensitive items. X X X

F. Communications or electronics; test, measurement, and diagnostic equipment;
night vision devices; and other high value precision equipment; and tool kits.

X X X

G. Organizational clothing and individual equipment stored at central issue facilities. X X

H. Subsistence items at commissaries, commissary warehouses, and troop issue
subsistence facilities.

X X

I. Repair parts at installation level supply activities and direct support units with au-
thorized stockage units.

X X

J. Facilities engineering supplies and construction devices. X X

K. Audiovisual equipment, training devices, and subcaliber devices. X X

L. Miscellaneous pilferable assets. X X X

M. Mission–critical or high risk personnel. X X X X

N. General civilian or military population. X X X X

O. Industrial or utility equipment. X X X X X

P. Controlled cryptographic equipment. X X

Key:
8. Paramilitary OCONUS terrorists.

Table 4–2
Likelihood Rating Factor Table Applicability

Asset Applicable Table Numbers

A. Aircraft and components at Army aviation facilities. 4–3 a* 4–7 4–8 4–9
4–10 4–11 4–17 4–18

B. Vehicles and carriage–mounted or towed weapons systems and components 4–3 a* 4–7 4–8 4–9
at Army motor pools. 4–10 4–11 4–17 4–18

C. Petroleum, oils, and lubricants. 4–3 a* 4–7 4–8 4–9
4–10 4–12 4–17 4–18

D. Arms, ammunition, and explosives (AA&E). 4–3 b* 4–7 4–8 4–9
4–10 c* 4–17 4–19

E. Controlled medical substances and other medically sensitive items. 4–3 4–4 4–7 4–8 4–9
4–10 4–15 4–17 4–19

F. Communications or electronics; test, measurement, and diagnostic equipment; 4–3 4–4 4–7 4–8 4–9
night vision devices; and other high value precision equipment and tool kits. 4–10 4–15 4–17 4–19

G. Organizational clothing and individual equipment stored at central issue facilities. 4–3 4–4 4–7 4–8 4–9
4–10 4–15 4–17 4–19

H. Subsistence items at commissaries, commissary warehouses, and 4–3 4–4 4–7 4–8 4–9
troop issue subsistence facilities. 4–10 4–15 4–17 4–19

I. Repair parts at installation level supply activities and direct support units 4–3 4–4 4–7 4–8 4–9
with authorized stockage lists. 4–10 4–15 4–17 4–19

J. Facilities engineering supplies and construction material. 4–3 4–4 4–7 4–8 4–9
4–10 d* 4–17 e*

K. Audiovisual equipment, training devices, and subcaliber devices. 4–3 4–4 4–7 4–8 4–9
4–10 4–15 4–17 4–19

L. Miscellaneous pilferable assets. 4–3 4–4 4–7 4–8 4–9
4–10 d* 4–17 e*

M. Mission–critical or high–risk personnel. 4–3 4–6 4–7 4–8 4–9
4–10 4–16 4–17 4–19

N. General civilian or military population. 4–3 4–6 4–7 4–8 4–9
4–10 4–16 4–17 4–19
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Table 4–2
Likelihood Rating Factor Table Applicability—Continued

Asset Applicable Table Numbers

O. Industrial or utility equipment. 4–3 4–6 4–7 4–8 4–9
4–10 4–16 4–17 e*

P. Controlled cryptographic items. 4–3 4–4 4–7 4–8 4–9
4–10 4–15 4–17 4–19

Notes:
A* Select table 4–4 for criminals and table 4–6 for terrorists, vandals or activists, and extremist protest groups.
B* Select table 4–4 if the aggressor’s goal is likely to be to sell the AA&E and select table 4–5 if the aggressor’s goal is likely to be to use the AA&E in future activities.
C* Select table 4–13 where the AA&E is in bulk storage and select table 4–14 where the AA&E is in unit level storage.
D* Select table 4–12 where the asset is stored outside and select table 4–15 where the asset is stored inside.
E* Select table 4–18 where the asset is stored outside and select table 4–19 where the asset is stored inside.

4–3. Likelihood rating factors
a. Asset profile. This factor addresses the public’s likely aware-

ness of the asset’s existence and its visibility to them in terms of
their perception of its importance or value. Evaluate this factor for
each aggressor using table 4–3.

Table 4–3
Asset Profile

Level of Visibility Likelihood Rat-
ing Factor

Asset has very low visibility. Aggressor is probably not 1
aware of its existence.
Asset has low visibility. Existence of asset is probably 2
not well known to aggressor.
Asset has medium visibility. Existence of asset is prob- 3
ably known to aggressor.
Asset has high visibility. Existence of asset is probably 4
well known to aggressor.

Table 4–3
Asset Profile—Continued

Level of Visibility Likelihood Rat-
ing Factor

Asset has very high visibility. Existence of asset is ob- 5
vious to aggressor.

b. Asset usefulness to aggressor. This factor assesses the useful-
ness of the asset to potential aggressors. Usefulness is measured
based on the asset’s cash value, its direct applicability to the aggres-
sor’s goals, or its publicity value. Apply likelihood rating tables 4–4
through 4–6 as indicated in table 4–2 or as appropriate according to
the likely goals of each aggressor type toward the asset. Enter the
number of the table selected in the space provided on DA Form
7278–R.

(1) Usefulness for assets with cash value. Use table 4–4 to evalu-
ate asset usefulness where aggressors are most likely to attempt to
compromise the asset because of its potential monetary value to
them. Note that the numerical values differ for different aggressor
types.

Table 4–4
Usefulness for Assets With Cash Value

Likelihood Rating Factor
Asset Characteristics Unsophisti- Sophisticated Organized Terrorists

cated Crimi- Criminals Criminal
nals Groups

Value of asset inventory is less than $50,000 or individual asset value is less than $5,
000.

3 1 0 1

Value of asset inventory is greater than or equal to $50,000 and less than $100,000 or
individual asset value is greater than or equal to $5,000 and less than $10,000.

4 2 1 2

Value of asset inventory is greater than or equal to $100,000 and less than $250,000
or individual asset value is greater than or equal to $10,000 and less than $25,000.

5 3 2 3

Value of asset inventory is greater than or equal to $250,000 and less than $500,000
or individual asset value is greater than or equal to $25,000 and less than $50,000.

5 4 3 4

Value of asset inventory is greater than or equal to $500,000 and less than $1,000,000
or individual asset value is greater than or equal to $50,000 and less than $100,000.

4 5 4 5

Value of asset inventory is greater than or equal to $1,000,000 or individual asset
value is greater than or equal to $100,000.

3 5 5 5

(2) Usefulness for assets with direct application to aggressor’s
goals. Use table 4–5 to evaluate usefulness where aggressors are
most likely to attempt to compromise the asset to use it directly in

future activities. An example of this would be stealing arms to use
them in a future terrorist act.

Table 4–5
Usefulness for Assets with Direct Application to Aggressor’s
Goals

Level of Usefulness to Aggressor Likelihood Rat-
ing Factor

Asset has no usefulness to aggressor’s immediate or 0
future goals.
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Table 4–5
Usefulness for Assets with Direct Application to Aggressor’s
Goals—Continued

Level of Usefulness to Aggressor Likelihood Rat-
ing Factor

Asset has minor usefulness to aggressor’s immediate 1
or future goals.
Asset has moderate usefulness to aggressor’s imme- 2
diate or future goals.
Asset has significant usefulness to aggressor’s imme- 3
diate or future goals.
Asset is highly useful to aggressor’s immediate or fu- 4
ture goals.
Asset is critical to aggressor’s immediate or future 5
goals.

(3) Usefulness for assets with publicity value. Use table 4–6 to
evaluate usefulness where aggressors are most likely to attempt to
compromise an asset because of the potential publicity its compro-
mise would generate.

Table 4–6
Usefulness for Assets with Publicity Value

Aggressor’s Estimation of Asset’s Publicity Value Likelihood Rat-
ing Factor

Aggressor is likely to believe asset’s loss would result 0
in insignificant publicity.
Aggressor is likely to believe asset’s loss would result 1
in minor publicity.
Aggressor is likely to believe asset’s loss would result 2
in moderate publicity.
Aggressor is likely to believe asset’s loss would result 3
in significant publicity.
Aggressor is likely to believe asset’s loss would result 4
in considerable publicity.
Aggressor is likely to believe asset’s loss would result 5
in worldwide publicity.

c. Asset availability. This factor addresses the availability of the
asset or similar assets at places other than in the inspectable area
under consideration. Evaluate this factor for each aggressor using
table 4–7.

Table 4–7
Asset Availability

Determination of Availability Likelihood Rat-
ing Factor

Asset is widely available off the installation. 1
Asset has limited availability off the installation. 2
Asset is widely available on the installation but is not 3
available off the installation.
Asset has limited availability on the installation but is 4
not available off the installation.
Asset is only available at this location on or off the in- 5
stallation.

d. Local incidents in the past. This factor addresses the history of
attempts by the applicable aggressor to compromise similar assets at
the installation on which the asset is located or in the immediate

vicinity of the installation. Evaluate this factor for each aggressor
using table 4–8.

Table 4–8
Local Incidents in the Past

Number of Incidents at the Same Installation in the Past Likelihood Rat-
ing Factor

There were no incidents involving similar assets on 1
this installation or in its immediate vicinity in the past 3
years.
There was one incident involving similar assets on this 2
installation or in its immediate vicinity in the past 3
years.
There were two or three incidents involving similar as- 3
sets on this installation or in its immediate vicinity in
the past three years.
There were four or five incidents involving similar as- 4
sets on this installation or in its immediate vicinity in
the past three years.
There were more than five incidents involving similar 5
assets at this installation or in its immediate vicinity in
the past 3 years.

e. Nearby incidents in the past. This factor addresses the history
of attempts by the applicable aggressor to compromise similar assets
on or around other installations in the same general geographic area
as the installation on which the asset is located. Establish the gen-
eral geographic area appropriate for the installation. Unless other-
wise indicated, use the numbered armies in the continental United
States (CONUSA) areas to indicate the geographic areas within
CONUS. However, when an installation is located near the bound-
ary of an Army area, include part of the adjacent Army area as the
applicable geographic area. Use national boundaries to determine
geographic areas OCONUS. Evaluate this factor for each aggressor
using table 4–9.

Table 4–9
Nearby Incidents in the Past

Number of Incidents in the Same Geographic Area in the Past Likelihood Rat-
ing Factor

There were no incidents involving similar assets on or 1
around installations in the geographic area in the past
3 years.
There was one incident involving similar assets on or 2
around installations in the geographic area in the past
3 years.
There were two or three incidents involving similar as- 3
sets on or around installations in the geographic area
in the past 3 years.
There were four or five incidents involving similar as- 4
sets on or around installations in the geographic area
in the past 3 years.
There were more than five incidents involving similar 5
assets on or around installations in the geographic
area in the past 3 years.

f. Potential for future incidents. This factor addresses the proba-
bility that aggressors will attempt to compromise the asset in the
future. Evaluate this factor for each aggressor using table 4–10.

Table 4–10
Potential for Future Incidents

Determination of Probability for Future Incidents Likelihood Rat-
ing Factors

It is unlikely there will be any future incidents involving 1
this asset on this installation.
There is some possibility there will be a future incident 2
involving this asset at this installation.
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Table 4–10
Potential for Future Incidents—Continued

Determination of Probability for Future Incidents Likelihood Rat-
ing Factors

It is probable there will be a future incident involving 3
this asset at this installation.
It is likely there will be a future incident involving this 4
asset at this installation.
It is very likely there will be a future incident involving 5
this asset at this installation.

g. Asset accessibility. This factor addresses any protective meas-
ures which are in place for existing facilities or planned for new
facilities. Accessibility is assessed differently depending on the asset
category and either how the assets are usually stored or upon the
effectiveness of protective layers. Where referenced, installing intru-
sion detection systems (IDS) to facilitate delay is accomplished by
d e t e c t i n g  t h e  a g g r e s s o r  o u t s i d e  t h e  b a r r i e r s  t h a t  p r o v i d e  d e l a y .
Lightweight construction refers to construction other than reinforced
concrete or masonry (concrete block or clay brick) such as wood or
metal siding. Apply likelihood rating tables 4–11 through 4–16 as
indicated in table 4–2. Enter the number of the selected table in the
space provided on DA Form 7278–R.

Table 4–11
Accessibility of Aircraft and Vehicles

Type of Storage Area Likelihood Rat-
ing Factors

Aircraft or vehicles are stored within locked hangars or 0
garages with IDS or on–site guards, a perimeter fence
or wall, and security lighting.
Aircraft or vehicles are stored within a fenced or walled 2
area with security lighting and IDS or on–site guards.
Aircraft or vehicles are not stored within a fenced or 4
walled area but are guarded by on–site guards.
Aircraft or vehicles are stored within a fenced or walled 4
area with security lighting. Roving patrols check the
area hourly.
Aircraft or vehicles are stored within a fenced or walled 6
area with security lighting.
Aircraft or vehicles are stored within a fenced or walled 8
area.
Aircraft or vehicles are not stored within a fenced or 10
walled area and have no on–site guards.

Table 4–12
Accessibility of Petroleum, Oils, and Lubricants (POL) and
Assets in Outside Storage Areas

Type of Storage Area Likelihood Rat-
ing Factor

Storage is within a fenced or walled area with security 2
lighting and IDS or on–site guards.
Storage is within a fenced or walled area with security 4
lighting. Roving patrols check the area hourly.
Storage is within a fenced or walled area with security 6
lighting.
Storage is within a fenced or walled area. 8
Storage area is not fenced or walled. 10

Table 4–13
Accessibility of Bulk Storage of Arms, Ammunition, and
Explosives (AA&E)

Type of Storage Likelihood Rat-
ing Factor

AA&E is stored in standard magazines within a fenced 2
or walled area with security lighting and is monitored
by IDS installed to facilitate delay after detection or is
under constant surveillance.
AA&E is stored in standard magazines within a fenced 4
or walled area and is monitored with IDS installed to
facilitate delay after detection or is under constant sur-
veillance.
AA&E is stored in standard magazines within a fenced 6
or walled area with security lighting. Roving patrols
check the area hourly.
AA&E is not stored in standard magazines. The area 8
is fenced or walled with security lighting. AA&E is
monitored by IDS or is under constant surveillance.
AA&E is not stored in standard magazines. The area 10
is fenced or walled with security lighting. Roving pa-
trols check the area hourly.

Table 4–14
Accessibility of Unit Level Storage of Arms, Ammunition, and
Explosives (AA&E)

Type of Storage Likelihood Rat-
ing Factor

AA&E is stored in a standard magazine or arms room 2
and is monitored by IDS installed to facilitate delay af-
ter detection or is under constant surveillance. The fa-
cility or magazine is within a fenced or walled area
with security lighting or building exterior lighting.
AA&E is stored in a standard magazine within a 4
fenced or walled area or in a standard arms room and
is monitored with IDS installed to facilitate delay after
detection or is under constant surveillance.
AA&E is stored in a standard magazine within a 6
fenced or walled area with security lighting or in a
standard arms room in a facility with exterior lighting.
The area is checked hourly by a roving patrol.
AA&E is not stored in a standard magazine or arms 8
room. It is stored within a fenced or walled area with
perimeter lighting or in a facility with exterior lighting.
The area is checked hourly by a roving patrol.
AA&E is not stored in a standard magazine or arms 10
room. The area is checked by a roving patrol.

Table 4–15
Accessibility of Other Assets Stored Inside Facilities

Type of Storage Likelihood Rat-
ing Factor

Asset is located within multiple protective layers capa- 2
ble of providing delay. One of the protective layers is a
safe or vault. IDS is installed to facilitate delay after
detection or there is an on–site guard.
Asset is located within multiple protective layers capa- 4
ble of providing delay. IDS is installed to facilitate de-
lay after detection or there is an on–site guard.
Asset is located within only one protective layer capa- 6
ble of providing delay and is monitored by IDS or an
on–site guard.
Asset is located within only one protective layer capa- 8
ble of providing delay. The facility is checked hourly by
a roving patrol.

10 DA PAM 190–51 • 30 September 1993



Table 4–15
Accessibility of Other Assets Stored Inside Facilities—Continued

Type of Storage Likelihood Rat-
ing Factor

Asset is located within only one protective layer capa- 10
ble of providing delay.

Table 4–16
Accessibility of Assets Subject to Destruction, Death, or Injury

Location of Asset Likelihood Rat-
ing Factor

Asset is located within the interior of a reinforced con- 2
crete or masonry building within a fenced or walled
area with perimeter IDS or on–site guards.
Asset is located within the interior of a reinforced con- 4
crete or masonry building within a fenced or walled
area.
Asset is located within a reinforced concrete or ma- 6
sonry building.
Asset is located within a building of lightweight con- 8
struction.
Asset is located within a fenced or walled area. 10

h. Effectiveness of law enforcement. This factor addresses the
general attitude of the local populace regarding their respect for and
cooperation with the law enforcement community and the effective-
ness of local law enforcement. Effectiveness of law enforcement
includes the quality of law enforcement personnel and the presence
of an effective response force. Evaluate this factor for each aggres-
sor using table 4–17.

Table 4–17
Effectiveness of Law Enforcement

Perceived Regard for Law Enforcement Likelihood Rat-
ing Factor

Law enforcement is extremely effective. Local popu- 2
lace has very high respect for law and police.
Law enforcement is highly effective. Local populace 4
has high respect for law and police.
Law enforcement is moderately effective. Local popu- 6
lace has moderate respect for law and police.
Law enforcement is mostly ineffective. Local populace 8
has low respect for law and police.
Law enforcement is ineffective. Local populace has 10
very little respect for law and police.

i. Deterrence. This factor addresses the aggressors’ perception of
the possibility that they will successfully compromise the asset and
escape based upon obvious protective measures which tend to have
a deterrent effect. Use table 4–18 or 4–19 for each aggressor as
indicated in table 4–2 or depending upon whether the asset is stored

outside or inside. Enter the number of the table selected in the space
provided on DA Form 7278–R.

Table 4–18
Deterrence for Aircraft, Vehicles, POL, and Assets in Outside
Storage

Aggressor’s Perception of the Possibility of Success Likelihood Rat-
ing Factor

Aggressor would perceive a very low possibility of suc- 2
cess and escape. Asset appears to be heavily pro-
tected. Asset is stored within a storage structure. Obvi-
ous protective measures include fencing or a perime-
ter wall, security lighting, access control, and either
guards or IDS and closed–circuit television (CCTV).
Aggressor would perceive a low possibility of success 4
and escape. Asset appears to be well protected. Obvi-
ous protective measures include fencing or a perime-
ter wall, security lighting, access control, and either
guards or IDS and CCTV.
Aggressor would perceive a medium possibility of suc- 6
cess and escape. There are some visible protective
measures, including fencing or a perimeter wall, secu-
rity lighting, and guard patrols at hourly intervals.
Aggressor would perceive a high possibility of success 8
and escape. There are few visible protective meas-
ures. Storage area is fenced or walled.
Aggressor would perceive a very high possibility of 10
success and escape. There are no visible protective
measures.

Table 4–19
Deterrence for Assets Stored Inside Facilities

Aggressor’s Perception of the Possibility of Success Likelihood Rat-
ing Factor

Aggressor would perceive a very low possibility of suc- 2
cess and escape. Asset appears to be heavily pro-
tected. The building housing the asset is constructed
of reinforced concrete or masonry, it has window barri-
ers or is windowless, and has heavy steel doors. Obvi-
ous protective measures include fencing or a perime-
ter wall, security lighting, access control, and guards
or IDS and CCTV.
Aggressor would perceive a low possibility of success 4
and escape. Asset appears to be well protected. The
building housing the asset is constructed of reinforced
concrete or masonry, it has window barriers or is win-
dowless, and has heavy steel doors. Obvious protec-
tive measures include fencing or a perimeter wall, se-
curity lighting, and IDS.
Aggressor would perceive a moderate possibility of 6
success and escape. The building housing the asset is
constructed of reinforced concrete or masonry, it has
window barriers or is windowless, and has heavy steel
doors. There are some visible protective measures, in-
cluding exterior lighting and hourly guard patrols.
Aggressor would perceive a high possibility of success 8
and escape. The building housing the asset is of light-
weight construction and has window barriers or is win-
dowless. There are few visible protective measures.
Only building entrances are lit.
Aggressors would perceive a very high possibility of 10
success and escape. The building housing the asset is
of lightweight construction without window barriers.
There are no visible protective measures.

4–4. Establishing likelihood rating
Establish the likelihood rating for each aggressor using the results of
evaluating the individual likelihood rating factors.
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a. Determine overall likelihood ratings. Sum the numerical val-
ues associated with the nine likelihood factors for each applicable
aggressor and compare the sums with the ranges of sums in table
4–20 to determine the overall likelihood ratings. Select a likelihood
rating for each aggressor of very low, low, medium, high, or very
high. Enter the applicable sums and likelihood ratings in the spaces
provided in DA Form 7278–R.

b. Determine highest likelihood ratings. Determine the highest
likelihood ratings among vandals/activists and the three types of
criminals. Also determine the highest likelihood ratings among ex-
tremist protesters and the three types of terrorists. Enter the likeli-
hood ratings for criminals and terrorists in the spaces provided on
DA Form 7278–R. Return to step 5 as discussed in paragraph 2–3 to
complete this procedure.

Table 4–20
Likelihood Rating

Sum of Likelihood Rating Factors Likelihood Rating

11 to 17 Very Low (VL)
18 to 29 Low (L)
30 to 41 Medium (M)
42 to 53 High (H)
54 to 60 Very High (VH)
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Appendix A
References

Section I
Required Publications

AR 190–11
Physical Security of Arms, Ammunition, and Explosives (Cited in
paras 1–4b, 2–2a, 2–3f, and 3–3d(4).)

AR 190–51
Security of Unclassified Army Property (Sensitive and
Nonsensitive) (Cited in paras 1–4b, 2–2a, and 2–3f.)

Section II
Related Publications

AR 190–13
The Army Physical Security Program

AR 190–16
Physical Security

Section III
Prescribed Forms
Forms that have been designated “approved for electronic genera-
tion (EG)” must replicate exactly the content (wording), format
(layout), and sequence (arrangement) of the official printed form.
The form number of the electronically generated form will be shown
as –R–E and the date will be the same as the date of the current
edition of the printed form.

Exact replication of any DA or DD forms prescribed in this pam-
phlet that are generated by the automated Military Police Manage-
ment Information System may be used in place of the official
printed version of the form.

DA Form 7278–R
Risk Level Worksheet (approved for EG)

Section IV
Referenced Forms
This section contains no entries.
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Index
T h i s  i n d e x  i s  o r g a n i z e d  a l p h a b e t i c a l l y  b y
topic and by subtopic within a topic. Topics
a n d  s u b t o p i c s  a r e  i d e n t i f i e d  b y  p a r a g r a p h
number.

Abbreviations, see glossary
Assets

Categories, see table 2–1
Criticality, 3–3, table 3–2, table 3–3
Replaceability, 3–3, table 3–4
Value

Aircraft, table 3–5
Arms and Ammunition, table 3–8
Cryptographic items, table 3–12
Explosives, table 3–8
General, 3–1, 3–2, 3–3
Lubricants, table 3–7
Medical, table 3–9
Oil, table 3–7
Other, table 3–10
People, table 3–11
Petroleum, table 3–7
Rating, table 3–1, table 3–13
Vehicles, table 3–6

Compromise
Accessibility

Aircraft, table 4–11
Arms and ammunition

Bulk storage, table 4–13
Unit level storage, table 4–14

Explosives
Bulk storage, table 4–13
Unit level storage, table 4–14

Lubricants, table 4–12
Oils, table 4–12
Other

Stored in facility, table 4–15
Subject to destruction, death, or

injury, table 4–16
Petroleum, table 4–12
Vehicles, table 4–11

Aggressors, table 4–1
Asset availability, table 4–7
Asset profile, table 4–3
Cash value, table 4–4
General, 4–1
Incidents

Future, table 4–10
Previous, local, table 4–8
Previous, nearby, table 4–9

Rating Factor, 4–4, table 4–2, table 4–20
Usefulness, table 4–5, table 4–6

Deterrence
Inside storage, table 4–19
Outside storage, table 4–18

Law enforcement effectiveness, table 4–17

Purpose, 1–1

References, 1–2
Risk

Analysis, 2–1
General, 2–2
Levels, table 2–2

Terms, see glossary

Use, 1–4
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