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Integration of Combined Arms Doctrine into FM 2-0

PURPOSE

The purpose of this set of white papers is to facilitate an initial exchange of ideas concerning important topics in FM 2-0, Intelligence Operations, between the field and the primary writers.  These white papers capture some initial thoughts from both emerging combined arms and intelligence doctrine; they do not necessarily reflect official U.S. Army doctrine.  Because these white papers only represent some of our initial thoughts, we expect to change the exact wording when we develop the initial draft of FM 2-0.  There are seven white papers in all, the other six are titled:

· The Intelligence Cycle and Key Intelligence Definitions.

· ISR Integration.

· The Intelligence Tasks.

· The Roles of the MI Commander Vice the G2 (S2).

· Intelligence Reach.

· Distributed Common Ground System (DCGS).
Specifically, this white paper focuses on a few recurring subjects that were initially areas of disagreement and were then revised in combined arms doctrine as a result of compromise between the Combined Arms Doctrine Directorate (CADD) and the Intelligence Center.  It does not cover those areas that are already covered in the other FM 2-0 white papers or the broad topics within FM 3-0, Operations (to include, full-spectrum operations, information as an element of combat power, and information superiority and its contributors).  

BACKGROUND

Over the course of the last year CADD and the Intelligence Center have exchanged ideas and viewpoints concerning a number of important topics that are now embedded in combined arms doctrine.  This exchange primarily occurred during the development of FM 3-0; FM 6-0, Command and Control; FM 3-07, Stability Operations and Support Operations; FM 3-13, Information Operations; and FM 3-90, Tactics.  

The Intelligence Center has been successful in working with CADD to provide realistic and mature combined arms doctrine that is focused for the next five years.  Within our intelligence doctrine we must remain consistent with combined arms doctrine.  

However, there is also some room to expand on, qualify, slightly modify, or leave out some of the existing combined arms doctrine as long as we stay within the intent of that doctrine.  Additionally, the context in which we present combined arms doctrine and the ways that we link this doctrine to intelligence doctrine in FM 2-0 are important.  All quotes from FM 6-0 are the latest CADD adjudications to the Intelligence Center’s comments on the Doctrinal Review and Approval Group (DRAG) draft.

EMERGING DOCTRINE

There were ten doctrinal areas that resulted in a significant amount of interaction between the Intelligence Center and CADD: 

1. The competition for information is a struggle.  Friendly forces compete with a thinking and adaptive enemy to find or develop an operational advantage through the use of information.  The enemy creates uncertainty through his attempts to shape the battlespace and reduce or neutralize friendly force capabilities.  Additionally, the enemy also creates uncertainty by denying friendly forces information, disseminating disinformation, and using deception.    

In order for the friendly commander to make better decisions that lead to an operational advantage, friendly forces must gain contact with the threat in order to collect and process information and to produce intelligence at the level of fidelity necessary to support situational understanding.  Therefore, successful operations are the result of careful analysis, an understanding of the technical aspects of collecting information and producing intelligence, and a high-level of training and experience.  Although we can never predict with certainty how the enemy will act and react, or how events will develop, the knowledge that is gained through this struggle (a significant portion through the provision of intelligence), combined with the commander’s experience, facilitates this understanding.  

2. Automated systems do not do it all.  Of all the relevant information (RI), intelligence (information on the threat and environment) is inherently the most uncertain.  In order for the commander to visualize his battlespace, he often needs  detailed intelligence.  Improvements in information systems alone without an intelligence analyst will not facilitate true understanding.  A well-trained analyst is necessary to analyze disparate data and information and to develop that data and information into timely, relevant, accurate, and predictive intelligence.  

Intelligence analysis and production are complex.  Different types of data, information, and intelligence are available with different degrees of timeliness, accuracy, and reliability.  With adequate communications, an all-source intelligence analyst can use different means and procedures to—


· Request information from the higher headquarters.


· Automatically receive broadcast dissemination data and information based on filters.


· Perform Intelligence Reach, which includes accessing information from another unit or organization or using a mechanism so that the unit receives that information through a push.  


Additionally, open-source information can significantly assist in producing intelligence or providing context to the current situation and environment.  Only a well-trained analyst can perform these tasks and adequately help facilitate the commander’s understanding by skillfully presenting the all-source intelligence.  Intelligence automation is just a tool for the analyst. 


3. The COP is not the only form of information the commander needs.  The commander achieves situational understanding through the interaction of several factors, to include judgment.  This judgment that he uses to evaluate the common operational picture (COP) comes from his experience, existing knowledge of friendly and enemy forces and the environment (to include intelligence preparation of the battlefield [IPB]), and intuition.  The process of combining these factors in using judgment is neither simple nor automatic.  

The commander provides his guidance so that the staff can minimize the struggle to portray meaning and the necessary level of detail within the COP.  The staff must provide that level of detail without overloading the commander with too much information.  It is important to remember that there is a more significant degree of latency involved in the enemy and environmental portions of the COP; this latency leads to friction within the COP.  The staff can overcome some of this friction by presenting other information that is not part of the COP.  Although the COP may be a single display, it may also consist of one or more displays and information in other forms (presented by the staff) using common data.  For example, IPB products, graphic weather effects, staff estimates, or even verbal information the commander receives during a briefing provides the context the commander needs to reach situational understanding.  

4. Intelligence is embedded in C2 and battle command.  CADD specifically mentions the key point that intelligence is integrated in command and control (C2) and battle command within the most important combined arms field manuals (FMs).  Intelligence is an integral part of C2, battle command, RI, and knowledge, and it is an element of information.  The importance of these simple points cannot be overstated.  One implication is that the term “intelligence support” should be replaced by “intelligence integration” in many, if not all, instances.  

So far we have discovered no major disconnects concerning terminology between combined arms and intelligence doctrine.  Some areas of note include the following:

· The new definition of information when used as an element of combat power or RI is at odds with the older intelligence connotation of information, but that has not been a major problem so far.  CADD has been cooperative in making distinctions between the intelligence and combined arms definitions when we could justify the need to make a distinction.

· Intelligence does not have to adopt the information management process established by combined arms doctrine because CADD agreed to put in a specific proviso.  FM 6-0 specifically states that the other battlefield operating system (BOS) will develop RI (intelligence in our case) through their specific information cycles.

· The steps of information superiority (collect, process, and disseminate) and information management (collect, process, store, display, and disseminate) do not match the steps of the intelligence cycle (plan and direct, collect, process, analyze and produce, and disseminate).  However, FM 3-0 provides a critical link between information superiority and intelligence doctrine.  Paragraph 11-2 states: “These information systems include the analysis, procedures, and training necessary to extract intelligence and other critical information from raw data, and present it in a form in which it can be easily understood.” 

5. It is important that each staff element and BOS participate in intelligence.  
FM 6-0 states that one of the Chief of Staff (CofS)/Executive Officer (XO) responsibilities is:  “Ensuring all staff members participate in and provide their functional expertise into the IPB process and ISR planning and execution under the direction of the G2 (S2).”  Additionally, all staff officers have the responsibility, as a part of general information management activities, for:  “Participating in the IPB process and ISR planning and execution under the direction of the G2 (S2) to integrate the effort with operations through the G3 (S3) using an integrated process and procedures.”

The entire staff led by the G2 (S2) uses the IPB process to identify any aspects of the area of interest (AOI) that will affect both threat and friendly operations.  IPB is a collaborative process that requires all the staff sections and some subordinate units to participate.  This process results in the participation of the whole staff and the development of integrated staff IPB products.  Additionally, all staff elements and subordinate units use the results of IPB for planning.  

The G2 (S2), in close coordination with the rest of the staff, performs intelligence, surveillance, and reconnaissance (ISR) integration while ISR integration is also a part of every BOS.  The result of this close coordination is an integrated ISR plan.  FM 3-0 states: “ISR integration eliminates unit and functional ‘stovepipes’ for planning, reporting, and processing information and producing intelligence.  It provides a common mechanism for all units to conduct ISR operations in a coordinated, synergistic way.”  

6. There is a need to stress the advantages of all-source intelligence and risks of combat information.  The portion of JP 2-0, Doctrine for Intelligence Support to Joint Operations, that discusses all-source intelligence is short and to the point.  JP 2-0, under intelligence disciplines and sources, states:  “Intelligence disciplines are well defined areas of intelligence collection, processing, exploitation, and reporting, using a single category of technical or human resources…. Information is sought from the widest possible range of sources to avoid any bias that can result from relying on a single source of information and to improve the accuracy and completeness of intelligence.  The collection of information from multiple sources is essential to countering the adversary’s operations security and deception operations.”  Later, JP 2-0 states: “During the analysis and production phase, all available processed information is integrated, analyzed, evaluated, and interpreted to create products that will satisfy the commander’s PIR or RFI…. Intelligence production for joint operations is accomplished by units and organizations at every echelon.  Whereas the functions carried out in both the collection and processing and exploitation phases were primarily performed by specialists from one of the intelligence disciplines, analysis and production are primarily done by all-source analysts.”

While the joint discussion is not adequate to describe Army intelligence in 
FM 2-0, we believe that the basic intent is close to what we need to capture in the manual, with some exceptions.  The best answer at most echelons is to produce intelligence based on all or most of the intelligence disciplines.  We believe that–-

· There is a general rule that the higher the echelon the more likely that intelligence unit or organization can produce adequate intelligence from a single intelligence discipline.

· At the lower echelons (undefined to date) there is a risk in providing combat information or initial intelligence from a single intelligence discipline, but it can be done in time sensitive and important situations based on the commander’s priority intelligence requirements (PIR).

In a time-constrained environment, the commander may have to act on combat information alone.  However, the commander must understand the inherent risk of acting on combat information.  When acting exclusively on combat information, the commander is more vulnerable to enemy deception operations and a misinterpretation of the situation.  The G2 (S2) must help the commander to assign a level of confidence to any combat information used to make important decisions.  Additionally, the commander should dictate procedural controls concerning combat information so he is not overwhelmed with reporting.

7. It is important to stress intelligence readiness, and the associated requirement for a quick-reaction capability, in order to support strategic responsiveness.  FM 3-0 shows the clear linkage of intelligence readiness and 
indications and warnings (I&W) to strategic responsiveness.  Specifically, paragraph 3-11, in describing “deployable” as an attribute of strategically responsive Army Forces, makes this linkage.  Paragraph 3-11 states: “The intelligence community supports deployability through readiness and the ability to quickly collect information about the enemy or adversary, process it into intelligence, and disseminate that intelligence as relevant information.”  Additionally, paragraph 3-19, in describing “anticipation” as a consideration of strategic responsiveness, makes another linkage.  Paragraph 3-19 states:  “The intelligence system gives commanders the ability to anticipate future operations by providing strategic through tactical indications and warnings and maintaining intelligence readiness.”  

This doctrinal requirement for strategic responsiveness translates into an urgent need to change our mindset from depending on an “intelligence buildup” to performing intelligence readiness on a daily basis.  In order to maintain intelligence readiness, we have to place a much greater emphasis on our day-to-day preparations in garrison.  Other considerations in intelligence readiness include the interaction between the concepts of baseline intelligence capabilities, intelligence survey, and intelligence quick reaction capabilities.  These terms are defined in the white paper on The Intelligence Cycle and Key Intelligence Definitions.


8. There is a growing requirement and ability to provide intelligence down to lower tactical levels.  This is a trend as the Army transforms that we should mention in general (but not in specific detail) because of the constant state of change with systems and technology.  The key is to capture this general trend so that we have a doctrinal justification for subsequent doctrine, training, leader development, organization, materiel, soldiers, and experimentation (DTLOMS-E) changes without writing so much detail that our doctrine is invalidated before the end of the five-year doctrinal life of the manual.  Ultimately, the goal is to get the right amount of intelligence down to the lowest echelon that needs the intelligence and is actually involved in combat.  
Within the Objective Force this close combat is referred to as the “red zone.”  However, the “red zone” is not a doctrinal term.  These units operating in the “red zone” need to add information as a true element of combat power along with maneuver, firepower, leadership, and protection in order to achieve their mission and to gain dominance on the battlefield.  Newly available and improving technology gives the Army an opportunity to start providing intelligence down to this lower tactical level.  However, this capability is only viable with adequate communications.  

9. EEFI and CI analysis are still very important.  FM 3-0 detached essential elements of friendly information (EEFI) as a mandatory type of commander’s critical information requirements (CCIR).  CCIR now normally generate two types of supporting information requirements:  PIR and friendly forces information requirements (FFIR).  However, FM 3-0 also states: “Although essential elements of friendly information (EEFI) are not part of the CCIR, they become a commander’s priorities when he states them.  EEFI help commanders understand what enemy 
commanders want to know about friendly forces and why (see FM 6-0).  They tell commanders what cannot be compromised.”  

Counterintelligence (CI) analysis provides an assessment of threat intelligence collection against friendly forces, specifically by identifying threat capabilities, friendly force vulnerabilities to threat collection, and countermeasures to threat collection.  Additionally, the integration of CI analysis into all-source analysis, and vice versa, provides the commander with insight into(

· The threat’s decision-making cycle in relation to their intelligence cycle.

· A timeline in which the threat may discover and react to friendly operations.

· The threat’s attempts to gain information superiority.

· Friendly EEFI.

10.  It is important to articulate an MI ethos.  An ethos is the linkage of guiding beliefs, fundamental values, standards, and the motivating spirit that affect patterns of thought and behavior.  The driving forces behind the need for a transformation of the MI ethos are the doctrinal requirements to conduct full-spectrum operations, the complexity of the operational environment, and adaptive and sophisticated threats with the ability to conduct asymmetrical operations.  

We must have an ethos and ensure all MI personnel know our ethos.  Our ethos must remain consistent with the warrior ethos.  Additionally, our ethos must change as the Army changes through transformation.  There are five new guiding beliefs that, along with some current beliefs, should form the foundation for our ethos:

· We must mentally and doctrinally codify intelligence as an integral part of all operations.  This concept marks a subtle yet significant departure from the idea of “intelligence support.”  We must see ourselves as a member of a battle command team that integrates intelligence with battle command.

· We must clearly articulate the precept that the human dimension, to include continuous learning and career development, is an essential component of MI and our most fundamental value.

· We must place a premium on filling our branch with adaptive analysts.  These analysts must be capable of successfully performing analysis against a threat using asymmetric means in a difficult and unique environment for which the analyst may have never received training.  These analysts must excel in the performance of our core tasks (for example, intelligence preparation of the 
battlefield [IPB], situation development, and integration with targeting) in any environment to include sophisticated information operations (IO).

· We must ensure intelligence, to include ISR integration, is a part of every BOS; every branch and staff section must participate in intelligence.

· We must change our mindset from depending on an “intelligence buildup” to performing intelligence readiness on a daily basis.  This change will allow us to meet the requirements for strategic responsiveness through our preparations in garrison.
YOUR DOCTRINE

The Doctrine Division needs your input and participation on many doctrinal issues as we move forward with the development of FM 2-0 so that we can truly serve as your conduit to the development process.  A two-way discussion to collect your input is critical to developing viable, realistic doctrine that you must execute.  Additionally, this doctrine must lead us into the future and support emerging DTLOMS-E considerations (to include critical actions like our force structure, many aspects of institutional training, and the development of systems).  

These white papers address only a small number of the many issues related to FM 2-0.  Throughout the development of the manual we will try to facilitate a maximum amount of field participation through a number of different mechanisms.  We look forward to undertaking this endeavor with your support. 
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