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CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the DoD Industrial Security Manual apply
10 all security aspects of this effort.)

1. CLEARANCE AND SAFEGUARDING
‘a. FACILITY CLEARANCE REQUIRED

SECRET

b. LEVEL OF SAFEGUARDING REQUIRED

SECRET

[2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION IS: (X and complete as applicable)

. PRIME CONTRACT NUMBER [DATE mamMDD)
. ORIGINAL (Camplete date i all cases)
b. SUBCONTRACT NUMBER b. REVISED (Seperseder Revision No. [DATE (mamD)
all previows specs)
<. SOLICITATION OR OTHER NUMBER [ouE DATE (YYMMOD) [DATE (maoD)
. FINAL (Complere sem 5 i all cses)

4.1S THIS A FOLLOW-ON CONTRACT?

O ves

Classified material received or generated under

[XI No. it yes, complete the following:

(Preceding Contracs Number) is transferred to this follow-on contract.

6. IS THIS A FINAL DD FORM 2547

O ves

In response to the contractor's request dated

[ No. i yes, complete the following:

. retention of the identified classified material is authorized for the period of

6. CONTRACTOR (lnclude Commercial and Government Entity (CAGE) Code)

‘. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE €. COGNIZANT Sﬂ:m OFFICE (Name, Address, and Zip Code)
Defense Security Service
Southern California Operating Location
One World Trade Center, Suite 622
Long Beach, CA 90831-0622
7. SUBCONTRACTOR
. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE . COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
[8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE CODE . COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Contractor to perform installation support services at Fort Irwin, CA in support of the National Training Center.

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO_[11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: {ves [ no

2. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X o R & COUEARMATY AT TION ONLY AT ANOTHER CONTRACTOR'S] X

b. RESTRICTED DATA X _| b. RECEIVE CLASSIFIED DOCUMENTS ONLY X

c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | c- RECEIVE AND GENERATE CLASSIFED MATERIAL X

d. FORMERLY RESTRICTED DATA| X_| . FABRICATE, MODIFY, OR STORE CLASSIRED HARDWARE X

. INTELLIGENCE INFORMATION: | o. perFORM sERVICES ONLY X
1) Sorailis Conearamnd Eaeca i ) X | BAVEACCESS 10 U= CLASSIHED INFORMATION GUTSIDE THE U-S. X
2 NomsCl | 5- BE AUTHORIZED To USE THE SERVICES OF DEFENSE TECHMICAL INFORMATION X

1. SPECIAL ACCESS INFORMATION X[ h. RequiRE A comsec ACCOUNT X

0. NATO INFORMATION X[ nave TempesT ReaumemenTs X

h. FOREIGN GOVERNMENT INFORMATION X_| I HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X

. LIMITED DISSEMINATION INFORMATION X_| k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X

j. FOR OFFICIAL USE ONLY INFORMATION X |. OTHER (Specif)

k. OTHER (Specif) See Item 13 X
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Previous editions are obsolete.




[image: image2.png]12. PUBLIC RELEASE. Any information (classifled or nclassified) pertaining to this contract shail not be released for public dissemination except se provided by the Industrial Security Manusl
‘or uniess it has boen approved for public release by appropriate U.S. Government authority. Proposed public releases sheil be submitted for approval prior to relesse

[ owee [ mvousn cwecis:

NO RELEASE AUTHORIZED.

£o the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)*® for review.
* In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that sgency.

13. SECURITY GUIDANCE. The security clessification guidance needed for this classified sffort is identified below. If any difficulty is encountered in applying this guidance or if any other
‘contributing factor indicates a nesd for changes in this guidance, the contractor is suthorized and encouraged to provide recommended changes; to chalienge the guidance o the clessification|
‘assigned to any information or material fumished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below. Pending
final decision, the information involved shail bo handled and protected at the highest level of classification assigned or recommended. (Filin as appropriate for the classified cffor. Atiach, or
Jorward wder vy, herein. Add,  pages as needed to provide complete gridance.)

a. The primary regulations and related procedures to be followed by the contractor are:
DOD 5220.22-M National Industrial Security Program (NISPOM)

AR 380-5 DA Information Security Program (And supporting 380-Series regulations)
DOD 5200.1-R Information Security Program

AR 380-19 Information Systems Security (And supporting 380-Series regulations)

AR 380-67 DA Personnel Security Program

DOD 5200.2-R Personnel Security Program

DOD 5400.7-R DOD Freedom of Information Act Program

AR 190-11 Physical Security of Arms, Ammunition, and Explosives

AR 190-13 The Army Physical Security Program

Other Current local publications (e.g. policy letters, regulations, pamphlets, etc.)

b. All personnel positions will be designated and security investigations completed IAW AR 380-19 for automated data
processing (ADP) positions (ADP-I, ADP-II, or ADP-IIT) and IAW AR 380-67 for position security sensitivity (noncritical
sensitive or nonsensitive).

c. A list of contractor personnel needing access to areas requiring security clearances or ADP equipment shall be submitted to
the Government and updated as changes occur. The list will include name, social security number and date/type of security
investigation and/or clearance.

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in sddition to ISM requirements, are established for this contract. (§f Tes, ldentlfy Yes [X ][ no
the pertinent contractual clauses i the coniract docsment lsef, or provide a appropriate siciemens which identifis the additional requirements. Provide a copy of the
requirements 10 the cognizams security office. Use liem 13 f addional space is eeded.)

15. INSPECTIONS. Elements of this contract are outside the inspection responibilty of the cognizant security office. (1 Yes, cxplain and identify speciic Yes [X]| no
areas or elemens carved cut and the activisyresponsibi for nspections. Use liem 13 If additonal space s needed)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released
or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (bsclude Area Code)

3. ADDRESS (include Zip Code) 17. REQUIRED DISTRIBUTION
a. CONTRACTOR

b. SUBCONTRACTOR ‘
c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
o. ADMINISTRATIVE CONTRACTING OFFICER

r. otHeRs asnecessary G2/Dir of Intel & Scty

. SIGNATURE

X|X| [X] [X]
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