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SUMMARY of CHANGE

AR 380-5
Department of the Army Information Security Program

This revision--

0 Adds a definition of "access" (1-300).

0 Adds adefinition of "applicable associated markings" (1-301).

0 Adds a definition of "classified meeting” (1-305.1).

0 Revises the definition of "COMSEC" (1-307).

0 Adds adefinition of "CONUS" (1-310).

0 Adds adefinition of "controlled cyptographic item (CCI)"(1-311).
0 Adds adefinition of "foreign national" (1-320.1).

0 Adds a definition of "foreign representative” 1-320.2).

0 Adds a definition of "government installation/facility"(1-321.1).

0 Adds adefinition of "need-to-know" (1-327).

0 Adds adefinition of "representatives of a foreign interest” (1-329.1).
0 Adds adefinition of "security clearance™ (1-331).

0 Adds a definition of "security representative” (1-331.1).

o Emphasizes that requests for classification authority be made only when a
demonstrable need is present (1-600c1).

o Requiresthatoriginal classification authorities be indoctrinated prior to
exercise of authority (1-600d).

o Clarifiesrecord-keepingresponsibilities for classification authoritiesin
Specified Commands (1-602a2(d)).

o0 Requires, rather than encourages, challenges to classification (2-103).

o Specificsthatonlythe Secretary of the Army can classify information which
has never been classified, but which has been disclosed (2-2049).

o Changes the requirement for reevaluation of classified material because of
compromisetoincorporatetheconceptofclassifiedinformationthathasbeen
lost (2-210).

o Requires that original classification authorities set a date or event for
declassification (2-301b).



Requires that proponents of classification guides include public release
procedures and foreign disclosure considerations in their guides (2-400b4).

Incorporates Distribution Statements of DoD Directive 5230.24 for use in
classification guides (2-405b).

Adds instructions for requesting declassification of materials in NARA
records centers (3-303 1. and 2.).

Refers to DoD Pamphlet, "A Guide to Marking Classified Documents™ (4-103c).

Clarifies requirement for identification of original classification
authorities (4-104al).

Clarifies requirement for identification of original classification
authorities when more than one official is involved(4-104a3).

Includes guidance on identifying the classification authority on documents
that contain only foreign or NATO classified information (4-104c).

Permitsuse ofthe marking "Unclassified" ondeclassified documents (4-105).

Specifies that "Unclassified" be used on interior page marking, and exempts
blank interior pages (4-200).

Allowsawhollyunclassifiedmajor Annexofaclassifieddocumenttobemarked
"Unclassified" on the first page, only (4-201).

Clarifiesthatthe stated reason for classification by compilation meets the
requirement for a written explanation in lieu of paragraph/portion marking
(4-202d).

Specifies that material produced on automated word processing equipment is
subject to portion marking (4-202g).

Includes guidance on classifying by compilation portions of a document that
are already classified (4-203).

Adds guidance for marking references and bibliographies in a classified
document (4-209).

Provides guidance for marking a set of slides as a single document (4-302b).
Provides guidance on marking video tapes; eliminates the requirement for

duplicatesetsofassociatedmarkings(atthebeginningandendofsuchfilms)
(4-302c).



Specifies interior pages of fan-folded computer printouts will be hand- or
machine-marked with their classification (4-305).

EliminatesaconflictwithDCID 1/7byspecifyingthattheabbreviatedformof
WNINTEL (andRDandFRD)willbeincludedinportionmarkings,andoninterior
pages (4-500a).

Specifiesthatthe SF700willbeusedtorecordthenamesofthosewithaccess
to security containers, etc. (5-104b3).

Raisesthe approvallevel forremoval of classified documents after-hoursto
the Secretary of the Army, or the heads of Army Staff or Major Commands;
imposes the requirement for a GSA-approved safe for storage (5-200b).

Requiresuseof SFs703,704,and 705 coversheetsforTop Secret, Secret,and
Confidential material (5-201a).

Requiresuseof SFs701and702forrecordingtheend-of-daysecuritycheckof
areas and safes (5-202).

Tightens requirements for storage of US classified material in foreign
countries (5-206).

Establishes the activity entry and exit inspection program(5-300, 5-301 and
5-302).

Introduces the "loss" concept in the treatment of compromise of classified
information (6-102a, 6-103, 6-104, 6-105¢,6-107, and 6-108).

Clarifies requirements for access to classified information(clearance and
need-to-know); introducesthe two-personrule forareas where Top Secretand
Special Access Programinformationisinuse, stored, oraccessible (7-100).

Updates coverage on judicial procedures by reference to DoD Directive
implementing the "Classified Information Procedures Act"(7-1019).

Provides new guidance on access by visitors, and minimum requirements for
classified visit requests (7-105).

Addstherequirementtoreviewclassifieddocumentdistributionlists(7-207¢
and 7-208b).

Statesthat TSCOsneednotbe appointedinactivities unlikelyto process Top
Secretinformation (7-300a).

Explicitly provides that copies of Top Secret documents be numbered (7-
300b2).

Tightens controls required for Secret material to include receipt and
dispatch records (7-301).

Addsarequirementfordesignation ofreproductionfacilities for classified
information, and requires that two persons be assigned such duties, when
possible (7-305).

Provides clarification that contractors may transport classified material
outside the US only in accordance with the ISM(8-102b).



Specifies use of "Constant Surveillance Service (CSS)" for classified
shipments (8-103d).

Providesguidance onoverseasshipments, by freightforwarder, of classified
hardware (8-104).

Providesspecialpackaginginstructionsfor Special Access ProgramMaterials
sentvia U.S. Registered Mail (8-200a).

Approves the use of a locked briefcase as an outer wrapper for handcarried
classified material (8-200f).

Requires receipting for Secret information, except when handcarried (8-
202b).

Includes the new requirement for receipt of Confidential information, as is
already required for other classified information transmitted to foreign
governments (8-202c).

Ties the storage provisions for handcarrying classified material to the
tightened overseas requirements, and states that overnight storage in a
contractor’s facility is acceptable only in the US (8-300a).

States that classified information will not be left unattended under any
circumstances while being handcarried (8-300c).

Contains an additional briefing requirement for persons who must handcarry
classified information (8-300f).

Eliminatestherequirementtoissueadependent’s D cardto personswhohave
no other ID (for use in handcarrying missions)(8-302d2 and 3).

Adds several requirements that must be met before approval of handcarrying
classified information outside the US (8-303b).

Specifiesthatpersonsisdestroyingclassifiedinformationwillhaveameans
to verify its destruction (9-100).

Specifiestheuseofcross-cutshredders,inadditiontootherapproved means
of destruction (9-101).

Revises destruction requirements to include acceptable alternatives such as
the two-personrule, or the certificate of destruction for Secret material;
adds guidance for the control of burn bags (9-102).

Clarifies the number of officials who must sign Top Secret destruction
certificates; eliminates the requirement for Secret destruction
certificates; provides guidance on burn bags (9-103).

Establishes a requirement to destroy classified material over 5 years old;
establishes the requirement for an annual "clean out" day (9-105).

Provides guidance on minimum security education requirements (10-101b).

Provides information on initial security briefings and execution of SF 189,
"Classified Information Nondisclosure Agreement” (10-102).



Includes the requirement to sign a security termination statement upon
administrative withdrawal of a security clearance(10-105a).

Provides thatareport be made to DIS of persons refusing to sign a security
termination statement (10-105b).

Simplifies the marking requirements for documents that contain foreign
restricted information (11-302b).

Clarifies portionmarkingrequirementsforforeigngovernmentinformationin

US documents; provides guidance for marking US documents containing only
foreign restricted information;provides guidance for completion of the
"classified by" line(11-304).

Includes new marking requirements for foreign government restricted
information; excludes NATO restricted material from storage as FOUO (11-
401b).

Requires annual inspections and audits of SAPs by security, contract, and
audit activities (12-102a).

Introduces the requirement for polygraph exams for central office personnel
with access to multiple SAPs (12-103b).

Includes a requirement for reporting results of inspections and audits of
SAPs (12-105b).

Requires that security inspections of SAPS at contractor facilities be
conducted by professional security personnel(12-108d2).

Specifies that the DoD IG will conduct oversight of SAPs(12-109b).

Includes a requirement for conduct of unannounced security inspections (13-
303).

Specifies that an annual sampling of classified documents will be part of
local securitymanagers’ duties; thatadequatetrainingis provided security
managers; that security managers have access to the activity head (13-304).

Establishesthe Defense Information Security Committee(DISC) and membership
to assist in formulation of DoD policy and procedures (13-500 and 13-501).

Requires that commanders and supervisors employ all means necessary against
employees who violate security rules (14-102).

Identifies the current OSD recipients of security violation reports (14-
104a).

Adds the requirement to report employees who are responsible for repeated,
serious security violations and provides for readjudication of their
clearances (14-104d).
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Chapter 1
General Provisions

Section 1
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j- E.O. 12333, “United States Intelligence Activities,” December
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k. DoD Directive 5400.7, “DoD Freedom of Information Act
Program,” March 24, 1980AR 340-17 (Release of Information
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0o. DoD Directive 5230.11, “Disclosure of Classified Military
Information to Foreign Governments and International Organiza-

ies of the Military Departments—Inventions and Patents,” October tions,” December 31, 1984

16, 1980.AR 27-60 (Patents, Inventions, and Copyrights)

pp. Title 50, United States Code, Section 403, “National Security

g. DoD Directive 5200.30, “Guidelines for Systematic Review of Act”

20-Year-Old Classified Information in Permanently Valuable DoD
Records,” September 9, 1981

r. Title 31, United States Code, Section 483a (Title 5, Independ-

ent Offices Appropriation Act)

s. DoD Instruction 7230.7 “User Charges,” June 12, 19YR-
37-30 User Charges)

t. DoD Directive 7920.1, “Life-Cycle Management of Automated
Information Systems (AIS),” October 17, 1978

u. DoD Instruction 5230.22, “Control of Dissemination of Intelli-
gence Information,” April 1, 1982AR 381-1(Control of Dissemi-
nation of Intelligene Information); AR 105-31(Record
Communications)

v. National COMSEC Instruction 4005, “Safeguarding and Con-
trol of COMSEC Material,” October 12, 1978R 380-40((C) Pol-
icy for Safeguardimg and Controlling COMSEC
Information(U)); TB 380-41 (Procedures for Safeguarding, Ac-
counting, and Supply Control of COMSEC Material)

w. National Communications Security Committee (NCSC) Policy
Directive 6, January 16, 1981

x. DoD Directive C-5200.5, “Communications Security (COM-
SEC) (U),” October 6, 1981

gg. DoD Directive 4540.1, “Use of Air-space for United States
Military Aircraft and Firings Over the High Seas,”January 31, 1981

rr. DoD Directive 5210.41, “Security Criteria and Standards for
Protecting Nuclear Weapons,” September 12,1978

ss. DoD Instruction 1000.13, “Identification Cards for Members
of the Uniformed Services, Their Dependents, and Other Eligible
Personnel,” July 16, 1979

tt. Public Law 76-443, “Espionage Act,” March 28, 1940

uu. Title 10, United States Code, Section 801 et seq.“Uniform
Code of Military Justice”

vv. Allied Communications Publication (ACP) # 110

ww. DoD Directive 5230.24, “Distribution Statements on Techni-
cal Documents,” November 20, 1984

xx. DoD 5200.1-PH;l “Classifigl Informatim Nondisclosure

Agreement (SF 189),” July 198®BA Circular 380-85-1 (Depart-

ment of the Army Implementing Instructions for the Classified
Information Nondisclosure Agreement, SF 189)

yy. DoD 5200.1-PH, “A Guide to Marking Classified Documehts,
November 1982

zz. DoD Directive C-5230.23, “Intelligence Disclosure Policy,”
November 18, 1983

1 Published on an annual basis.
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aaa. DoD Instruction 5230.20, “Control of Foreign Representa-
tives,” June 25, 1984

bbb. DoD TS-5105.21-M-2, “SCI Security Manual—Communi-
cations Intelligence Policy,” July 1985

ccc. DoD C-5105.21-M-I, “SCI Security Manual—Administrative
Security,” January 1985AR 380-35 (SCI Security Manual-Ad-
ministrative Security); TB 380-35 ((C) Security, Use, and Dis-
semination of Sensitive Compartmented Information (SCI) (U))

ddd. DoD TS-5105.21-M-3, “SCI Security Manual—TK Policy,”
November 1985

eee. National COMSEC Instruction 4003, “Classification Guide-
lines for COMSEC Information,” December 1, 1978

fff. National COMSEC Instruction 4006, “Reporting COMSEC
Insecurities,” October 20, 1983

0gg. National Telecommunications and Information Systems Se-
curity Instruction 4001, “Controlled Cryptographic Items,” March
25, 1985

hhh. National COMSEC Instruction 4008, “Safeguarding COM-
SEC Facilities,” March 4, 1983

iii. DoD Directive 5405.2, “Release of Official Information in
Litigation and Testimony by DoD Personnel as Witnesses,” July 23,
1985

jil- AR 1-210 (Participation in Activities of Private
Associations)

kkk. AR 25-400-2 (The Modern Army Recordkeeping System
(MARKS))

. AR 310-10 (Military Orders)

mmm. AR 340-2 (Maintenance and Disposition of Records in
TOE Units of the Active Army, the Army Reserve, and the
National Guard)

nnn. AR 340-25 (Mailing Procedures for Certain U.S. Army
Activities and U.S. Citizens Overseas)

000. AR 381-20 (U.S. Army Counterintelligence (ClI)
Activities)

ppp. AR 525-10 ((C) Department of the Army Command and
Control Reporting System (Short Title: DAXREP))

ggq- AR 530-1 (Operations Security (OPSEC))

rrr. AR 530-4 ((S) Control of Compromising Emanations (U))

sss.FM 19-30 (Physical Security)

ttt. DoD Directive 5230.9 (Clearance of DoD Information for
Public Release) AR 360-5 (Public Information)

uuu. AR 380-10 (Information Disclosure, Visits and Accredit-
ation of Foreign Nationals)

vvv. AR 15-6 (Procedures for Investigating Officers and
Boards of Officers)

www. AR 310-1 (Publications, Blank Forms, and Printing
Management)

xxx. AR 638-1 (Disposition of Personal Effects of Deceased
and Missing Persons)

yyy. AR 530-2 (Communications Security)

zzz. AR 335-15 (Management Information Control System)

aaaa. AR 380-381 ((C) Special Access Programs (U)); DA
Pamphlet 380-381 (Security for Special Access Programs)

bbbbb.DoD Directive 5205.7 (Special Access Programs
(SAPs)), June 5, 1987.

Section 2
Purpose and Applicability

1-200. Purpose
Information of the Department of Defense relating to national secu-

assigns responsibilities for the effective implementation and ap-
plication of DoD Information Security Program policies at all
levels of DA.

1-201. Applicability

This Regulation governs the DoD Information Security Program and
takes precedence over all DoD Component regulations that imple-
ment that Program. Under references (a), (b), and (c) it establishes,
for the Department of Defense, uniform policies, standards, criteria,
and procedures for the security classification, downgrading, declas-
sification, and safeguarding of information that is owned by, pro-
duced for or by, or under the control of the Department of Defense
or its ComponentsThis regulation applies to all military and
civiian members of the Active Army, Army National Guard
(ARNG), and US Army Reserve (USAR). Any violation of its
requirements may subject Service members to disciplinary ac-
tion under article 92, Uniform Code of Military Janice (UCMJ)
civilian personnel may be subject to adverse action under Civil-

ian Personnel Regulations (CPRs).

1-202. Nongovernment operations

Except as otherwise provided herein, the provisions of this Regula-
tion that are relevant to operations of nongovernment personnel
entrusted with classified information shall be made applicable
thereto by contracts or other legally binding instruments. (See DoD
Directive 5220.22, DoD 5220.22-R, and DoD 5220.22-M, references
(d). (e) and (f).)

1-203. Combat op rations

The provisions of this Regulation relating to accountability, dissemi-
nation, transmission, or safeguarding of classified information may
be modified by military commanders but only to the extent neces-
sary to meet local conditions in connection with combat or combat-
related operations. Classified information should be introduced into
forward combat areas or zones or areas of potential hostile activity
only when essential to accomplish the military mission. Military
commanders should consider modification of this regulation if their
tactical force are deployed against a potential enemy force with the
expectation that hostilities are imminent. (See also paragraph 5-
203.)

1-204. Atomic energy material

Nothing in this Regulation supersedes any requirement related to
“Restricted Data” in the Atomic Energy Act of August 30, 1954, as

amended (reference (g)), or the regulations of the Department of
Energy under that Act. “Restricted Data” and material designated as
“Formerly Restricted Data,” shall be handled, protected, classified,
downgraded, and declassified to conform with reference (g) and the
regulations issued pursuant thereto.

1-205. Sensitive compartmented and communications
security information

a. Sensitive Compartmented Information (SCI) and Communica-
tions Security (COM-SEC) Information shall be handled and con-
trolled in accordance with applicable national directives and DoD
Directives and Instructions. Other classified information, while in
established SCI or COMSEC areas, may be handled in the same
manner as SCI or COMSEC information. Classification principles
and procedures, markings, downgrading, and declassification actions
prescribed in this Regulation apply to SCI and COMSEC infor-
mation.(See also paragraph 13-200 c.)

b. Pursuant to DoD Directive 5200.1 (reference (a)), the Director,
National Security Agency/Chief, Central Security Service may pre-

rity shall be protected against unauthorized disclosure as long ascribe special rule and procedures for the handling, reporting of loss,

required by national security considerations. This Regulation es-

storage, and access to classified communications security devices,

tablishes a system for classification, downgrading, and declassifica-equipments, and materials in mobile, hand-held or transportable
tion of information; sets forth policies and procedures to safeguardsystems, or that are used in conjunction with commercial telephone

such information; and provides for oversight and administrative
sanctions for violationsThis regulation gives instructions and

systems, or in similar circumstances where operational demands
preclude the application of standard safeguards. These special rules
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may include procedures for safeguarding such devices and materialsl-308. Compromise

and penalties for the negligent loss of government property. The disclosure of classified information to persons not authorized
access thereto.

1-206. Automatic data processing systems

This Regulation applies to protection of classified information proc- 1-309. Confidential source

essed, stored or used in, or communicated, displayed or dissemiAny individual or organization that has provided, or that may rea-

nated by an automatic data processing (ADP) system. Additionalsonably be expected to provide, information to the United States on

security policy, responsibilities, and requirements applicable specifi- matters pertaining to the national security with the expectation,

cally to ADP systems are contained in DoD Directive 5200.28 and expressed or implied, that the information or relationship, or both,

DoD 5200.28-M, references (h) and (i). be held in confidence.
Section 3 1-310. Continental United States (CONUS)
Definitions United States territory, including adjacent territorial waters, located

within the North American continent between Canada and Mexico.
1-300. Access )
The ability and opportunity to obtain knowledge of classifie#311. Controlled Cryptographic Item (CCI)

information. A secure telecommunications or information handling equipment
ancillary device, or associated cryptographic component, which is

1-301. Applicable doubted markings unclassified but controlled. (Note: Equipment's and components so

The markings, other than classification markings, and warning no-designated bear the designator “Controlled Cryptographic Item” or

tices listed or referred to in subsection 4-103. “CCL.")

1-302. Carve-out 1-312. Critical Nuclear Weapon Design Information

A classified contract issued in connection with an approved SpeciaIThat Top Secret Restricted Data or Secret Restricted Data revealing

Access Program in which the Defense Investigative Service hastn€ theory of operation or design of the components of a thermo-
nuclear or implosion-type fission bomb, warhead, demolition muni-

been relieved of inspection responsibility in whole or in part under . - . T i .

the Defense Industrial Security Program. tion or test device. Specifically excluded is information concerning
arming, fuzing, and firing systems; limited life components; and

1-303. Classification authority total contained quantities of fissionable, fusionable, and high explo-

The authority vested in an official of the Department of Defense to S'V€ matk(]e_nﬁls by type. Amolng these excluded items are the corlnpo-

make an initial determination that information requires protection N€Nts which DoD personnel set, maintain, operate, test, or replace.

in nauthoriz isclosure in the inter f national rity. .
against unauthorized disclosure in the interest of national security 1-313. Custodian
An individual who has possession of or is otherwise charged with

the responsibility for safeguarding or accounting for classified
information.

1-304. Classification guide

A document issued by an authorized original classifier that pre-
scribes the level of classification and appropriate declassification
instructions for specified information to be classified derivatively. 1
For purposes of this Regulation, this term does not include DD
Form 254, “Contract Security Classification Specification.”

—314. Declassification

The determination that classified information no longer requires, in
the interest of national security, any degree of protection against
unauthorized disclosure, together with a removal or cancellation of

1-305. Classified Information the classification designation.

Information or material that is (a) owned by, produced for or by, or

under the control of the U.S. Government; and (b) determined under;_315 peclassification event

E.O. 12356 (reference (b)) or prior orders and this Regulation 10 on eyent that eliminates the need for continued classification of
require protection against unauthorized disclosure; and (c) iffrmation. “Upon Notification of Originator (OADR)” is not a
designated. declassification event.

1-305.1. Classified meeting - ) 1-316. Derivative classification
A conference, seminar, symposium, exhibit, convention, or other A determination that information is in substance the same as infor-

gathering that is conducted by a DoD Component, or by a  mation currently classified, and the application of the classification
cleared DoD contractor, an association, institute, or society with  markings.

DoD approved and sponsorship, during which classified infor-

mation is disclosed. 1-317. Document
B Any recorded information regardless of its physical form or charac-
1-306. Classifier teristics, including, without limitation, written or printed matter, data

An individual who makes a classification determination and applies processing cards and tapes, maps, charts, paintings, drawings, en-
a security classification to information or material. A classifier may gravings, sketches, working notes and papers, or reproductions by
be an original classification authority or a person who derivatively any means or process, and sound, voice, magnetic or electronic
assigns a security classification based on a properly classified sourcgecordings in any form.
or a classification guide.
1-318. DoD component
1-307. Communications security (COMSEC) The Office of the Secretary of Defense (OSD), the Military Depart-
The protection resulting from all measures designed to deny un-ments, the Organization of the Joint Chiefs of Staff (OJCS), the
authorized persons information of value which might be derived Unified and Specified Commands, and the Defense Agencies.
from the possession and study of telecommunications and to ensure
the authenticity of such communications. COMSEC includes cryp- 1-319. Downgrade
tosecurity, emission security, transmission security, and physicalA determination that classified information requires, in the interest
security of COMSEC material and information. of national security, a lower degree of protection against un-
authorized disclosure than currently provided, together with a
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changing of the classification designation to reflect such lower de-1-329. Regrade

gree of protection. A determination that classified information requires a different de-
gree of protection against unauthorized disclosure than currently
1-320. Foreign government Information provided, together with a change of classification designation that

Information that is (a) provided to the United States by a foreign reflects such different degree of protection.

government or governments, an international organization of gov-

ernments, or any element thereof with the expectation, expressed ot—329.1. Representatives of a foreign Interest

implied, that the information, the source of the information, or both, Citizens or nationals of the United States or immigrant aliens
are to be held in confidence; or (b) produced by the United Stateswho, in their individual capacities or on behalf of a corporation
pursuant to or as result of a joint arrangement with a foreign gov- (Whether as corporate officers or officials, or as corporate em-
ernment or governments or an international organization of govern-ployees who are personally involved with the foreign interest),
ments, or any element thereof, requiring that the information, theare acting as representatives, officials, agents, or employees of a

arrangement, or both, are to be held in confidence. foreign government, firm, corporation, international organiza-

tion (such as the North Atlantic Treaty Organization), or per-
1-320.1. Foreign national son. However, a U.S. citizen or national who has been appointed
A person who is not a citizen or national of, or immigrant alien by his or her U.S. employer to be its representative in the
to, the United States. management of a foreign subsidiary (that is, a foreign firm in

which the U.S. firm has ownership of at least 51 percent of the
1-320.2. Foreign representative voting stock) will not be considered a representative of a foreign
Either a foreign national or a representative of a foreign interest interest solely because of this employment, provided the appoin-
(RFI). (See item 1-329.1 below.) ting employer is his or her principal employer and is a firm that

possesses or is in the process of obtaining a facility security
1-321. Formerly Restricted Data clearance.

Information removed from the Restricted Data category upon a joint )
determination by the Department of Energy (or antecedent agencies}—330. Restricted Data o _
and the Department of Defense that such information relates primaAll data concerning (a) design, manufacture or utilization of atomic
rily to the military utilization of atomic weapons and that such Weapons; (b) the production of special nuclear material; or (c) the
information can be safeguarded adequately as classified defens&S€ Of special nuclear material in the production of energy, but shall
information is treated in the same manner as Restricted Data. Catégory under Section 142 of reference (g). (See also Section lly,
Atomic Energy Act of 1954, as amended, and“Formerly Restricted
1-321.1. Government installation/facility Data,” subsection 1-318.)
A U.S. military or civilian facility in a fixed location. This in-
cludes the facility’s buildings, building equipment, and subsidi-
ary facilities such as access and perimeter fencing.
commercial facility, when wholly or partially leased, is consid-
ered to be a Government facility, when under U.S. Government
control.

1-331. Security clearance
A A determination that a person is eligible under the standards of DoD
5200.2-R (reference (11)) for access to classified information.

1-331.1. Security representative
An official of the sponsoring Army activity responsible for su-

1-322. Information pervising all security aspects of a classified meeting.

Knowledge that can be communicated by any means. 1-332. Sensitive compartmented information

Information and material that requires special controls for restricted
handling within compartmented intelligence systems and for which
compartmentation is established.

1-323. Information security

The result of any system of policies and procedures for identifying,
controlling, and protecting from unauthorized disclosure, informa-
tion whose protection is authorized by executive order or statute.j_333 Special Access Program

Any program imposing need-to-know or access controls beyond

1-324. Intelligence activity ) _ . those normally required for access to Confidential, Secret, or Top
An activity that an agency within the Intelligence Community is gecret information. Such a program includes, but is not limited to,
authorized to conduct under E.O. 12333 (reference (j)). special clearance, adjudication, or investigative requirements; spe-

cial designation of officials authorized to determine need-to-know;

1-325. Material or special lists of persons determined to have a need-to-know.

Any product or substance on, or in which, information is embodied.

) ] 1-334. Special activity

1-326. National security . _ _ An activity, or functions in support of such activity, conducted in

The national defense and foreign relations of the United States. support of national foreign policy objectives abroad that is planned
and executed so that the role of the U.S. Government is neither

1-327. Need-to-know o , apparent nor acknowledged publicly; but that is not intended to

A determination made by a possessor of classified information that gnfluence U.S. political processes, public opinion, policies, or media,

prospective recipient, in the interest of national security, has a re-agnd does not include diplomatic activities or the collection and

quirement for access to, or knowledge, or possession of the C|aSSiproduction of intelligence or related support functions.

fied information in order to accomplish lawful and authorized

Government purposes. 1-335. Unauthorized disclosure
A communication or physical transfer of classified information to an
1-328. Original classification unauthorized recipient.

An initial determination that information requires, in the interest of

national security, protection against unauthorized disclosure, #6336. United States and its territories, possessions,

gether with a classification designation signifying the level of pro- administrative, and commonwealth areas

tection required. The 50 States; the District of Columbia; the Commonwealth of
Puerto Rico; the Territories of Guam, American Samoa, and the
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Virgin Islands; the Trust Territory of the Pacific IslantsS. oper- or“Agency” shall be used in conjunction with the authorized classi-
ations in Panama; and the Possessions, Midway and Wakefication designations to identify classified information.
Islands.

1-501. Top Secret
1-337. Upgrade “Top Secret” shall be applied only to information or material the
A determination that certain classified in formation requires, in the Unauthorized disclosure of which reasonably could be expected to
interest of national security, a higher degree of protection againstc@use exceptionally grave damage to the national security. Examples
unauthorized disclosure than currently provided, together with 4 0f exceptionally grave damage include armed hostilities against the

changing of the classification designation to reflect such higher United States or its allies; disruption of foreign relations vitally
affecting the national security; the compromise of vital national

degree. . s . )
g defense plans or complex cryptologic and communications intelli-

Section 4 gence systems; the revelation of sensitive intelligence operations;

Policies and the disclosure of scientific or technological developments vital

to national security.

1-400. Classification

a. Basic policy Except as provided in the Atomic Energy Act of 1-502. Secret

“Secret” shall be applied only to information or material the un-
.1954' as amended (referenc_e (9))' E.O. 12356 (reference (b)),_a uthorized disclosure of which reasonably could be expected to
implemented by the 1ISOO Directive No. 1 (reference (c)), and this c5,5e serious damage to the national security. Examples of serious
Regulation, provides the only basis for classifying information. It iS 4amage include disruption of foreign relations significantly affecting
the policy of the Department of Defense to make available to thehe national security; significant impairment of a program or policy
public as much information concerning its activities as possible gjrectly related to the national security; revelation of significant
consistent with the need to protect the national security. According-military plans or intelligence operations; compromise of significant
ly, security classification shall be applied only to protect the na- pijjitary plans or intelligence operations; and compromise of signifi-

tional security. o _ cant scientific or technological developments relating to national
b. Resolution of DoubtdUnnecessary classification and higher security.

than necessary classification should be avoided. If there is reasona-

ble doubt about the need to classify information, it shall He503. Confidential

safeguarded as if it were classified “Confidential” pending a deter- “Confidential” shall be applied only to information or material the

mination by an original classification authority, who shall make this unauthorized disclosure of which reasonably could be expected to

determination within 30 days. If there is reasonable doubt about thecause damage to the national security. Examples of damage include

appropriate level of classification, it shall be safeguarded at thethe compromise of information that indicates strength of ground, air,

higher level of classification pending a determination by an original &and naval forces in the United States and overseas areas; disclosure

classification authority, who shall make this determination within 30 Of technical information used for training, maintenance, and inspec-

days. Upon a classification determination, markings shall be app”edﬂon of classified munitions of war; revelation of performance char-

in accordance with Chapter IV. acteristics, test data, design, and production data on munitions of
c. Duration.Information shall be classified as long as required by War.

national security considerations. Each decision to classify requires

simultaneous determination of the duration such classification mus

remain in force or that the duration of classification cannot be

determined.

a. .
{Section 6
Authority to Classify, Downgrade, and Declassify

1-600. Original classification authority
a. Control. Authority for original classification of information as
gop Secret, Secret, or Confidential may be exercised only by the
ecretary of Defense, the Secretaries of the Military Departments,
and by officials to whom such authority is specifically delegated in
accordance with and subject to the restrictions of this Section of the
Regulation. In the absence of an original classification authority, the

1-402. Safeguarding _ _ person designated to act in his or her absence may exercise the
Information classified under this Regulation shall be afforded the ¢|assifiers authority.

level of protection against unauthorized disclosure commensurate |, Delegation of classification authoritriginal classification
with the level of classification assigned under the varying conditions authority shall not be delegated to persons who only reproduce,
that may arise in cor]ngction with its use, dissemination., storage.extract, or summarize classified information, or who only apply
movement or transmission, and destrucResponsible officials classification markings derived from source material or as directed
will_ensure that classified information is adequately protected  py 5 classification guide. Delegations of original classification au-
from compromise. Officials must continually aware of possible  thority shall be limited to the minimum number required for effi-
threats from all-source intelligence efforts of potential adversar-  cient administration and to those officials whose duties involve the

ies. Assistance is available from the U. S. Army Intelligence and  origination and evaluation of information warranting classification at
Security Command (INSCOM) under the Operations Security the level stated in the delegation.

1-401. Classification

Decisions concerning declassification shall be based on the loss o
the information’s sensitivity with the passage of time or upon the
occurrence of a declassification event.

(OPSEC) Program (See AR 530-1.) (1) Top SecretOnly the Secretary of Defense, the Secretaries of
the Military Departments, and the senior official designated by each
Section 5 under Section 5.3(a) of E.O. 12356 (reference (b)), provided that
Security Classification Designations official has original Top Secret classification authority, may dele-
gate original Top Secret classification authority. Such delegation
1-500. General may only be made to officials who are determined to have a demon-

Information or material that requires protection against unauthorizedstrable and continuing need to exercise such authdBtiginal
disclosure in the interest of national security shall be classified in Top Secret classification authority is an inherent responsibility
one of three designations, namely: “Top Secret,™Secret,” or “Con- of the Secretary of the Army, the Under Secretary of the Army,
fidential.” The markings “For Official Use Only,” and“Limited Offi- the Chief of Staff, the Vice Chief of Staff, and the Director of
cial Use” shall not be used to identify classified informatiothe Army Staff. The Deputy Chief of Staff for Intelligence
Moreover, no other term such as “Sensitive,” “conference(DCSINT), as the senior designated official under Section 5.3(a)
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of E.O. 12356 within Army, will approve all delegations of origi- “serious damage”; or Confidential when its disclosure could be
nal Top Secret classification authority. expected to cause “damage” to the national security.

(2) Secret and ConfidentiaDnly the Secretary of Defense, the (d) Original classification authorities will set a specific date or
Secretaries of the Military Departments, the senior official desig- event on which automatic declassification of the information will
nated by each under Section 5.3(a) of reference (b), and officialsoccur. Information may be classified indefinitely only when a
with original Top Secret classification authority, may delegate origi- specific date or event cannot be determined. In such cases, the
nal Secret and Confidential classification authority to officiatetation “Originating Agency’s Determination Required
whom they determine respectively to have a demonstrable and con(OADR)” will be applied.

tinuing need to exercise such authoriDelegation of original SE- (e) Once an original classification authority makes a classifi-
CRET and CONFIDENTIAL classification authority must be cation decision, he/she is responsible for conveying that decision
approved by the DCSINT. to others who have a need for the classified information.In addi-

(3) Each delegation of original classification authority shall be in tion, security classification guidance must be applied to industry
writing and shall specify the title of the position held by thehen classified contracting is involved.
recipient. () Classification cannot be used to conceal violations of law,
c. Requests for classification authority inefficiency, or administrative error, to prevent embarrassment,
(1) A request for the delegation of original classification author- nor to restrain competition.
ity shall be made only when there is a demonstrable and continuing (2) Upon receipt of DCSINT approval for exercise of classifi-
need to exercise such authority and the following conditions exist: cation authority, security managers (or other knowledgeable in-
(a) The normal course of operations or missions of the organiza-dividuals), will personally brief the original classification
tion results in the origination of information warrantinguthority prior to exercise of such authority. The briefing
classification; should expand upon the information above, as time allows. The
(b) There is a substantial degree of local autonomy in operationshame of the original classification authority trained, and the
or missions as distinguished from dependence upon a higher level oflate the briefing was conducted, will be recorded directly on the
command or supervision for relatively detailed guidance; activity classi_fiqation authority list and will serve as the official
(c) There is adequate knowledge by the originating level to make record of training.
sound classification determinations as distinguished from having to
seek such knowledge from a higher level of command or supervi-
sion; and
(d) There is a valid reason why already designated classification
authorities in the originator’s chain of command or supervision have markings in accordance with guidance from an original classifica-

not |s'sued or cannot issue classification guidance to meet the origizi o authority. Persons who apply derivative classifications should
nator's normal needs.

(2) Each request for a delegation of original classification author- take care to determine whether their paraphrasing, restating, or sum-
ity shall q 9 9 marizing of classified information has removed all or part of the

(a) Identify the title of the position held by the nominee and the basis for classification. Persons who apply such derivative classifi-

] o cation markings shall:
nortr)unges c_)rgandlzathn,_ f the ci . ih1 & Respect original classification decisions;
ab(o )e ?E;?'r.] at' est(l:qrelzptzlj%rlleoai'oi Cgfcumcséagciﬁbffr?sg;gm with L., _Verify the informatio_n’s current Ieyel of classification as far as
v B b’”? If)::i h h 9 Ibl' h ju h ul Iy‘h S Practlcable before applying the markings; and
De(fce)nsg stl;emét;irettarr?/ugf ﬁse}aMillsita?y <I:Deapna?r(tan$etnot tcgncgfr:g:jar)t/hc()e ¢. Carry forward to any ng_vvly_ created docume_n_ts the assig_n ed
senior official designated by each under Section 5.3(a) of E.0.12356dates or events for declassification and any additional authorized

1-601. Derivative classification responsibility

Derivative application of classification markings is a responsibility
of those who incorporate, paraphrase, restate, or generate in new
form, information that is already classified, or those who apply

(reference (b)), or the appropriate Top Secret classification authori-mark'ngs'
ty. (See subsection 1-60Bequests will be sent through com- 1602, Record and report requirements
mand channels to HQDA (DAMI-CIS) WASH DC 20310-1051, a. Records of designations of original classification authority

as soon as the need for a new original classification authority  shall be maintained as followsIQDA (DAMI-CIS) will maintain
becomes known.This office will notify requesters of the final all required listings for Army):
DCSINT decision in each case. (1) Top Secret authorities current listing by title and organiza-

d. Training requirements for original classification authorities. tion of officials designated to exercise original Top Secret classifica-
Heads of DoD Components shall establish procedures to ensure thafon authority shall be maintained by:
all original classification authorities in their Component, to include (a) The Office of the Deputy Under Secretary of Defense (Poli-
themselves, are indoctrinated in the fundamentals of security classicy) (ODUSD(P)) for the Office of the Secretary of Defense; the
fication, limitations on their authority to classify information, and Organization of the Joint Chiefs of Staff, the headquarters of each
their responsibilities as such. This indoctrination shall be a prerequi-Unified Command and the headquarters of subordinate Joint Com-
site to the exercise of such authority and shall be a matter of recordnands; and the Defense Agencies.
that is subject to audit. Heads of DoD Components shall ensure this (b) The Offices of the Secretaries of the Military Departments for
indoctrination is given to all present original classification authori- the officials of their respective departments, including Specified
ties within 12 months of the effective date of this Regulation. Commands but excluding officials from their respective departments

(1) Army security managers will develop an original classifi- who are serving in headquarters elements of Unified Commands and
cation authority indoctrination program for their activity which headquarters of Joint Commands subordinate thereto.
will encompass the following minimum points: (2) Secret and Confidential authoritied. current listing by title

(a) E.O. 12356 provides the only basis for classifying informa-  and organization of officials designated to exercise original Secret
tion as Top Secret, Secret, or Confidential. and Confidential classification authority shall be maintained by:

(b) The decision to classify information may only be made by (@) The ODUSD(P) for the Office of the Secretary of Defense.
an approved original classification authority when he/she deter- (b) The offices of the Secretaries of the Military Departments for
mines the unauthorized disclosure of the information could be the officials of their respective departments, including Specified
expected to cause damage to the national security. Commands but excluding officials from their respective departments

(c) Original classification authorities will apply a marking of who are serving in headquarters elements of Unified Commands and
Top Secret material when its unauthorized disclosure could be  headquarters elements of Joint Commands subordinate thereto.
expected to cause “exceptionally grave damage” to the national (c) The Director, Joint Staff, for the OJCS.

security; Secret when its disclosure could he expected to cause (d) The Commanders-in-Chief of the Unified Commands, for
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their respective headquarters and the headquarters of subordinate (a) Ensure that noncurrent document originated by or trans-

Joint Commands. ferred to DA and held in records depositories of the National
(e) The Directors of the Defense Agencies, for their respective Archives and Records Service (NARA), DA records centers or
agencies. holding areas, and other agencies and institutions are down-

(3) If the listing of titles of positions and organizations prescribed graded and declassified as required.
in subparagraphs 1. and 2., above, discloses intelligence or other (b) Jointly with the heads of other HQDA agencies ensure
information that either qualifies for security classification protection that mandatory reviews of classified material are made (see
or otherwise qualifies to be withheld from public release under section 3, chapter Ill), and that systematic reviews are con-
statute, some other means may be recommended by the DoD Conducted in those subject areas where there is a likelihood of
ponent by which original classification authorities can be readily declassification and public or historical interest has
identified. Such recommendations shall be submitted to ODUSD(P)demonstrated.
for approval.Recommendations will be submitted through com- (c) Convene working groups to review requests for release of
mand channels to HQDA (DAMI-CIS) WASH DC 20310-1051. information as necessary. Members of the working groups will
(4) The listings prescribed in subparagraphs 1. and 2., abovebe representatives of HQDA agencies with assets in the specific
shall be reviewed at least annually by the senior official designatedsubjects of the requests.
in or pursuant to paragraph 13-200a, or subsections 13-301 or 13- (4) The Commanding General, INSCOM, has HQDA respon-
302 or designee to ensure that officials so listed have demonstratedibility for Army cryptologic matters.
a continuing need to exercise original classification authority.
Changes to designations of classification authorities (such as
deletions or changes in position/organization titles) will be
reported through command channels to HQDA (DAMI-CIS) Chapter Il
WASH DC 20310-1051 as they occur. Classification
b. The DoD Components that maintain listings of designated
original classification authorities shall, upon request, submit copies Section 1
of such listings to ODUSD(P). Classification Responsibilities

1-603. Declassification and down-grading authority 2-100. Accountability of classifiers

a. Authority to declassify and downgrade information classified  a. Classifiers are accountable for the propriety of the classifica-
under provisions of this Regulation shall be exercised as follows: tions they assign, whether by exercise of original classification au-

(1) By the Secretary of Defense and the Secretaries of the Mili-thority or by derivative classification.
tary Departments, with respect to all information over which their ~ b. An official who classifies a document or other material and is
respective Departments exercise final classification jurisdiction; identified thereon as the classifier is and continues to be an account-

(2) By the official who authorized the original classification, if @able classifier even though the document or material is approved or
that official is still serving in the same position, by a successor, or signed at a higher level in the same organization. (See subsection 4-
by a supervisory official of either; and 104.

(3) By other officials designated for the purpose in accordance
with subparagraph b., below.

b. The Secretary of Defense, the Secretaries of the Military De- . . Y
partments, the Chairman of the Joint Chiefs of Staff, the Directors rial already mar.ked to (eflect a.partlcula.r level of plassmcatlon, he.
of the Defense Agencies, or their senior officials designated under®" She shall review the information contained therein to determine if
subsection 13-301 or 13-3Qzhe DCSINT) may designate addi- the cIaSS|f|cat|0n .ma.rklngs are appropriate. If, in his or her judg-
tional officials at the lowest practicable echelons of command and ment, the clqssmcanon markings are not supportable, he or she
supervision to exercise declassification and downgrading authoritySha”’ at that time, cause such markings to .be removed or changgd as
over classified information in their functional areas of intergst. appropriate to reflect accurately the classification of the information
cords of officials so designated shall be maintained in the same involved.

manner as prescribed in paragraph 1-602 a.l. for records of b. A high_er level official_through or to whom a docu”?e.”t or
designations of original classification authority. Records of other _materl_al passes for signature or _approval become.s JO.'ntly re-
declassification authorities will be maintained by HQDA sponsible with the accountable classifier for the classification as-

(DAMI-CIS) WASH DC 20310-1051 signed. Such official has discretion to decide whether a subordinate
c. Declassification actions must aiways consider the current who has classification authority shall be identified as the accounta-

needs of national security and must conform to current Army ble classifier when he or she has exercised that authority.
and DoD policy.

2-101. Classification approval
a. When an official signs or approves a document or other mate-

2-102. Classification planning

(1) Heads of HQDA agencies will do the following: , a. Advance classification planning is an essential part of the
(a) Determine the classification of information related to their development of any plan, operation, program, research and develop-
staff functions. ment project, or procurement action that involves classified informa-

(b) Assist the Chief of Military History, HQDA (DAMH-  {jon. Classification must be considered from the outset to assure
HSR), WASH, DC 20310-0200, in downgrading or declassifying  adequate protection for the information and for the activity itself,

material in records repositories, as required. . and to eliminate impediments to the execution or implementation of
_ (c) Review noncurrent information for possible declassifica- the plan, operations order, program, project or procurement action.
tion when it is withdrawn from storage for reference or when it b. The official charged with developing any plan, program or
becomes of interact to the public. project in which classification is a factor, shall include under an

(2) Heads of HQDA agencies and commanders of major jgentifiable title or heading, classification guidance covering the

Army commands(MACOMs) may designate officials at the jnformation involved. The guidance shall conform to the require-
lowest practicable level to downgrade or declassify information ments contained in section 4 of this chapter.

in their functional areas. To the maximum extent possible,
trained and experienced military historians should be designated 2-103. Challenges to classification

to perform this function. Designations will be reported through If holders of classified information have substantial reason to be-
command channels to HQDA(DAMI-CIS) WASH DC 20310- lieve that the information is classified improperly or unnecessarily,
1051. they shall communicate that belief to their security manager (sub-

(3) The Chief of Military History will do the following section 13-304) or the classifier of the information to bring about
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any necessary correctiobirect correspondence with the origina- g. U.S. Government programs for safe-guarding nuclear materials

tor of the information is encouraged. Conflicts will be referred or facilities;
to HQDA (DAMI-CIS) WASH DC 20310-1051, for coordination h. Cryptology;
with appropriate headquarters elements and final decision. i. A confidently source; or

a. Each DoD Component shall establish procedures wherebyj. Other categories of information that are related to national
holders of classified information may challenge the decision of the security and that require protection against unauthorized disclosure
classifier. as determined by the Secretary of Defense or Secretaries of the

b. Challenges to classification made under this subsection shallMilitary Departments. Recommendations concerning the need to
include sufficient description of the information being challenged to designate additional categories of information that may be consid-
permit identification of the information and its classifier with rea- ered for classification shall be forwarded through channels to the
sonable effort. Challenges to classification shall also include theappropriate Secretary for determination. Each such determination
reason or reasons why the challenger believes that the information ishall be reported promptly to the Director of Security Plans and
classified improperly or unnecessaripA Form 1575 (Request Programs, ODUSD(P), for promulgation in an Appendix to this
for/or Notification of Regrading Action) may be used to make a  Regulation and reporting to the Director, ISOO.
formal challenge. The rationale supporting the challenge will be .
entered in the“Remarks” section of the form. 2-203. Presumption of damage . .

c. Challenges received under this subsection shall be acted uporpnaythonzed disclosure of foreign government information(see sub-
within 30 days of receipt. The challenger shall be notified of any section 11-100), the identity of a confidential foreign source, or

changes made as a result of the challenge or the reasons why nlgtf[e_lllgelnce so%rces or methods is presumed to cause damage to the
change is made. national security.

d. Pending final determination of a challenge to classification, the 5_504  |imitations on classification
information or document in question shall be safeguarded as re- 5 Classification may not be used to conceal violations of law,
quired for the level of classification initially assigned. inefficiency, or administrative error, to prevent embarrassment to a
e. The fact that an employee or military member of the Depart- person, organization or agency, or to restrain competition.
any way result in or serve as a basis for adverse personnel actionjonal security may not be classified. (See also subsection 2-205.)
f. The provisions of this paragraph do not apply to or affect ¢ A product of nongovernment research and development that
declassification review actions undertaken under the mandatory reqoes not incorporate or reveal classified information to which the
view requirements of section 3, Chapter 111 of this Regulation or producer or developer was given prior access may not be classified

under the provision DoD Directive 5400.7 (reference (K)). until and unless the Government acquires a propriety interest in the
) product. This prohibition does not affect the provisions of the Patent
Section 2 o o _ _ Secrecy Act of 1952 (reference (1)). (See section 7, this chapter.)
Classification Principles, Criteria, and Considerations d. References to classified documents that do not reveal classified
) information may not be classified or used as a basis for
2-200. Reasoned judgment _classification.

Reasoned judgment shall be exercised in making classification deci- ¢ ~cjassification may not be used to limit dissemination of infor-

sions. A positive basis must exist for classification. Both advantagesyation that is not classifiable under the provisions of E.0.12356
and dlgadvantages 0]‘ .classn‘lcaylon must be we!ghed. If, after CON-(reference (b)) or this Regulation or to prevent or delay public
sideration of the provisions of this section, there is reasonable doubt,ajaase of such information.

the provisions of paragraph 1-400 b. apply. f. Information may be classified or reclassified after receiving a
request for it under the Freedom of Information Act (reference (k)),

Before a classification determination is made, each item of informa- the Privacy Act (reference (m)), or the mandatory review provisions

tion that mav require orotection shall be identified. This requires of this Regulation (section 3, Chapter Ill) if such classification is
y req P ) AUITES - onsistent with this Regulation and is accomplished personally and

i nasoniy Scama o a1 e .o 8 doctment-b.document bsi. excet 33 povcded i paragrapt
matior? were compromised Woulg or could be gamaged minimized 9 belovx_/, by the Secretary or Deputy Se(_:_retary of Defense, by the

lost thereby ad | ' ffeci tional it ’ 'Secretaries or Under Secretaries of the Military Departments, by the
or lost, thereby adversely aftecting national security. senior official designated by each Secretary under section 5.3(a) of
reference (b), or by an official with original Top Secret classifica-
tion authority. (See subsection 2-801.)

g. The Secretary of Defense and the Secretaries of the Military
Departments may reclassify information previously declassified and
disclosed, and they may classify unclassified information that has
feen disclosed, if they determine in writing that the information
requires protection in the interest of national security and the infor-
_mation may reasonably be recovered. (See subsection 2-801.) Any
such reclassification or classification shall be reported to the
DUSD(P) for subsequent reporting to the Director, ISB@quests
for reclassification will be forwarded through command chan-
nels to HQDA (DAMI-CIS), WASH DC 20310-1051. Requests
must include complete justification, a description of the circum-
stances surrounding the disclosure, method of recovery, and a
statement that the conditions set forth in paragraph 2-801 can
be met. DAMI-CIS will report such instances to ODUSD(P).

2-201. Identification of specific information

2-202. Specific classifying criteria
A determination to classify shall be made only by an original classi-
fication authority when, first, the information is within categories a.
through j., below; and second, the unauthorized disclosure of the
information, either by itself or in the context of other information,
reasonably could be expected to cause damage to the national sec
rity. The determination involved in the first step is separate and
distinct from that in the second. Except as provided in subsection 2
203, the fact that the information falls under one or more of the
criteria shall not mean that the information automatically meets the
damage criteria. Information shall be considered for classification if
it concerns:

a. Military plans, weapons, or operations;

b. Vulnerabilities or capabilities of systems, installations, proj-
ects, or plans relating to the national security;

c. Foreign government information;

d. Intelligence activities inClUding Special activities, or intelli- 2-205. C|assifying scientific research data
gence sources or methods; Ordinarily, except for information that meets the definition of Re-

e. Foreign relations or foreign activities of the United States; stricted Data, basic scientific research or its results shall not be

f. Scientific, technological, or economic matters relating to the classified. However, classification would be appropriate if the infor-
national security; mation concerns an unusually significant scientific break-through
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and there is sound reason to believe that it is not known or withinclassification retained; (c) declassification, downgrading, or upgrad-
the state-of-the-art of other nations, and it supplies the United Statesng is warranted; and (d) countermeasures are appropriate and feasi-

with an advantage directly related to national security. ble to negate or minimize the effect of the compromise.
o (2) Give prompt notice to all holders of such information when
2-206. Classifying documents the determination is within categories (b), (c), or (d) of sub-

Each document and portion thereof shall be classified on the basiparagraph 1., above.

of the information it contains or reveals. The fact that a document b. Upon |earning that a Compromise or probab|e Compromise has
makes reference to a classified document is not a basis for classifipccurred, any official having original classification jurisdiction over
cation unless the reference citation, standing alone, reveals classifiege|ated information shall reevaluate the related information and de-
information. (See paragraph 2-204d.) The overall classification of atermine whether one of the courses of action enumerated in sub-
document or group of physically-connected documents shall be atyaragraph a.l., above, should be taken or, instead, whether
least as high as that of the most highly classified component. Theypgrading of the related information is warranted. When such a
subject or title of a classified document normally should be unclassi-determination is within categories (b), (c), or (d) of subparagraph
fied. When the information revealed by a subject or title warrants 5|, above, or that upgrading of the related items is warranted,
ClaSSification, an unclassified short title should be added for refer- prompt notice of the determination shall be given to all holders of

ence purposes. the related information. (See Chapter Miginal classifiers
. ) within Army will forward one copy of completed segments to
2-207. Classifying material other than documents their activity security manager for central retention (see para-

a. ltems of equipment or other physical objects shall be classified grapn 6-107).
only when classified information may be derived from them by
visual observation of their internal or external appearance or struc-2_211. Compilation of Information
ture, or by their operation, test, application, or use. The overall Certain information that would otherwise be unclassified may re-
classification assigned to end items of equipment or objects shall beyuire classification when combined or associated with other unclas-
at least as high as the highest classification of any of its integratedsified information. However, a compilation of unclassified items of
parts. information should normally not be classified. In unusual circum-
b. If mere knowledge of the existence of the item of equipment stances, classification may be required if the combination of unclas-
or object would compromise or nullify its national security advan- sified items of information provides an added factor that warrants

tage, its existence would warrant classification. classification under subsection 2-2@milarly, a higher classifi-
) cation may be assigned to compilation of information if the
2-208. State of the art and Intelligence compilation provides an added factor which warrants higher

Classification requires consideration of the information available c|assification than that of its component partsClassification on
from intelligence sources concerning the extent to which the samethis basis shall be fully supported by a written explanation that will

or similar information is known or is available to others. It is also pe provided with the material so classified. (See also subsection 4-
important to consider whether it is known, publicly or international- 203.)

ly, that the United States has the information or even is interested in
the subject Matter. The state-of-the-art in other nations may often be2—212. Extracts of information

a vital consideration. Information extracted from a classified source shall be derivatively
o classified or not classified in accordance with the classification
2-209. Effect of open publication markings shown in the source. The overall and internal markings of

Classified information shall not be declassified automatically as athe source should supply adequate classification guidance. If internal
result of any unofficial publication or inadvertent or unauthorized markings or classification guidance are not found in the source, and
disclosure in the United States or abroad of identical or similar no reference is made to an applicable and available classification
information. Appearance in the public domain of information cur- guide, the extracted information shall be classified according either

rently classified or being considered for classification does not pre-tg the overall marking of the source, or guidance obtained from the
clude initial or continued classification. However, such disclosures c|assifier of the source material.

require immediate determination of the degree of damage to the

national security and reevaluation of the information to determine Section 3

whether the publication has so compromised the information thatpuration of Original Classification

downgrading or declassification is warranted. (See also Chapter VI.)

Similar consideration must be given to related items of information 2-300. General

in all programs, projects, or items incorporating or pertaining to the When a determination is made by an official with authority to
compromised items of information. Holders should continue classifi- classify originally information as Top Secret, Secret, or Confiden-
cation until advised to the contrary by a competent governmenttial, such official must also determine how long the classification
authority. Correspondence which confirms the appearance or  shall remain in effect.

classified information in open source publications and identifies

the information in question must be classified at the level of the ~ 2-301. Duration of classification

material that has been subjected to possible compromise. a. Information shall be classified as long as required by national
security considerations.

2-210. Reevaluation of classification because of b. When it can be determined, a specific date or event for declas-

compromise sification shall be set by the original classification authority at the

Classified information, and information related thereto, that hame the information is classified originally. Such dates or events
been lost or possibly compromised, shall be reevaluated and acteghall be consistent with national security. Any event specified for
upon as follows: declassification shall be an event certain to occur.

a. The original classifying authority, upon learning that a loss or  c. Original classification authorities may not be able to predeter-
possible compromise of specific classified information has occurred,mine a date or event for automatic declassification in which case
shall prepare a written damage assessment and: they shall provide for the indefinite duration of classification(see

(1) Reevaluate the information involved and determin€hapter IV for the marking “Originating Agency’s Determination
whether(a) its classification should be continued without change; (b) Required”).
the specific information, or parts thereof, should be modified to d. Information classified under predecessor orders and marked
minimize or nullify the effects of the reported compromise and the for declassification review shall remain classified until reviewed for
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declassification under the provisions of this Regulation (also seethat assumes or is expressly designated to exercise overall cogni-
paragraph 4-600 b.). zance over it; or (b) the DoD Component that is expressly desig-
nated to serve as the executive or administrative agent for the
2-302. Subsequent extension of duration of classification particular effort. When there is doubt which Component has cogni-
The duration of classification specified at the time of original classi- zance of the information involved, the matter shall be referred to the
fication may be extended only by officials with requisite original DUSD(P) for resolution.
classification authority and only if all known holders of the informa-
tion can be notified of such action before the date or eve#402. Research, development, test, and evaluation
previously set for declassification. Any decision to continue classifi- A program security classification guide shall be developed for each
cation of information designated for automatic declassification under system and equipment development program that involves research,
E.O. 12065 (reference (cc)) or predecessor orders, other than on development, test, and evaluation (RDT&E) of classified technical
document-by-document basis, shakpbeted through HQDA information. For each such program covered by an approved Deci-
(DAMI-CIS) WASH DC 20310-1051to the DUSD(P) who shall, sion Coordinating Paper (DCP) or Program Objective Memorandum
in turn, report to the Director, 1SOO. (POM), initial basic classification guidance applicable to technical
characteristics of the system or equipment shall be developed and
submitted with the proposed DCP or POM to the Under Secretary of
Defense for Research and Engineering for approval. A detailed
classification guide shall be developed and issued as near in time as
2-400. General possible to the approval of the DCP or POM.
a. A classification guide shall be issued for each classified sys- a. Approval of classification guides for Army research, devel-
tem, program, plan, or project as soon as practicable before theopment, and acquisition activities will be integrated into the
initial funding or implementation of the system, program, plan or materiel acquisition and decision process, under AR 70-1.

Section 4
Classification Guides

project. Army program proponents will promptly issue classifi-
cation guidance for their subject areas. Activities charged with
planning and coordinating Army participation in exercises will
ensure that adequate classification guidance is provided to all

b. Load security managers must be included early on in ini-
tial development of required classification.

c. Classification guides become effective when approved by
an original classification authority.

participants.This guidance may either be published as a formal
classification guide or included in exercise plans or directives. ~ 2—403. Project phases o _ N
Successive operating echelons shall prescribe more detailed supplé/henever possible, classification guides shall cover specifically
mental guides that are considered essential to assure accurate af@ich phase of transition, that is, RDT&E, procurement, production,
consistent classification. In preparing classification guides, origina- Service use, and obsolescence, with changes in assigned classifica-
tors should review DoD 5200.1-H (reference {n)appendix G of tions to reflect the changing sensitivity of the information involved.
this regulation).

b. Classification guides shall:

(1) Identify the information elements to be protected, usiQ:gJ
categorization to the extent necessary to ensure that the informatiogh
involved can be identified readily and uniformly;

(2) State which of the classification designations (that is, Top
Secret, Secret, or Confidential) applies to each element or categor
of information;

2-404. Review of classification guides
a. Classification guides shall be reviewed by the originator for
rrency and accuracy not less than once every 2 years. Changes
all be issued promptly. If no changes are made, the originator
shall so annotate the record copy and show the date of the
reviewThe DD Form 254 (Contract Security Classification Spec-
Yfication) will be reviewed at the same time the classification
e . guide is reviewed (see paragraph 2-901). Heads of HQDA agen-
(3) State declassification instructions for each element or cate-gjas and MACOM commanders responsible for issuing classifi-
gory of information in terms of a period of time, the occurrence of 544 guides will set up internal suspense systems to make sure
an event, or a notation that the information shall not be declassifiedi, 5t g guides are reviewed at least once every 2 years. When
automatically without approval of the originating agefigrmally, guides are reviewed and changes or new editions are prepared,
events identified for declassification will be finite; statements declassification dates should not be automatically carried for-
such as “Declassify 6 years from the date of generation of docu- ward, but carefully reevaluated
ment” are prohibited); and _ _b. Classification guides issued before August 1, 1982, that are in
(4) State any special public release procedures and foreign distyrrent use must be updated to meet the requirements of paragraph
closure considerations. _~ 2-400b. Such updating shall be accomplished by the next biennial
¢. Each classification guide shall be approved personally and inyeview. Converting previous declassification determinations directed
writing by an official who: by classification guides shall be accomplished in accordance with
(1) Has program or supervisory responsibility over the informa- the following:
tion or is the senior agency official designated by the Secretary of (1) Automatic declassification dates or events remain in force
Defense or Secretaries of the Military Departments in aCCOI’danceun|eSS changed by competent authority in accordance with subsec-
with Section 5.3(a) of E.O. 12356 (reference (b)); and tion 2-302.
(2) Is authorized to classify information originally at the highest  (2) Dates for declassification review shall be changed to auto-
level of classification prescribed in the guide. matic declassification dates or provide for the indefinite duration of
d. An official as described in 2-400 c. above will also approve classification.
personally and in writing all changes, errata sheets, and revision
to basic guides that affect a classification. This may be done by
signing the record copy of the classification guide, or initialing
an action, staffing paper, or Other suitable document. Other
holders of the classification guide must be notified of all changes
when practicable, but no later than during the scheduled guide
review.

2-405. Distribution of classification guides

a. A copy of each approved classification guide and changes
thereto other than those covering SCI shall be sent to the Director of
Freedom of Information and Security Review, Office of the Assist-
ant Secretary of Defense (Public Affairs), and to the Director of
Security Plans and Programs, ODUSD(P). A copy of each approved
classification guide covering SCI shall be submitted to and main-
2-401. Multiservice interest tained by the Senior Intelligence Officer who has security cogni-
For each classified system, program, project, plan, or item involving zance over the issuing activitfthree copies of each approved
more than one DoD Component, a classification guide shall beclassification guide (less those for Sensitive Compartmented In-
issued by (a) the element in the Office of the Secretary of Defenseformation (SCI) ad Special Access Programs (SAPs)), and
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changes will be forwarded to HQDA (DAMI-CIS) WASH DC and non-Army activities that may require referral to ODUSD(P)

20310-1051 for review and distribution to OSD. Originators will will be promptly reported through command channels to the
also furnish guides to all probable users, such as test and evalu- HQDA agency with primary staff cognizance over the subject
ation organizations. area. If the proponent cannot be determined, the case will be

b. Two copies of each approved classification guide and itgferred to HQDA (DAMI-CIS)WASH DC 20310-1051.
changes shall be sent by the originator to the Administrator, Defense .
Technical Information Center (DTIC), Defense Logistics Agency, 2—203. Timing _ _ _
unless such guide is classified Top Secret, or covers SCI, or igction under this section at each level of consideration shall be
determined by the approval authority of the guide to be too sensitivecOMPpleted within 30 days. Failure to reach a decision within 30
for automatic secondary distribution to DoD Components. Each days shall be cause for referral to the next level for consideration.
classification guide forwarded to DTIC must bear distribution state- )
ment B, C, D, E, F, or X from DoD Directive 5230.24 (referen- S€ction 6 L ,
ce(ww)) on its front cover or first page if there is no cover. ~ Obtaining classification Evaluations.

. I . 2-600. Procedures
2-406. Index of security classification guides If a person not authorized to classify originates or develops informa-

a. All security classification guides, except as provided in sub- . .
paragraph b., below, issued under this Regulation shall be listed intlon that he or she b_elleves _shoqld be safeguarded, h‘? or she shall:
a. Safeguard the information in the manner prescribed for the

DoD 5200.1-I (reference (0)), on the basis of information provided . R i -
on DD Form 2024, “DoD Securfy Classiction Guide Data Ele- "5\ o2 icr o oo, Couer aheet) with the ntended classi-
: 9 9 gcation designation prescribed in section 5, chapter I;

\g: § TNthh:ngigd; e'i:}gf :ZY/?eO\l/:/ ?gznc%%crjﬁ rﬁ:;]seedd,_lr_ﬁlesscgjrtiadi,nglr (c:::ncec:]? c. Transmit the information under appropriate safeguards to an
P ) J by appropriate classification authority for evaluation. The transmittal

each executed DD Form 2024 shall be forwarded to the Director of ; S . s
- - o shall state that the information is tentatively marked to protect it in
Security Plans and Programs, ODUSD(P), who will maintain the transit. If such authority is not readily identifiable, the information

Index. Report Control Symbol DD-POL (B&AR)1418 applies to should be forwarded to a headquarters activity of a DoD Compo-

this |ntf0(rjmggorl1: collegg(;r; sylsltebrﬁ'.r}e Or'gén?jl ?ndHtWB ACOFE)IiSI\/I(I)f nent, to the headquarters office having overall classification man-
(e;gcu \?VASH Ig(r:m2031owllosf or\;]var e_” 0 Q‘d ( o ¢ agement responsibilities for a DoD Component, or to the DUSD(P).
) N » WNo Wil _provide coples 10 A"getermination whether to classify the information shall be made

ODUSD(P) anq.OASD(PA) as required. . ., within 30 days of receiptand the originator will be notified
b. Any classification guide that because of classification consid- omptly:

r
erations is not listed in accordance with paragraph a., above, shaIP d. Upon decision by the classifying authority, the tentative mark-
be reported by the originator to the Director of Security Plans anding shall be removed. If a classification is a{ssigned appropriate
Programs, ODUSD(P). The report shall include the title of the markings shall be applied: but '
guide, its date, the classification of the guide, and identification of o |,"an emergency req,uiring immediate communication of the
the origina_ting activity. A separate classified list of such guides will information, after taking the action prescribed by paragraphs a. and
be maintained. Report Control Symbol DD-POL(B&AR)1418 ap- p, ~anhove, transmit the information and then proceed in accordance
plies to this information collection systein. such cases, DD Form with paragraph c., above.
2024 appropriately classified, if necessary-will be forwarded to
HQDA (DAMI-CIS), who will report the required information Section 7
to ODUSD(P). Blocks 9 and 10 on the DD Form 2024 need not |niormation Developed by Private Sources
be completed.
2-700. General
Section 5 There are some circumstances in which information not meeting the
Resolution of conflicts definition in subsection 1-305 may warrant protection in the interest
of national security.
2-500. General
When two or more offices, headquarters, or activities disagree con2-701. Patent Secrecy Act
cerning a classification, declassification, or regrading action, the The Patent Secrecy Act of 1952 (reference (1)) provides that the

disagreement must be resolved promptly. Secretary of Defense, among others, may determine that disclosure
of an invention by granting of a patent would be detrimental to
2-501. Procedures national security. See DoD Directive 5535.2(reference (p)). A patent

If agreement cannot be reached by informal consultation, the mattelapplication on which a secrecy order has been imposed shall be
shall be referred for decision to the lowest superior common to thehandled as follows within the Department of Defense:

disagreeing parties. If agreement cannot be reached at the major a. If the patent application contains information that warrants
command (or equivalent) level, the matter shall be referred for classification, it shall be assigned a classification and be marked and
decision to the headquarters office having overall classificatieafeguarded accordingly.

management responsibilities for the Component. That office shall b. If the patent application does not contain information that
also be advised of any disagreement at any echelon if prompt resowarrants classification, the following procedures shall be followed:

lution is not likely to occur.Conflicts between Army elements (1) A cover sheet (or cover letter for transmittal) shall be placed
that cannot be resolved at the MACOM level will be referred to on the application with substantially the following language: “The
the HQDA agency with primary staff cognizance over the infor- attached material contains information on which secrecy orders have
mation concerned. An information copy of the referral corre- been issued by the U.S. Patent Office after determination that dis-

spondence will be furnished to HQDA (DAMI-CIS) WASH DC closure would be detrimental to national security (Patent Secrecy
20310-1051. If the appropriate HQDA agency cannot be deter-  Act of 1952, 35 U.S.C. 181-188). Its transmission or revelation in

mined, the conflict will be sent directly to DAMI-CIS. any manner to an unauthorized person is prohibited by law. Handle
as though classified CONFIDENTIAL (or such other classification
2-502. Final decision as would have been assigned had the patent application been within

Disagreements between DoD Component headquarters, if not rethe definition provided in subsection 1-305).”
solved promptly, shall be referred for final resolution to the (2) The information shall be withheld from public release; its
ODUSD(P).Conflicts between Army elements, or Army elements dissemination within the Department of Defense shall be controlled;
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the applicant shall be instructed not to disclose it to any ub¥IC, determines that no secondary distribution has been made and
authorized person; and the patent application (or other documentan still be prevented (see also paragraphs 2-204 f. and 2-204 g.)
incorporating the protected information) shall be safeguarded in the
manner prescribed for equivalent classified material. 2-802. Notification .

c. If filing of a patent application with a foreign government is All known holders of information that has been upgraded shall be
approved under provisions of the Patent Secrecy Act of 1952 (refer-notified promptly of the upgrading action.
ence (1)) and agreements on interchange of patent information for%_803 Downgrading
deense puboses, e coieof he patet soplcaton rered G i e sl puose, ongnal iassfaton s
bottom of each page as follows: ties may, at the time of orlgl_n_al _class_lflcatlon, spemfy_that

) downgrading of the assigned classification will occur on a specified
Withheld under the Patent Secrecy Act of 1952 (35 U.S.C.181-188).Olate or upon the occurrence of a stated event.
Handle_ as CONFIDENTIAL (or such other level as has beq%ed(l:}gt)rr;a?Operations
determined).
2-900. Classification in Industrial operations

2-702. Independent research and development Classification of information in private industrial operations shall be

a. Information in a document or material that is a product of pased only on guidance furnished by the government. Industrial
government-sponsored independent research and development cofnanagement may not make original classification determinations
ducted without access to classified information may not be classifiedand shall implement the classification decisions of the U.S. Govern-
unless the government first acquires a proprietary interest in suchment contracting authority.
product.

b. If no prior access was given but the person or company con-2-901. Contract Security Classification Specification
ducting the independent research or development believes that proPD Form 254, “Contract Security Classification Specification,”
tection may be warranted in the interest of national security, theshall be used to convey contractual security classification guidance
person or company should safeguard the information in accordancdo industrial managemenf copy of the security classification
with subsection 2-600 and submit it to an appropriate DoD elementguide for a project or system may be attached to the DD Form
for evaluation. The DoD element receiving such a request for evalu-254. When original classification guidance is provided to a con-
ation shall make or obtain a determination whether a classificationtractor via DD Form 254, and such guidance also will be needed
would be assigned if it were government information. If the deter- Py Government agencies or other contractors, a classification
mination is negative, the originator shall be advised that the infor- 9uide will be developed.DD Forms 254 shall be changed by the
mation is unclassified. If the determination is affirmative, the DoD Originator to reflect changes in classification guidance and_rewewed
element shall make or obtain a determination whether a proprietaryfOr currency and accuracy not less than once every 2 yeevgws
interest in the research and development will be acquired. If so, theVill be made at the same time as reviews of associated security
information shall be assigned proper classification. If not, the origi- classification guides.Changes shall conform with this Regulation

nator shall be informed that there is no basis for classification and@1d DoD 5220.22-R and DoD 5220.22-M (references (e) and (f))
the tentative classification shall be canceled. and shall be provided to all holders of the DD Form 254 as soon as

possible. When no changes are made as a result of the biennial
2-703. Other private information review, the originator shall so notify all holders of the DD Form

The procedure specified in subsection 2-600 shall apply in any case?%‘_1 i?_ writing. Rgl\/iews r?f I?]D Formfs 25dA dW”.l considerf arr:y
not specified in subsection 2-702, such as an unsolicited contrac@ifficulties or problems that have surfaced during use of the

bid, in which private information is submitted to a DoD element for guidance, .a.nd .sho.uld ensure that— . .
a determination of classification. a. Classification is provided all contractors involved in pro-

curement associated with the program.

b. Classification decisions have been personally approved by
an individual with the requisite classification authority.

c. The guidance is current and conforms with that found in
2-800. Raising to a higher level of classification other sources. Staffing with technical experts is mandatory.

The upgrading of classified information to a higher level thand- The guidance is specific and unambiguous Any problems
previously determined by officials with appropriate classification encountered with interpretation of the guidance are specifically
authority and jurisdiction over the subject matter is permitted only addressed and resolved.

when all known holders of the information (a) can be notified

promptly of such action, and (b) are authorized access to the higher

level of classification, or the information can be retrieved from
those not authorized access to information at the contempl
higher level of classificationAdditionally, if properly classified
information, through administrative or other error, is issued as
unclassified or classified at a lower level than necessary, every
effort will be made to retrieve, safeguard, and properly mark

Section 8
Regrading

pter 1l
eclassification and Downgrading

Section 1
General Provisions

and control it. 3-100. Policy

I . ) . Information classified under E.O. 12356 (reference (b)) and prior
2-801. Classification of information previously orders shall be declassified or downgraded as soon as national
determined to be unclassified security considerations permit. Decisions concerning declassification

Unclassified information, once communicated as such, may be classhall be based on the loss of sensitivity of the information with the
sified only when the classifying authority (a) makes the determina- passage of time or on the occurrence of an event that permits
tion required for upgrading in subsection 2-800; (b)determines thatdeclassification. Information that continues to meet the classification
control of the information has not been lost by such communication requirements of subsection 2-202 despite the passage of time will
and can still be prevented from being lost; and (c) in the case ofcontinue to be protected in accordance with this Regulation.
information released to secondary distribution centers, such as the
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3-101. Responsibility of officials c. Classified information over which the Department of Defense
Officials authorized under subsection 1-603 to declassify or down-does not exercise exclusive or final original classification authority
grade information that is under the final classification jurisdiction of encountered during DoD systematic review may not be declassified
the Department of Defense shall take such action in accordance withunless specifically authorized by the agency having classification

this Chapter. jurisdiction over itRestricted Data (RD) and Formerly Re-
o o stricted Data to (FRD) information is included in this category.
3-102. Declassification coordination Assistance in reviewing RD ad FRD information is available

DoD Component declassification review of classified information from Office of Classification, U.S. Department of Energy,
shall be coordinated with any other DoD or non-DoD office, Com- \waASH DC 20585.

ponent, or agency that has a direct interest in the subject matter. § The Chief of Military History, assisted by the heads of
HQDA agencies, is responsible for the review of pertinent
materials held in NARA depositories, when appropriate.

e. The custodians of materials held in Army or other non-
ARA depositories (such as technical libraries, museums, cen-
ters, and institutions) may perform systematic declassification
reviews of permanent records as explained in the AR 340-18
series.

3-103. Declassification by the Director of the ISOO

If the Director of the ISOO determines that information is classified
in violation of reference (b), the Director may require the activity N
that originally classified the information to declassify it. Any such
decision by the Director may be appealed through the Director of
Security Plans and Programs, ODUSD(P), to the National Security
Council (NSC). The information shall remain classified pending a
prompt decision on the appedlppeals of decision by the Direc-

tor of the ISOO will be forwarded to HQDA (DAMI-CIS)
WASH DC 20310-1051.

3-203. Systematic review of classified cryptologic

information

Notwithstanding any other provision of this Regulation, systematic
review and declassification of classified cryptologic information
shall be conducted in accordance with special procedures developed
in consultation with affected agencies by the Director, National
Security Agency/Chief, Central Security Service, and approved by

3-200. Assistance to the Archivist of the United States "
The Secretary of Defense and the Secretaries of the Military Depart-the Secretary of Defense under E.O. 12356 and DoD Directive
?200.30 (reference (b) and (q)).

ments shall designate experienced personnel to assist the Archivis

of the United States in the systematic review of classified informa- 3 5, Systematic review of intelligence information

tion. Suchd pers_c:jnnel sha(ljl: . ional hi d Systematic review for declassification of classified information per-
a. Provide guidance and assistance to National Archives and Re+gjning to intelligence activities (including special activities), or in-

cords Administration (NARA) employees in identifying and separat- telligence sources or methods shall be in accordance with special

ing documents and specific catt_agories_ of informatio_n Withilocedures to be established by the Director of Central Intelligence
documents that are deemed to require continued classification; an fier consultation with affected agencies.

b. Refer doubtful cases to the DoD Component having classifica-
tion jurisdiction over the information or material for resolution.

Section 2
Systematic Review

Section 3

3-201. Systematic review guideline Mandatory Declassification Review

The Director of Security Plans and Programs, ODUSD(P), in coor- 3-300. Information covered

dination with DoD Components, shall review, evaluate, and recom- jn4n request by a U.S. citizen or permanent resident alien, a federal
mend revisions of DoD Directive 5200.30 (reference (q)) at least ggency, or a state or local government to declassify and release such
every 5 years. information, any classified information (except as provided in sub-
section 3-301) shall be subject to review by the originating or
responsible DoD Component for declassification in accordance with
this section.

3-202. Systematic review procedures

a. Except as noted in this subsection, classified information trans-
ferred to the NARA that is permanently valuable will be reviewed
systematically for declassification by the Archivist of the United
States with the assistance of the DoD personnel designated for thg
purpose under subsection 3-200 as it becomes 30 years old.Inform
ation concerning intelligence (including special activities), sources,
or methods created after 1945, and information concerning cryptol-
ogy created after 1945, accessioned into the NARA will be re-
viewed systematically as it becomes 50 years old. Such information
shall be downgraded or declassified by the Archivist of the United 3_302. Cryptologic Information

States under E.O. 12356, the directives of the I1SOO, apdquests for the declassification review of cryptologic information

reference(q). o . . shall be processed in accordance with the provisions of DoD Direc-
b. All DoD classified information that is permanently valuable tive 5200.30 (reference (q)).

and in the possession or control of DoD Components, including that

held in Federal Records Centers or other storage areas, may b8-303. Submission of requests for mandatory

reviewed systematically for declassification by the DoD Component declassification review

exercising control of such information. Systematic declassification Requests for mandatory review of DoD classified information shall

review conducted by DoD Components and personnel designatece submitted as follows:

under subsection 3-200 shall proceed as follows: a. Requests shall be in writing and reasonably describe the infor-
(1) Information over which the Department of Defense exercises mation sought with sufficient particularity to enable the Component

exclusive or final original classification authority and that under to identify documents containing that information, and be reasonable

reference (q), the responsible reviewer determines is to be declassin scope; for example, the request does not involve such a large

fied, shall be marked accordingly. number or variety of documents as to leave uncertain the identity of
(2) Information over which the Department of Defense exercises the particular information sought.

exclusive or final original classification authority that, after review, b. Requests shall be submitted to the Office of the Assistant

is determined to warrant continued protection shall remain classifiedSecretary of Defense (Public Affairs) (ASD(PA)) (entry point for

as long as required by national security considerations. OSD records), the Military Department, or other Component most

—301. Presidental information

formation originated by a President, the White House staff, com-
mittees, commissions, or boards appointed by the President, or
others specifically providing advice and counsel to a President or
acting on behalf of a President is exempt from the provisions of this
section.
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concerned with the subject matter that is designated under DoDamount of fees to be charged and ascertain the requestor’s willing-

Directive 5400.7 (reference (k)) to receive requests for recorasss to pay the allowable charges as a precondition to taking further

under the Freedom of Information Act. These offices are identified action upon the request.

in appropriate Parts of Title 32 of the Code of Federal Regulations f. A requestor may appeal to the head of a DoD Component or

for each DoD Component. designee whenever that DoD Component has not acted on an initial
(1) Requests for declassification review of materials in NARA  request within 60 days or the requestor has been notified that re-

Federal records centers will be processed in the following quested information may not be released in whole or in part.Within

manner: 30 days after receipt, an appellate authority shall determine whether
(a) The proponent who created and retired the records will continued_ classificat?on of the requesteq informat_ion _is required in
be responsible for retrieving them from the appropriate NARA Who!e or in part, notify the requester .of its detgrmlnatlon, e}nd make
center and conducting a declassification review under current ~ available to the requestor any information determined to be
classification guides. releasable. If continued classification is required under this Regula-

tion, the requestor shall be notified of the reasons therefor. If so
requested, an appellate authority shall communicate its determina-
tion to any referring DoD Component or outside agerqypeals
will be forwarded to the Deputy Chief of Staff for Intelligence,
HQDA (DAMI-CI) WASH DC 20310-1050.

g. The ASD(PA) shall act as appellate authority for all appeals
regarding OSD, OJCS, and Unified Command records.

(b) If the creator of the material cannot be located, the Chief
of Military History, HQDA (DAMH-HSR), WASH-DC 20314-
0200, will review the information. The Chief of Military History
will coordinate the declassification of information with the head
of the HQDA agency exercising final and exclusive classification
authority over the material. If the information cannot be declas-
sified, the request will be denied under paragraph 3-304c and

AR 340-17. . . o . 3-305. Foreign government information

(2) Custodians will handle requests for declassification review  Requests for mandatory review for the declassification of foreign
of materialS in Army or other non-NARA depositories under government information shall be processed and acted upon under
established DoD guidelines. When DoD guidelines do not apply, the provisions of this section subject to subsection 11-202.
and denial is evident, the Chief of Military History must be
consulted before the requestor is given a final decision. The 3-306. Prohibition
Chief of Military History will further process requests as No DoD Component in possession of a document shall in response

needed. The policy in para 1, above, applies. to a request under the Freedom of Information Act or this section
refuse to confirm the existence or non-existence of the document,
3-304. Requirements for processing unless the fact of its existence or nonexistence would itself be

Unless otherwise directed by the ASD(PA), requests for mandatoryclassifiable under this Regulation.
review shall be processed as follows: , .
a. The designated office shall acknowledge receipt of the request.3-307. Restricted Data and Formerly Restricted Data

When a request does not satisfy the conditions of paragraph 3-303a/*1Y Proposed action on a request, including requests from Presiden-

the requestor shall be notified that unless additional information is i@l libraries, for DoD classified documents that are marked*Restric-

- . - ted Data” or “Formerly Restricted Data” must be coordinated with
rovided or the scope of the request narrowed, no further action will .
Ee undertaken P q ' the Department of EnergySee subsection 3-202c

b. DoD Component action upon the initial request shall be com-
pleted within 60 days (45 working days). If no determination has
been made within 60 days (45 working days) of receipt of the
request, the requestor shall be notified of his right to appeal and of3_400. Material officially transferred

the procedures for making such an appeal. In the case of classified information or material transferred under
c. The designated office shall determine whether, under thgtute, E.O., or directive from one department or agency or DoD

declassification provisions of this Regulation, the requested informa-Component to another in conjunction with a transfer of functions, as

tion may be declassified, and, if so, make such information availabledistinguished from transfers merely for purposes of storage, the

to the requester, unless withholding is otherwise warranted undetreceiving department, agency, or DoD Component shall be deemed

applicable law. If the information may not be released in whole or to be the original classifying authority over such material for pur-

in part, the requestor shall be given a brief statement as to theposes of downgrading and declassification.

reasons for denial, notice of the right to appeal the determination

within 60 days (45 working days) to a designated appellate authority3—401. Material not officially transferred

(including name, title, and address of such authority), and the proce-When a DoD Component has in its possession classified information
dures for such an appeal. or material originated in an agency outside the Department of De-

d. When a request is received for information classified by an- fense that has ceased to exist and such information or material has
other DoD Component or an agency outside the Department ofot been transferred to another department or agency within the
Defense, the designated office shall: meaning of_ subsection 3-400, or when it is impossible to identify

H%e originating agency, the DoD Component shall be deemed to be

e originating agency for the purpose of declassifying or downgrad-
ing such information or material. If it appears probable that another
department, agency, or DoD Component may have a substantial
- interest in the classification of such information, the DoD Compo-

(2) Notify _the requestor of t.he referral unles_s the DoD C(_)mpo- nent deemed to be the originating agency shall notify such other
nent or qut5|de agency to Wh'f:h the re.qu.est IS referreq object_s, todepartment, agency, or DoD Component of the nature of the infor-
SUCh. notice on_grgunds that its association with the information mation or material and any intention to downgrade or declassify it.
requires protection; and , Until 60 days after notification, the DoD Component shall not de-

_(3) Request, when appropriate, that the DoD Component or out-¢jassify or downgrade such information or material without consult-
side agency notify the referring office of its determination. ing the other department, agency, or DoD Component. During this

e. If the request requires the rendering of services for which fGESperiodl the other department, agency, or DoD Component may ex-

may be charged under Title 5 of the Independent Offices Appropria-press objections to downgrading or declassifying such information
tion Act (reference (r)) in accordance with DoD Instruction 7230.7 or material.

(reference (s)), the DoD Component may calculate the anticipated

Section 4
Declassification of Transferred Documents or Material

(1) Forward the request to such DoD Component or outsi
agency for review together with a copy of the document containing
the information requested, when practicable and when appropriate
with its recommendation to withhold any of the information;
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3-402. Transfer for storage or retirement Chapter IV
Whenever practicable, classified documents shall be reviewed forMarking
downgrading or declassification before they are forwarded to a Re- )

cords Center for storage or to the NARA for permanent preserva-Section 1
tion. Any downgrading or declassification determination shall be General Provisions

indicated on each document by markings as required by Chapter IV.4_100. Designation

Subject to the exceptions in subsection 4-102, information deter-
mined to require classification protection under this Regulation shall
be so designated. Designation by means other than physical marking
may be used but shall be followed by physical marking as soon as
possible.

Section 5
Downgrading

3-500. Automatic downgrading
Classified information marked for automatic downgrading in accord-
ance with this or prior regulations or E.Os. is downgraded accord-4-101. Purpose of designation

ingly without notification to holders. Designation by physical marking, notation, or other means serves to
warn the holder about the classification of the information involved;
3-501. Downgrading upon reconsideration to indicate the degree of protection against unauthorized disclosure

Classified information not marked for automatic downgrading may that is required for that particular level of classification; and to
be assigned a lower classification designation by the originator or byfacilitate downgrading and declassification actions.
an official authorized to declassify the same information (see sub-
section 1-603). Prompt notice of such downgrading shall be pro-
vided to known holders of the informatidA. Form 1575
normally will be used for this purpose. Excluded are the
following:

a. Documents that have a wide distribution. Commands and

4-102. Exceptions

a. No article that has appeared, in whole or in part, in newspa-
pers, magazines or elsewhere in the public domain, or any copy
thereof, that is being reviewed and evaluated to compare its content
with classified information that is being safeguarded in the Depart-
ment of Defense by security classification, may be marked with any

agencies subordinate to HQDA will notify users by DA circular  gecyrity classification, control or other kind of restrictive marking.
or similar media. The results of the review and evaluation, if classified, shall be
b. Recurring publications with essentially a fixed distribution. separate from the article in question.

These publications may carry regrading or declassification noti- b. Classified documents and material shall be marked in accord-

fication of previous issues. ance with subsection 4-103 unless the markings themselves would
reveal a confidential source or relationship not otherwise evident in

St_ection 6 the document, material, or information.

Miscellaneous ¢. The marking requirements of subparagraphs 4-103 a.4. and 4-
103 b.4. do not apply to documents or other material that contain, in

3-600. Notification of changes in declassification whole or in part, Restricted Data or Formerly Restricted Data infor-

When classified material has been properly marked with specific mation. Such documents or other material or portions thereof shall
dates or events for declassification, it is not necessary to issuenot be declassified without approval of the Department of Energy
notices of declassification to any holders. However, when declas-with respect to Restricted Data or Formerly Restricted Data infor-
sification action is taken earlier than originally scheduled, or the mation, and with respect to any other national security information
duration of classification is extended, the authority making such contained therein, the approval of the originating agency.
changes shall ensure prompt notification of all holders to whom the L

information was originally transmitted. The notification shall specify 4—103. Documents or other material in general

the marking action to be taken, the authority therefor, and the & At the time of original classification the following shall be
effective date. Upon receipt of notification, recipients shall effect s_hown on the face of all orlgln_ally clas_smed documents (see su_b_sec-
the proper changes and shall notify holders to whom they havelo" 4'4.02) or clearly assouateq with other for_ms (.)f cIaSS|T|ed
transmitted the classified information. See subsections 4-400 and 4!nformat|on_ In & manner appropriate to the med'“r.“ 'nVOlVE(.j:
404 for markings and the use of posted notices. _ (1) The identity of th_e orlgln_al classification authority by position
title, unless he or she is the signer or approver of the docythent
identity of original Army classification authorities will be shown,

3-601. Foreign _relatlons seres ) ) ) by position title, regardless of whether the official is the signer
In order to permit the State Department editorEatign Relations or approver of the document),

of the United Stateso meet their mandated goal of publishing (2) The agency and office of origin;

twenty years after the event, DoD Components shall assist the edi- (3) The overall classification of the document (see subsection 1-
tors in the Department of State by easing access to appropriateq:

classified materials in their custody and by expediting declassifica- (4) The date or event for automatic declassification or the nota-
tion review of items from their files selected for possiblgon “Originating Agency’s Determination Required” or “OADR”

publication. (except for documents marked under paragraphs 4-501 and 4-
_ - ) 502), and, if applicable,
3-602. Reproduction for declassification review (5) Any downgrading action to be taken and the date or event

The provisions of subsection 7-305 shall not restrict the reproduc-thereof.
tion of documents for the purpose of facilitating declassification b. At the time of derivative classification, the following shall be
review under the provisions of this Chapter or the Freedom of shown on the face of all derivatively classified documents(see sub-
Information Act, as amended (DoD Directive 5400.7, reference (k)). section 4-402) or clearly associated with other forms of classified
After review for declassification, however, those reproduced docu- information in a manner appropriate to the medium involved:
ments that remain classified must be destroyed in accordance with (1) The source of classification, that is, a source document or
Chapter IX. classification guide. If classification is derived from more than one
source, the phrase “Multiple Sources” will on shown and the identi-
fication of each source will be maintained with the file or record
copy of the document;
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(2) The agency and office of origin of the derivatively classified c. Guidance concerning the identification of the classification au-
document; thority on DoD documents that contain only foreign or NATO

(3) The overall classification of the document (see subsection 1-classified information is contained in paragraph 11-304 d.

500); e .
4--105. Wholly unclassified material

(4) The date or event for declassification or the notatioN o .
“Originating Agency’s Determination Required” or “OADR,” car- ormally, unclassified material shall not be marked or stamped
! “Unclassified” unless it is essential to convey to a recipient of such

ried forward from the classification source. If the classification is . h . . . ) .
derived from multiple sources, either the most remote date or eventmater.Ial that It hz_;\s been exar_nlned with a view to imposing a
for declassification marked o’n the sources or if required by an security classification and that it has been determined that it does

R , _req y y not require classificationThis provision applies only to docu-
source, the notation “Originating Agency’s Determination Required

; ments and material that are unclassified in their entirety. It in
or “OADR” shall be shown(documents marked as Restricted : ;
. no way affects the page marking, component marking, or por-
Data“ or Formerly Restricted Data” do not carry a date or y bag 9 P 9 P

o . .. tion marking requirements for classified documents(paragraphs
event for declassification; also see subsection 4-401); and, if 41_200 4_£0% a?]lél 4-202However tr:el markirlljg“UncIfggsifigd"pmay

applicable, _ _ be applied to formerly classified material (see subsection 4-400).
(5) Any downgrading action to be taken and the date or event
thereof. Section 2

c. In addition to the foregoing, classified documents shall be Specific Markings on Documents
marked as prescribed in section 2 of this chapter, Chapter XI, if the
document contains foreign government information, and with any 4-200. Overall and page marking
applicable special notation listed in section 5 of this chapter. SuchExcept as otherwise specified for working papers (see subsection 7-
notations shall be carried forward from source documents to deriva-304), the overall classification of a document, whether or not per-
tively classified documents when appropriate. (DoD 5200.1-PH (ref- manently bound, or any copy or reproduction thereof, shall be con-
erence (yy)) provides illustrated guidance on the application of Spicuously marked, stamped or affixed permanently at the top and
classification and associated markings to documents prepared by thBottom on the outside of the front cover (if any), on the title page (if
Department of Defense.) any), on the first page, and on the outside of the back cover (if any).
d. Material other than paper documents shall show the requiredE@ch interior page, except those that are blank, shall be marked top
information on the material itself or if that is not practical, in related @nd bottom according to its content, to include*Unclassified” when

or accompanying documentation (see subsection 4-300). no classified information is contained on such a page. Alternatively,
the overall classification of the document may be conspicuously

marked or stamped at the top and bottom of each interior page when
such marking is necessary to achieve production efficiency and the
|particu|ar information to which classification is assigned is other-
wise sufficiently identified consistent with the intent of subsection
4-202. In any case, the classification marking of a page shall not
supplant the classification marking of portions (subsection 4-202) of
the page marked with lower levels of classification.

4-104. Identification of classification authority

a. ldentification of a classification authority shall be shown on
the “Classified by” line prescribed under subsection 4-402 and shal
be sufficient, standing alone, to identify a particular official, source
document or classification guide.

(1) If all information in a document or material is classified as an
act of original classification, the classification authority who made a. Classification markings will be in letters larger than those
the determination shall be identified on the “classified by” line, on fhe rest of the page (except as provided in paragraphs 4-207b
unless the classifier is also the signer or approver of the documenhnd 4-305).

(see subsection 4-402he original classification authority must b. If it is not possible to mark classification in letters which
be shown in the “classified by” line when all information in the are larger than the rest of the text (for example, on covers of
document is based on an original classification decision. The  jocuments or graphics), apply classification ma’rkings in any

identity of the original classification authority will be shown, by manner that is immediately noticeable.
position title, regardless of whether the official is the signer or c. To promote reproducibility, classification and associated
approver of the document. markings will be applied in black or other dark ink. The use of

(2) If the classification of all information in a document or mate- red ink is discouraged.
rial is derived from a single source (for example, a source document
or classification guide), the “Classified by” line shall identify the 4-201. Marking components
source document or classification guide, including its date when The major components of some complex documents are likely to be
necessary to insure positive identification (see subsection 4-402)used separately. In such instances, each major component shall be
The date of the source document will be included in each instancemarked as a separate document in accordance with section | of this
(3) If the classification of information contained in a document or chapter. Examples include each annex, appendix, or similar compo-
material is derived from more than one original classification au- nent of a plan, program, or operations order; attachments and appen-
thority, or an original classification authority and another source, or dices to a memorandum or letter; and each major part of a report. If
from more than one source document, classification guide, or com-@n entire major component is unclassified, the first page of the
bination thereof, the “Classified by” line shall be marked “Multiple Component may be marked at the top and bottom with the designa-
Sources” and identification of all such authorities and sources shalltion "“UNCLASSIFIED” and a statement included, such as, "All
be maintained with the file or record copy of the document (seePortions of this (annex, appendix, etc.) are UNCLASSIFIED.
subsection 4-402)Whenever possible; the sources of classifica- When this method of marking is used. no further markings are
tion will be shown on all copies of the document. required on the unclassified major component.
(4) If an official with requisite (_:Iassification authority_ has be'e_n 4-202. Portion marking
designated by the head of an activity to approve security classifica- 5 "Each section, part, paragraph, or similar portion of a classified
tions assigned to all information leaving the activity, the title of that gocyment shall be marked to show the level of classification of the
designated official shall be shown on the “classified by” line. The jnformation contained in or revealed by it, or that it is unclassified.
designated official shall maintain records adequate to support deriv-portions of documents shall be marked in a manner that eliminates
ative classification actions (see subsection 4-402). doubt as to which of its portions contains or reveals classified
b. Guidance concerning the identification of the classification information. Classification levels of portions of a document, except
authority on electronically transmitted messages is contained in subas provided in subsection 4-204, shall be shown by the appropriate
section 4-207. classification symbol placed immediately following the portion’s
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letter or number, or in the absence of letters or numbers, immedi-conspicuously at the top and bottom of each page and on the outside
ately before the beginning of the portion.In marking sections, parts,of the front and back covers, if any, and an explanation of the basis
paragraphs, or similar portions, the parenthetical symbols “(TS)” for for the assigned classification shall be included on the document or
Top Secret,(S)” for Secret, “(U)" for Confidential, and “(IS)” for in its text.

unclassified, shall be used. When appropriate, the symbols “RD” for b. Portions of Documentsf a classified document contains par-
Restricted Data and “FRD” for Formerly Restricted Data shall be ticular portions that are unclassified when standing alone, but classi-
added, for example, “(S-RD)” or“(C-FRD).” In addition, portions fied information will be revealed when they are combined or
that contain Critical Nuclear Weapon Design Information (CNWDI) associated, those portions shall be marked as unclassified, the page
will be marked “(N)” following the classification, for example,“(S-  shall be marked with the highest classification of any information on
RD)(N).” or revealed by the page, and an explanation shall be added to the

b. Portion marking of DoD documents containing foreign govern- page, or to the document, to explain the classification of the combi-
ment information shall be in accordance with subsection 11-304. nhation or association to the holder. This method of marking also

c. lllustrations, photographs, figures, graphs, drawings, charts andmay be used if classified portions on a page, or within a document,
similar portions of classified documents will be clearly marked to Will reveal information of a higher classification when they are
show their classification or unclassified status. Such markings shallcombined or associated than when they are standing afmwe.
not be abbreviated and shall be prominent and placed within orments of documents that are classified because of compilation
contiguous to the portion. Captions of such portions shall be markedmust be portion marked.Two examples are shown below:
on the basis of their content alone by placing the symbol“(TS),” (1) (S) This is an example of a paragraph that is classified
“(S),” “(C),” or(U)" immediately preceding the caption. SE_CRET based on compilation. T_he lead-in contains an expla-

d. If, in an exceptional situation, parenthetical portion marking is nation of the added factor by which the subparagraphs, when
determined to be impracticable, the document shall contain a statec0mpiled, are classified higher than each individual sub-
ment sufficient to identify the information that is classified and the Paragraph. It also explains that all subparagraphs must be in-
level of such classification. Thus, for example, each portion of a cluded in a new document before the extraction is Secret.
classified document need not be marked separately if all portions are (8) (C) This portion standing alone is Confidential.
classified at the same level, provided a statement to that effect is () (C) This portion is also Confidential. -
included in the document. In the case of classified compilations, the (€) (U) This portion standing alone is Unclassified.
explanations required by subsection 4-203 meet this requirement. (d) (U) This portion is also Unclassified. However, when com-

e. When elements of information in one portion require different Pined with subparagraphs (a), (b), and (c) above, the compila-
classifications, but segregation into separate portions would destroyon IS Secret. . .
continuity or context, the highest classification required for any item _ (2) (C) This is an example of a paragraph that is classified
shall be applied to that portion or paragraph. (_Zonfldentlal by compilation. T_hls lead-in contains an explana_—

f. Waivers of the foregoing portion marking requirements may be {ion of the added factor by which three or more of the Unclassi-
granted for good cause. Any request by a DoD Component seniof € Subparagraphs, when combined, are Confidential. This
official (see subsections 13-301 and 13-302) for a waiver of portion Paradraph also explains that if only one or two of the sub-
marking requirements shall be submitted to the DUSD(P) and in- paragraphs are extracted, the extraction is Unclassified.
clude the following: (l) identification of the information or class of @ (V) Th!s portion Is Unclass!f!ed.
documents for which such waiver is sought; (2) detailed explanation () (U) This portion is Unclassified. .
of why the waiver should be granted; (3) the Component's judgment._{¢) (U) This portion, alone, ‘is Unclassified when extrac-
of the anticipated dissemination of the information or class of docu- ©€d-When combined with (a) and (b) above, this compilation is
ments for which the waiver is sought, and (4) the extent to which Confidential. . . . -
such information subject to the waiver may be a basis for derivative_ (4) (U) This portion is also Unclassified when extracted

classification. Waivers shall be granted only upon a written determi- S:?Snec'(\)’:/nh;g ticé’nmgnggn"f‘:ggnt&? or more of the above portions,
tion by the DUSD(P the desi f I T
nation by the (P) as the designee of the Secretary of Defense, c. Compilation Statemensss illustrated by the examples

that there will be minimal circulation of the specified documents or b ati tat ts:
information, and minimal potential usage of these documents ord olve,ocompllalg}n ds(zjaemen St' that . higher classifi
information as a source for derivative classification determinations; .. (1) 'I? .‘3 C?Ss't'ﬁ ocumen d ?h reqéjcljreg ? tlg E;L CtaSSI Ica-
or there is some other basis to conclude that the benefits of portio Irfmthlh Ir erll |fy_f_ et_renason and the added factor that causes
marking are clearly outweighed by the increased administrative bur- e2 'g e caSS|I|ca _|fc_> d d t that . lassificati
dens. The granting and revocation of portion marking waivers shall .( ) h an unclassiied document that requires classitication,
be reported to the Director of the ISOO by the DUSDR&quests will identify the reason and the added factor that causes the
for waivers will be forwarded through command channels to document to be classified. . .
HQDA (DAMI-CIS) WASH DC 20310-1051. (3) Will indicate the extent to which extractions from the
g. Documents, correspondence, text, and other human-reada- compilation can be made at the unclassified level.
ble output produced in a word processing mode on automated 4 504 Subjects and titles of documents

equipment will be marked with the overall and portion marking Subjects or titles of classified documents shall be marked with the
requirements of this regulation. Electronically transmitted re- appropriate symbol, “(TS),” “(S),” “(C),” or “(U)" placed immedi-
cord communications(as identified in paragraph 4-207) are also  ately following and to the right of the item. When applicable, other
SUbJeCt to these provisions. When portion marklng of human- appropriate Symb0|sl for examp|e’ “(RD)" Or“(FRD)”’ shall be ad-

readable output is not possible, i.e., the classification of particu-  ded. (Subjects or titles of documents should be unclassified, if
lar portions is dependent upon the input mix, the result of possible.)

system calculation, etc., such output is exempt from the portion

marking requirement, provided the overall and page marking 4-205. File, folder, or group of documents

requirements of paragraph 4-305 are met. A statement referring When a file, folder; or group of classified documents is removed
users to the source of classification and full address of the pro- from secure storage it shall be marked conspicuously with the

ponent will be included on the first page of the documents. highest classification of any classified document included therein or
shall-have an appropriate classified document cover sheet affixed.
4-203. Compilations These include: SF 703 (Orange Top Secret Cover Sheet), SF 704

a. DocumentsWhen classification is required to protect a compi- (Red Secret Cover Sheet), and SF 70S (Blue Confidential Cover
lation of unclassified information pursuant to subsection 2-211, the Sheet). Locally produced cover sheets may be used for classified
overall classification assigned to such documents shall be placednaterial requiring Special Access Program protection. Cover
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sheets will include a conspicuous classification marking and the  country of origin, with the appropriate U.S. classification markings
unclassified designate of the Special Access Program. Coveand the foreign language equivalent thereof (see appendix A).
sheets, including those for Special Access Programs, will not
contain classified data, nor be used to transfer or retire records. ~ 4—-209. Markings references and bibliographies

When references or bibliographies are included as part of a
4-206. Transmittal documents classified document, each document referenced or listed in the
A transmittal document, including endorsements and commebilsliography should clearly reflect the classification of the docu-
when such endorsements and comments are added to the basment listed. The following is an example of such a listing:
communication, shall carry on its face a prominent notation of the a. (U) AR 380-40, Policy for Safeguarding and Controlling
highest classification of the information transmitted by it, and a COMSEC Information, Confidential.
legend showing the classification, if any, of the transmittal docu- b. (U) AR 604-5, DA Personnel Security Program Regulation,
ment, endorsement, or comment standing alone. For example, amnclassified.
unclassified document that transmits as an attachment a classified
document shall bear a notation substantially as follows: “UNCLAS- Section 3
SIFIED WHEN SEPARATED FROM CLASSIFIED ENCLO- Markings on Special Categories of Material
SURE.” A transmittal document that remains classified when

separated from enclosure will be marked: “REGRADED (insert 4-300. General provisions
classification) WHEN SEPARATED FROM ENCLOSURES.” Security classification and applicable associated markings(see sub-
When it is practical to do so, classification markings on unclassi-  sections 4-103 and 4-310) assigned by the classifier shall be con-

fied transmittal documents should be cancelled when the docu-  spicuously stamped, printed, written, painted, or affixed by means of
ment are separated from classified enclosures. (See alsdag, sticker, decal, or similar device, on classified material other
paragraph 4-500 a.)Unclassified transmittal documents win not than paper copies of documents, and on containers of such material,

be portion marked. if possible. If marking the material or container is not practicable,
) ) written notification of the security classification and applicable asso-
4-207. Electronically transmitted messages ciated markings shall be furnished to recipients.The following pro-

a. The copy of a classified message (for example, DD Form 173, cedures for marking various kinds of material containing classified
Joint Messageform) approved for electronic transmission and main-information are not all inclusive and may be varied to accommodate
tained as the record copy shall be marked as required by subsectiothe physical characteristics of the material containing the classified
4-103 for other document@R 105-31 provides specific instruc-  jnformation and to accommodate organizational and operational
tions concerning where these markings will be placed on the DD requirements.

Form 173 by users of Army telecommunications centerspddi-
tionally, copies not electronically transmitted (such as, mail and 4-301. Charts, maps, and drawings
courier copies) shall be marked as required by subsection 4-103Charts, maps, and drawings shall bear the appropriate classification

b. The first item of information in the text of a classified elec- marking for the legend, title, or scale blocks in a manner that
tronically transmitted message shall be its overall classificaffon.  differentiates between the overall classification of the document and
classified electronically transmitted message is the version of the the classification of the legend or title itself. The higher of these
text as taken from the DD Form 173 all placed in procedural markings shall be inscribed at the top and bottom of each such
format; it is not the DD Form 173 itself.) Paper copies of classi- document. When folding or rolling charts, maps, or drawings would
fied electronically transmitted messages shall be marked at the togover the classification markings, additional markings shall be ap-
and bottom with the assigned classification. Portions shall pled that are clearly visible when the document is folded or rolled.
marked as prescribed herein for paper copies of documents. Wherpplicable associated markings shall be included in or near the
such messages are printed by an automated system, classificatiolegend, title, or scale blocks.
markings may be applied by that system, provided that page mark-
ings so applied are clearly distinguishable on the face of the docu4-302. Photographs, films, and recordings
ment from the printed text. Photographs, films (including negatives), recordings, and their con-

c. The originator of a classified electronically transmitted mes- tainers shall be marked to assure that a recipient or viewer will
sage shall be considered the accountable classifier under subsectidfiow that classified information of a specified level of classification
2-100. The highest level official identified on the message as theis involved. Where space is limited, the same abbreviations au-
sender or, in the absence of such identification, the head of thethorized for electronically transmitted messages may be used to
organization originating the message, is deemed to be the classifieindicate classification, downgrading, and declassification
of the message. Thus, a “classified by” line is not required on suchinstructions.
messages. The originator is responsible for maintaining adequate a. PhotographsNegatives and positives shall be unmarked,
records as required by paragraph 4-103 b. to show the source of awhenever practicable, with the appropriate classification designation
assigned derivative classification. and applicable associated markings. Roll negatives or positives may

d. The last line of text of a classified electronically transmitted be so marked at the beginning and end of each strip. Negatives and
message shall show the date or event for downgrading, if appropriPositives shall be kept in containers bearing conspicuous classifica-
ate, and the date or event for automatic declassification t§n markings. All prints and reproductions shall be conspicuously
“Originating Agency’s Determination Required,” by abbreviate@arked with the appropriate classification designation and applica-
markings from subsection 4-402. The foregoing is not required for ble associated markings on the face side of the print if possible.
messages that contain information identified as Restricted Data oMhen such markings cannot be applied to the face side, they may
Formerly Restricted Data. be stamped on the reverse side or affixed by pressure tape label,

e. Any document, the classification of which is based solely upon stapled strip, or other comparable means. (NOTE: When self-
the classification of the content of a classified electronically trans- processing film or paper is used to photograph or reproduce classi-
mitted message, shall cite the message on the “classified by” line offied information, all parts of the last exposure shall be removed

the newly created documerAlso indicate the date-time group, from the camera and destroyed as classified waste, or the camera
subject, and originating office or headquarters. shall be protected as classified.)

b. Transparencies and slidespplicable classification markings
4-208. Translations shall be shown clearly in the image area of each transparency or

Translations of U.S. classified information into a language other slide, if possible. In the case of a 35mm or a similar size transpar-
than English shall be marked to show the United States as thesncy or slide where the classification markings are not conspicuous
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unless projected on a screen, for example, the classification mark- (3) SF 708 (Blue Confidential Label)
ings also shall be marked on its border, holder, or frame. Duplicate (4) SF 710 Green Unclassified Label).
classification markings in image areas and on borders, holders, or b. Internal. ADP systems and word processing systems employ-
frames are required if there is any doubt that the image area marking such media shall provide for internal classification marking to
ings are not conspicuous enough to be seen when the transparencig@§sure that classified information contained therein that is repro-
or slides are not being projected. Other applicable associated markduced or generated, will bear applicable classification and associated
ings shall be shown in the image area, or on the border, holder, ofmarkings. An exception may be made by the DoD Component head,
frame, or in accompanying documentation. It is not necessary thaior designee, for the purpose of exempting existing word processing
each transparency or slide of a set of transparencies or slides beafstems when the internal classification and applicable associated
applicable associated markings when the set is controlled as a singlgharkings cannot be implemented without extensive system modifi-
document. In such cases, the first transparency or slide shall beagation, provided procedures are established to ensure that users and
the applicable associated markings. B S recipients of the media, or the information therein, are clearly ad-
_ €. Motion picture films and video tapeSlassified motion picture  vised of the applicable classification and associated markings. For
films and video tapes shall be marked at the beginning and end byapp systems, exceptions may be authorized by the DoD Compo-
titles bearing the appropriate classification markings. Applicable as-pent Designated Approving Authority or Authorities, designated
sociated markings shad be included at the beginning of such films,nqer DoD Directive 5200.28 (reference (h)). For purposes of these
or tapes. All such markings shall be visible when projected. Reelsexemption provisions, “existing systems” means word processing
and cassettes shall be marked with the appropriate classification andnq App systems already acquired, or, in the case of associated
kept in container_s bearing conspicuous classification and applicable, ;omated information systems, those for which the life cycle man-
associated markings. _ _ _ agement process has already progressed beyond the“definition/de-
d. Recordings.Sound, magnetic, or electronic recordings shall gign» phase as set forth in DoD Directive 7920.1 (reference (t).
contain at the beginning and end a clear statement of the assignegequirements for the security of nonremovable ADP storage media
classification that will provide adequate assurance that any listenery g clearance or declassification procedures for various ADP stor-

or viewer will know that classified information of a specified level age media are contained in DoD 5200.28-M (reference (i).
is involved. Recordings shall be kept in containers or on reels that

bear conspicuous classification and applicable associated markingsy_305. pocuments produced by ADP equipment

e. Microforms.Microforms are images, usually produced photo- The first page, and the front and back covers, if any, of documents
graphically on transparent or opaque materials, in sizes too Sma”_toproduced by ADP equipment shall be marked as prescribed in sub-
be read by the unaided eye. Accordingly, the assigned securitysection 4-200. Interior pages also shall be marked as prescribed in

classification and abbreviated applicable associated markings shalk,psection 4-200 except that the classification markings of interior
be conspicuously marked on the microform medium or its container,

. . ages of fanfolded printouts may be applied by the ADP equipment.
so as to be readable by the unaided eye. These markings shall al I I i h b h
be included on the image so that when the image is enlarged an veral pages, as We” as porions, paragrapns, subparagrapns,

. k ically with their classificati
displayed or printed, the markings will be conspicuous arﬂﬁc’ may be marked automatically with their classification (i.e.,

. . > . e automated information system (AIS) has a feature that pro-
reac_iable.Suc_:h markmg will be accomplished as appropriate for theduces the markings). Automated markings on output must not
particular microform involved. For example, roll film microforms

(or roll microfim employing 16, 35, 70, or 105 mm films) may be relied upon to be accurate unless the security features and

. ; . .9 assurances of the AIS meet the requirements for a minimum
generally be marked as prowdeud for roll mot|9’n picture film in security class Bl as specified in DoD 5200.28-STD (reference
para_graph 4-302 c. _and decks of "aperture cards may be marked_a h)). When the application of associated markings prescribed by
provided in subsection 4-303 fo_r decks_ of automatic d_ata Processin nsection 4-103 by the ADP equipment is not consistent with
punched cards. Whenever possible, microfiche, microfilm strips, and

X . . . . economical and efficient use of such equipment, such markings may
microform chips shall be marked in accordance with this paragraph.be applied to a document produced by ADP equipment by superim-

4-303. Decks of ADP punched cards posing upon the first page of such document a “Notice of Declas-
When a deck of classified ADP punched cards is handled andSification Instructions and Other Associated Markings.” Such notice
controlled as a single document, only the first and last card requireShall include the date or event for declassification or the notation
classification markings. An additional card shall be added (or the ‘Originating Agency’s Determination Required” or “OADR” and all
job control card modified) to identify the contents of the deck and Other such applicable markings.the B1 standard above is not

the highest classification therein. Such additional card shall includeMet, but automated controls are used, all output will be pro-
applicable associated markings. Cards removed for separate procesiected at the highest classification level of the information han-
ing or use and not immediately returned to the deck shall be pro-dled by the AIS until manually reviewed by an authorized
tected to prevent compromise of any classified informatidterson. The output will then be marked with the highest level of
contained therein, and for this purpose shall be marked individually actual contents before disseminationlf individual pages of a

as prescribed in subsection 4-200. document produced by ADP equipment are removed or reproduced

for distribution to other users, each such page or group of pages
4-304. Removable ADP and word processing storage shall be marked as prescribed in subsection 4-103 or by superimpos-
media ing upon each such page or group of pages, a copy of any “Notice

a. External.Removable information storage media and devices, of Declassification Instructions and Other Associated Markings” ap-
used with ADP systems and typewriters or word processing sys-plicable to such page or group of pagébe same abbreviations
tems, shall bear external markings clearly indicating the classifica-authorized for electronically transmitted messages may be used
tion of the information and applicable associated markings. Includedon ADP printouts. The abbreviated instructions may be printed
are media and devices that store information recorded in analog oat the bottom of the first page or title page, or in a similar
digital form and that are generally mounted or removed by the usersconspicuous place immediately below or adjacent to the classifi-
or operators Examples include magnetic tape reels, cartridges, andation markings. Subsequent pages will also reflect the overall
cassettes; removable discs, disc cartridges, disc packs and diskettestassification marking of the first page.
paper tape reels, and magnetic cafidge following labels will be
used to indicate the classification of magnetic computer tape  4-306. Material for training purposes

reels and other ADP media: In using unclassified documents or material to simulate classified
(1) SF 706 (Orange Top Secret Label) documents or material for training purposes, such documents or
(2) SF 707 (Red Secret Label) material shall be marked clearly to indicate the actual unclassified
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status of the information, for example, “(insert classification desig- page shall be canceled, and the new classification markings, if any,
nation) for training, otherwise unclassified” or “UNCLASSIFIED shall be substitutedvhen Information on microform is

SAMPLE.” regraded, the markings on the microform itself will not be up-
dated. Rather, the markings on the microform container will be
4-307. Miscellaneous material updated. Procedures will be established locally to ensure that

Documents and material such as rejected copy, typewriter ribbonsmarkings are entered promptly on all enlarged copies.

carbons, and similar items developed in connection with the han- ) o o

dling, processing, production, and use of classified information shall4—401. Applying derivative declassification dates _ _

be handled in a manner that assures adequate protection of the & New material that derives its classification from information
classified information involved and destruction at the earliest practi- classified on or after August 1, 1982, shall be marked with the
cable time (see section 2, Chapter V). Unless a requirement exists tg€classification date, event, or the notation “Originating Agency’s

retain this material or documents for a specific purpose, there is noP€t€rmination Required” or “OADR” assigned to the source

need to mark, stamp, or otherwise indicate that the information isnformation. ) o _ . i
classified. b. New material that derives its classification from information

classified prior to August 1, 1982, shall be treated as follows:
4-308. Special Access Program documents and material (1) If the source material bears a declassification date or event,
Additional markings as prescribed in directives, regulations and that date or event shall be carried forward to the new material
instructions relating to an approved Special Access Program shall be (2) If the source material bears no declassification date or event,
applied to documents and material containing information subject to©F béars an indeterminate date or event such as “Upon Notification
the special access program. Such additional markings shall not serv@Y Originator,” “Cannot Be Determined,” or “Impossible to Deter-
as the sole basis for continuing classification of the documents orMine.” or is marked for declassification review, the new material

material to which the markings have been applied. When appropri-Shall be marked with the notation “Originating Agency’s Determina-
ate, such markings shall be excised to ease timely declassh‘icationt,Ion Required” or OADR ; or . .
(3) If the source material is foreign government information bear-

downgrading, or removal of the information from special control ing no date or event for declassification or is marked for declas-
procedures(See chapter XlI of this regulation, DoD Directive )

ification review, the new material shall be marked with the notation
?sa%E;)?én%R(bigg;)s)Sl and DA Pamphlet 380-381 (referenceS?Originating Agency’s Determination Required” or “OADR.”

c. New material that derives its classification from a classifica-
tion guide issued prior to August 1, 1982, that has not been updated
to conform with this Regulation shall be treated as follows:
| (1) If the guide specifies a declassification date or event, that
Jate or event shall be applied to the new material; or

(2) If the guide specifies a declassification review date, the nota-
tion “Originating Agency’s Determination Required” or “OADR”
shall be applied to the new material.

4-309. Secure telecommunications and information

handling equipment

Applicable classification or Controlled Cryptographic Item(CC
markings shall be applied to secure telecommunications and infor-
mation handling equipment or associated cryptographic components
Safeguarding and control procedures for classified and CCI equip-
ment and for safeguarding COMSEC facilities are contained in

references (v), (w), (x), (eee), (fff, (ggg), and (hhh). 4-402. Commonly used markings
) ) Each classified document is marked on its face with one or more of
4-310. Associated markings the following markings:

Other applicable associated markings required for documents by 5 Original Classification.The following markings are used in
subsection 4-103 shall be accomplished as prescribed in this sectiogriginal classification(paragraph 4-103 a.):
or in any other appropriate manner.

Classified by __ (See Note 1)

Section 4 _ ) ) Declassify on __ (See Note 2)
Classification Authority, Duration, and Change in Message Abbreviation.
Classification Markings DECL __ (See Note 3)
o . . b. Derivative ClassificationThe following markings are used in
4-400. Declassification and regrading marking derivative classification (paragraph 4-103 b.):
procedures
When classified information is downgraded or declassified in ac- Classified by _ (See Note 4)
cordance with the assigned downgrading or declassification mark- Declassify on (See Note 5)
ings, such markings shall be a sufficient notation of the authority for Message Abbreviation:
such action. Whenever classified information is downgraded or de- DECL ___ (See Note 3)

classified earlier than originally scheduled, or upgraded, the material ¢, Downgrading. The following marking is used to specify a
shall be marked promptly and conspicuously to indicate the changedowngrading(paragraphs 4-103 a. and 4-103 b.):

the authority for the action, the date of the action and the identity of

the person taking the action. In addition, except for upgrading (see Downgrade to___on__ (See Note 6)

subsection 4-403), prior classification markings shall be canceled, if Message Abbreviation:

practicable, but in any event those on the cover (if any) and first DNG/__/__ (See Note 7)

Note 1: Insert identification (position title) of the original classification authority. This line may be omitted if the original classification authority is also the signer or
approver of the document. The identity of the original classification authority will be entered on the “Classified by” line, regardless of whether the of ficial is
the signer or approver of the document.

Note 2: Insert the specific date, an event certain to occur, or the notation “Originating Agency’s Determination Required” or “OADR.”
Note 3: Insert day, month, and year for declassification, for example, “6 Jun 90,” an event certain to occur, or “OADR.”

Note 4: Insert identity of the single security classification guide, source document, or other authority for the classification. If more than one such source is applicable,
insert the phrase “Multiple Sources.”

Note 5: Insert the specific date or event for declassification or the notation “Originating Agency Determination Required” or “OADR.” When multiple sources are used,
either the most remote date or event for declassification marked on the sources or, if present on any source, the notation “Originating Agency’s Determination
Required” or “OADR” is applied to the new document.

Note 6: Insert Secret or Confidential and specific date or event, for example, “Downgrade to CONFIDENTIAL on 6 July 1988.”
Note 7: Insert “S” or “C” to indicate the downgraded classification and specific date or event, for example, “DNG/C/6 Jun 87.”
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d. There is no requirement for adding declassification instructions 4-502. Formerly Restricted Data
on documents with Restricted Data or Formally Restricted Data Classified documents or material containing Formerly Restricted
markings (see paragraph 4-102 c., and subsections 4-501 and 4pata, as defined in Section 142.d, Atomic Energy Act of 1954, as

502). Except for electronically transmitted messages, only a com-amended (reference (g)), but no Restricted Data, shall be marked as
pleted “Classified by” line is added to documents so marked. follows:

e. Electronically transmitted messages do not require a “Clas-

sified by” line (see paragraph 4-207 c.). FORMERLY RESTRICTED DATA
f. DoD 5200.1-PH (reference (yy)) provides additional marking
guidance. Unauthorized disclosure subject to administrative and criminal sanc-

g. When portions of a document are to be declassified or tions. Handle as Restricted Data in foreign dissemination.Section
downgraded earlier than the date shown on the front of the 144.b, Atomic Energy Act, 1954.
document, originators must indicate what information in inte-
rior portions is eligible for earlier declassification or downgrad- 4-503. Intelligence sources or methods Information

ing. a. Documents that contain information relating to intelligence
4-403. Upgrading sources or methods shall include the following marking unless oth-

When material is upgraded it shall be promptly and conspicuouslyerwise prescribed by DoD lInstruction 5230.22 (reference (u)):
marked as prescribed inflection 4-400 except that in all such casesW'L\R’\ll_N(_3 NOTICE—Intelllgencg Sources or Methodg Involved.
b. Existing stamps or preprinted labels containing the caveat

the old classification markings shall be canceled and new markings X . .
“Warning Notice Intelligence Sources and Methods Involved” may

substituted. | )
be used on documents created on or after the effective date of this

4-404. Limited use of posted notice for large quantities of Regulation until replacement is required. Any replacement or addi-

material tional stamps or labels purchased after the effective date of this

a. When the volume of material is such that prompt remarking of Regulation shall conform to the wording of paragraph a., above.
each classified item cannot be accomplished without unduly inter- c¢. The following additional caveats prescribed by AR 381-1
fering with operations, the custodian may attach downgrading and(DoD Instruction 5230.22 (reference (u)) will be used on intelli-
declassification notices to the storage unit instead of the remarkinggence information, under the conditions specified for each in the
required by subsection 4-400. Each notice shall specify the authorityregulation:
for the downgrading or declassification action, the date of the ac- (1) NOFORN (Not Releasable to Foreign Nationals)

tion; and the _st_orage unit to which it applies. ) (2) ORCON (Dissemination and Extraction of Information
b. When individual documents or materials are permanently with- cqnirolled by Originator)

drawn from storage units, they shall be remarked promptly as pre- 3) NOCONTRACT (Not Releasable to Contractors/Consult-
scribed by subsection 4-400. However, when documents ts)

materials subject to a downgrading or declassification notice are . . .

withdrawn from one storage unit solely for transfer to another, or a (4) PROPIN (Ce}utlon—Proprletary Informatlon Involved) .
storage unit containing such documents or materials is transferred (5) REL (Authorized for Release to (insert name of foreign
from one place to another, the transfer may be made with&QHNtry(ies)).

remarking if the notice is attached to or remains with each shipment. ]
4-504. COMSEC material

Section 5 Before release to contractors, COMSEC documents will indicate on

Additional Warning Notices the title page, or first page if no title page exists, the following
notation: “COMSEC Material—Access by Contractor Personnel Re-

4-500. General provisions stricted to U.S. Citizens Holding Final Government Clearance.” This

a. In addition to the marking requirements prescribed in subsec- notation shall be placed on COMSEC documents or material when
tion 4-103, the warning notices prescribed in this section shall beoriginated and when release to contractors can be anticipated. Other
displayed prominently on classified documents or materials, whenCOMSEC documents or material shall be marked in accordance
applicable. In the case of documents, these warning notices shall bjth National COMSEC Instruction(NACSI) 4003 (reference (eee)).
marked conspicuously on the outside of the front cover, or on thesee AR 380-40 and TB 380-41(reference (vfjoreign dissemina-

first page if there is no front cover. Transmittal documents, includ- tion of COMSEC information is governed by NCSC Policy Direc-
ing those that are unclassified (subsection 4-206), also shall beagye 6 (reference (w)).

these additional warning notices, when applicable. In addition, ab-
breviated forms of the notices set forth in subsections 4-501, 4-5024_505. Dissemination and reproduction notice

and 4-503 shall _be mcl_ude_d in_ portion marklng_s, as appl'cable'Classified information that the DoD originator has determined to be
F'L:rtlreg, thelvxaarglng Inotlce In subse_ctlon_ 4-503, in its shorﬁ fotglm, subject to special dissemination or reproduction limitations shall
shall be nclude at least once on interior pages, as applicable. ey de, as applicable, a statement or statements on its cover sheet,
b. _When d_|splay_of warning notices on other mate_rlals IS NOt ¢ page, or in the text, substantially as follows: “Reproduction
possible, their applicability to the information shall be included in requires approval of originator or higher DoD authority” and/or
the written notification of the assigned classffication. “Further dissemination only as directed by (insert appropriate office

4-501. Restricted Data or official) or higher DoD authority.”

Classified documents or material containing Restricted Data as de- .
fined in the Atomic Energy Act of 1954, as amended (reference (g)4—206- Other notations

and AR 380-150 (reference (y)), shall be marked as follows: Other notations of restrictions on reproduction, dissemination or
extraction of classified information may be used as authorized by

RESTRICTED DATA DoD Directive C-5200.5, DoD Instruction 5230.22, DoD Directive

5210.2, DoD Directive 5100.55, DoD Directive 5200.30, Joint Ar-

This material contains Restricted Data as defined in the Atomic my-Navy-Air Force Publication 119, DoD Directive 5230.24, and

Energy Act of 1954. Unauthorized disclosure subject to administra- NACSI 4003 (references (x), (u), (y), (2), (q), (aa), (ww), and (eee)
tive and criminal sanctions. respectively).
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Section 6 forced entry. (See paragraph 5-102d for information on ap-

Remarking Old Material proved outdoor security padlocks.)
b. Is the only padlock approved for use with locking bar type
4-600. General containers. (Due to this vulnerability to the use of force, locking

a. Documents and material classified under E.O. 12065 (refer- bar-type containers are restricted to storage of information clas-
ence (cc)) and predecessor E.Os. that are marked for automatisified no higher than Confidential, unless situated in a vault or
downgrading or automatic declassification on a specific date oralarmed area)
event shall be downgraded and declassified pursuant to such mark- . ) .
ings. Declassification instructions on such documents or material>-102. Storage of classified information
need not be restated to conform with subsection 4-202. (See als¢/assified information that is not under the personal control and
subsection 4-400). Information extracted from these documents Orobservatlon of an authorized person, will be gu'arded or stored in a
material for use in new documents or material shall be marked for|°Cked security container as prescribed below:

L R : a. Top SecretTop Secret information shall be stored in:
Zfelccl)agssblflcatlon on the date specified in accordance with paragraph (1) A safe-type steel file container having a built-in, three-posi-

b D ¢ d terial classified und f dtion, dial-type combination lock approved by the GSA or a Class A
- Documents and material classified under reference (cc) andy it or vault type room that meets the standards established by the
predecessor E.Os. that are not marked for automatic downgrading of,aaq of the DoD Component concern@ge Army standards in

automatic declassification on a specific date or event shall not beappendix H). When located in buildings, structural enclosures, or

downgraded or declassified without authorization of the originator. yiner areasn the United States supplemental controls are man-
Declassification instructions on such documents or material need nofyaory if: ’

be restated to conform with subsection 4-202. Information extracted (3)" The area isnot under U.S. Government contr@s defined
from these documents or material for use in new documents orin paragraph 1-321.1), or if the area does not meet the struc-
material shall be marked for declassification upon the determinationtyra| standards of appendix H.

of the originator, that is, the “Declassify on” line shall be completed (b) In such casesthe storage container vault, or vault-type room
with the notation “Originating Agency’s Determination Required” or must be protected by an alarm system or guafdeg supplemen-

“OADR” in accordance with paragraph 4-103 b. tal controls are required) during nonoperating hours.

) o . (2) An alarmed area, provided such facilities are adjudged by the
4-601. Earlier declassification and extension of local responsible official to afford protection equal to or better than
classification that prescribed in a.l., abov€oordinate with the Chief, Intelli-

Nothing in this section shall be construed to preclude declassifica-gence Materiel Activity (IMA), (AMXIM-PS), Fort Meade, MD

tion under Chapter Il or subsequent extension of classification 20755-5313, for evaluation of protection “equal to or better.”

under subsection 2-302. When an alarmed area is used for the storage of Top Secret materi-
al, the physical barrier must be adequate to prevent(a) surreptitious
removal of the material, and (b) observation that would result in the
compromise of the material. The physical barrier must be such that

Chapter V forcible attack will give evidence of attempted entry into the area.
Safekeeping and Storage The alarm system must provide immediate notice to a security force
of attempted entrylf a security force is not capable of respond-
Section 1 ing in 5 minutes or less, the area must be continuously occupied
Storage and Storage Equipment by at least two persons whose principal duty is access control
into and out of the alarmed area. Alarm system response time
5-100. General policy when under two-person control must not exceed 15 minutes. If

Classified information shall be stored only under conditions ade-these conditions cannot be met, then alarmed-area storage of
quate to prevent unauthorized persons from gaining access. Thé_Op Secret material will not be permitted.Under field COﬂditiOﬂS,
requirements specified in this Regulation represent the minimumthe field commander will prescribe the measures deemed adequate
acceptable security standards. DoD policy concerning the use of0 meet the storage standards contained in a. |. and 2., abenes
force for the protection of property or information is specified in ©f HQDA agencies and MACOM commanders or their

DoD Directive 5210.56 (reference (ddMems having only mone- designees may approve use of alarmed areas. Approvals will be
tary value (such as cash, precious metals, jewelry, narcotics, and N Writing. , , , ,

so forth) will not be stored in vaults, security containers, or (3) For Top Secret information stored outside the United
areas designated for storage of classified information or States, one or more of the following supplemental security con-

trols is required:
(a) The area that houses the security container or vault will
be subject to the continuous protection of guard or duty

material.

5-101. Standards for storage equipment -
The GSA establishes and publishes minimum standards, specificapersorge’d g L will h _

tions, and supply schedules for containers, vault doors, alarm sys- .( ) Guar ﬁr tulty ptersonne wi |2nshpect _t e securty con-
tems, and associated security devices suitable for the storage an@l?cirT%reV:;cur?t iiita?r?:reofv\i%lt W”?uer’ c(())rntrolle d by an
protection of classified information. Heads of DoD Components alarm system to \yvhich a force will respond in person with)i/n 15
may establish additional controls to prevent unauthorized aCCesSp . oc
Security f'.".ng pablnets conforming to.federal spemﬂcanpns bear a b. Se.cret and ConfidentiaBecret and Confidential information
Test 'Certlflcatlp_n_ Label on the Ipcklng drawer, attesting to the shall be stored in the manner prescribed for Top Secret; or in a
security capabilities of the container and lock. (On some OlderClass B vault, or a vault-type room, strong room, or secure storage
cabinets the label was affixed on the inside of the locked drawer o méets the standards préscribed by th‘e head of the DoD
compartment.) Cabinets manufactured after February 1962 'nd'cate(:omponent' or, until phased out, in a steel filing cabinet having a
“General Services Administration Approved Security Container” o '

. built-in, three-position, dial type combination lock; or, as a last
the outside of the top draweithe GSA-approved changeable  oqort an existing steel filing cabinet equipped with a steel lock bar,

combination padlock built to Federal Specification FF-P110 ,qoyided it is secured by a GSA-approved changeable combination

(Sargent and Greenleaf Model 8077A), is intended for use only  paglock(the padiock described in subsection 5-101 will be used).

as an indoor or sheltered area reusable seal.This padiock: In this latter instance, the keeper or keepers and staples must be
a. Is not intended for use outdoors, or to protect against  secured to the cabinet by welding, rivets, or peened bolts and DoD
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Components must prescribe supplementary controls to prevent un
authorized accesSecret material may be stored in such cabinets
only when the container is situated in a vault or alarmed area
(see subsection 5-101). Heads of HQDA agencies and MACOM
commanders may delegate authority to approve exceptions to
the storage standards in appendix H. Exceptions will be made,
in writing, only if the protection provided at least equivalent to
that provided by equipment meeting the referenced standards.
Proposed exceptions should be coordinated with the Chief, IMA.

c. Specialized security equipment:

(1) Field safe and one-drawer containéne-drawer field safes,
and GSA-approved security containers are used primarily for stor-

age of classified information in the field and in transportable assem-
blages. Such containers must be securely fastened or guarded to

prevent their theft.
(2) Map and plan file.A GSA-approved map and plan file has

been developed for storage of odd-sized items such as compute

cards, maps, and charts.

d. Other storage requirementStorage areas for bulky material
containing classified information, other than Top Secret, shall have
access openings secured by GSA-approved changeable combinati
padlocks (federal specification FF-P110 series) or key-operated pad
locks with high security cylinders (exposed shackle, military specifi-

cation P-43951 series, or shrouded shackle, military specification P-

43607 serie®)y the key-operated locking device covered by mili-
tary specification L-29151(YD).

(1) When combination padlocks are used, the provisions of sub-
sections5-101 and 5-104 apply.

(2) When key-operated high security padlocklcking
devices(MIL-L-29151(YD)) are used, keys shall be controlled as
classified information with classification equal to that of the infor-
mation being protected and:

(@) A key and lock custodian shall be appointed to ensure proper

custody and handling of keys and locks;
(b) A key and lock control register shall be maintained to identify
keys for each lock and their current location and custody;
(c) Keys and locks shall be audited each month;
(d) Keys shall be inventoried with each change of custodian;
(e) Keys shall not be removed from the premises;

o

{reference (sss)) provides additional information to assist the
security manager in achieving that end.

5-103. Procurement and phase-in of new storage
equipment

a. Preliminary surveyDoD activities shall not procure new stor-
age equipment until:

(1) A current survey has been made of on-hand security storage
equipment and classified records; and

(2) Based upon the survey, it has been determined that it is not
feasible to use available equipment or to retire, return, declassify or
destroy enough records on hand to make the needed security storage
space available.
b. Purchase of new storage equipmeNew security storage
equipment shall be procured from those items listed on the GSA
Federal Supply Schedule. Exceptions may be made by heads of
oD Components, with notification to the DUSD(R)nder no
condition will new locking bar containers be fabricated from
either existent old steel containers or newly procured steel con-
tainers as a means of circumventing the intent of this para-
raph. Requests for exceptions will be forwarded through
command channels to HQDA (DAMI-CIS), WASH DC 20310-
1051.

c. Nothing in this chapter shall be construed to modify existing
Federal Supply Class Management Assignments made under DoD
Directive 5030.47 (reference (ee)).

5-104. Designations and combinations

a. Numbering and designating storage faciliti@here shall be
no external mark as to the level of classified information authorized
to be stored therein. For identification purposes each vault or con-
tainer shall bear externally an assigned number or symbol.

b. Combinations to containers.

(1) Changing.Combinations to security containers shall be
changed only by individuals having that responsibility and an appro-
priate security clearancéhe Chief, IMA, (AMXIM-PS), Ft.
Meade MD 20755-5313, will furnish information on the proper
methods of changing combinations upon request. The request
should include the type of equipment and any problems encoun-
tered. Combinations shall be changed:

() Keys and spare locks shall be protected in a secure container; (a) When placed in use;

(g) Locks shall be changed or rotated at lease annually, and shal
be replaced upon loss or compromise of their keys;

(h) Master keying is prohibitednless required by another reg-
ulation or maintained under a two-person control system;

(i) Any one of the nine high-security padlock hasps designed
to MILSPEC-H-43905 should be used (when available through
channels, a new, Navy-designed hasp which encloses the padlock
should be used in high-security applications; it enhances secu-
rity by affording the lock greater protection from attack by
force); and

() Chain, when required, should be used only with the ex-
posed 1/2-inch-diameter shackle padlock, MILSPEC-P-43951.

I (b) Whenever an individual knowing the combination no longer
requires access;

(c) When the combination has been subject to possible
compromise;

(d) At least annually;

(e) When taken out of service. Built-in combination locks shall
be reset to the standard combination 50-25-50; combination pad-
locks shall be reset to the standard combination 10-20-30; or

(f) Every 6 months when NATO information is stored in the
security container.

(2) Classifying combinationsThe combination of a vault or con-
tainer used for the storage of classified information shall be assigned

Use 3/8-inch trade-size, tool-resistant, case-hardened security security classification equal to the highest category of the classi-

chain or 3/8-inch trade-size, grade 80 alloy steel chain conform-
ing to Federal specification RR-C-271 or NACM specification.

(3) Additional security safeguards to be applied under these
storage requirements will be in compliance with paragraphs 5-
102 a or b and guidance found in appendix H, part Il

e. ConsiderationsPerfect or absolute security is always the
goal, but a state of absolute security can never be attained. No
object is so well protected that it cannot be stolen, damaged,
destroyed, or observed by unfriendly eyes. Therefore, the first
step in developing physical security measures for the facility,
installation, post, etc., is to assess the threat to the information
or material to be protected. Then, based upon the threat, insti-
tute appropriate physical security measures designed to make
access so difficult that an intruder will hesitate to attempt pene-
tration, or to provide for the intruder's apprehension should he
or she be successful. Physical security must be built on a system
of defense in depth or upon accumulated delay time. FM 19-30
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fied information authorized to be stored therein.

(3) Recording storage facility data record shall be maintained
for each vault, secure room, or container used for storing classified
information, showing location of the container, the names, home
addresses, and home telephone numbers of the individuals having
knowledge of the combination. Standard Form 700, “Security Con-
tainer Information” shall be used for this purpogEhe Standard
Form 700 replaces DA Form 727Use of this Standard Form is
required when existing supplies of similar purpose forms are ex-
hausted or by September 30, 1986, whichever occurs ea#ier).
current record for all security containers, vault doors, and pad-
lock combinations will be kept on Standard Form 700.

() Complete Part 1 and Part 2A, SF 700. (Include the name
and signature of the person making the combination change in
Item 9, Part 1.)

(b) Part 1, SF 700 will be posted on the inside of the lock
drawer of the security container.
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(c) Parts 2 and 2A, SF 700 will be marked with the highest removal of each container drawer and inspection of the interior

classification of material stored in the container. to ensure that all papers and other materials have been removed
(d) Part 2A, SF 700 will be detached and inserted in the and the container is completely empty.

envelope. (Part 2A, SF 700 used to record a Top Secret combi-

nation win be accounted for in the same manner as other Top  Section 2

Secret documents, except that a DA Form 969 (Top Secret Doc- Custodial Precautions

ument Record) is not required (since the Top Secret information

would not be disclosed to personnel handling the sealed enve- 5-200. Responsibilities of custodians

lope). Upon change of a Top Secret combination, the old Part a. Custodians of classified informatigne., any individual pos-
2A is automatically declassified, and may be deleted from the ~ Sessing classified materialshall be responsible for providing pro-
Top Secret register (or DA Form 3964). tection and accountability for such information at all times and for

(e) Only Part 1, SF 700 need be completed for security con- locking classified information in appropriate security equipment

tainers storing two-person control material. Parts 2 and 2A need ~ Whenever it is not in use or under direct supervision of authorized
be used only if there is a specific need for recording the Persons. Custodians shall follow procedures that ensure that un-

combination. authorized persons do not gain access to classified information.

(4) DisseminationAccess to the combination of a vault or con-  P- Only the head of a DoD Component, or single designee at the
tainer used for the storage of classified information shall be gramedheadq_uartt_ers and major command levels, may authorize removal of
only to those individuals who are authorized access to the classifiecclassified information from designated working areas in off-duty
information stored therein. hours, for work at home or otherwise, provided that a GSA-ap-

c. Electrically actuated lock<Electrically actuated locks(for ex- proved security container is furnished and appropriate regulations

ample, cypher and magnetic strip card locks) do not afford the o_therwise provide for the ma>§imum protection possible under the
i circumstances. (See also section 3, chapter VHg Secretary of

4he Army, the Under Secretary of the Army, the Assistant Sec-
retaries of the Army, Chief of Staff, Vice Chief of Staff, the
5-105. Repair of damaged security containers or vault Director of the Army Staff, heads of Army Staff agencies, and
doors MACOM commanders have the authority to remove classified
Neutralization of lock-outs or repair of any damage that affects the information under the above arrangements when an operational
integrity of a security container or vault door approved for storage requirement exists. Any such arrangements approved before the
of classified information shall be accomplished only by authorized effective date of this Regulation shall be reevaluated and, if contin-
persons who are cleared or continuously escorted while so engagedied approval is warranted, compliance with this paragraph is neces-

a. A GSA-approved security container or vault door is considered Sary. Security managers for the above Army officials will
to have been restored to its original state of security integrity if: determine whether arrangements currently exist, develop and

(1) All damaged or altered parts (for example, locking drawer, Maintain attendant records, and reverify the need for the ar-
and drawer head) are replaced; or rangement. All arrangements will be reverified annually and

(2) When a container or vault door has been drilled immediately UPOn @ change in the occupant of the position.
adjacent to or through the dial ring to neutralize a lock-out, the C- The removal of classified information after hours by per-
replacement lock is equal to the original equipment, and the drilledSONs other than the above authorities, must be approved in
hole is repaired with a tapered, hardened tool-steel pin, or a steefdvance, in writing by one of the above Army officials. A bona-
dowel, drill bit, or bearing with a diameter slightly larger than the fide operational requirement for short-term or overnight storage
hole and of such length that when driven into the hole there shallof classified information must exist for consideration of such
remain at each end of the rod a shallow recess not less than I/8 incFeduests.This authority may not be delegated, except to individ-
nor more than 3/16 inch deep to permit the acceptance of substantidf@!S acting in an official's absence. The following requirements
welds, and the rod is welded both on the inside and outside surface@PPIY: _ o
The outside of the drawer head or vault door shall then be puttied, (1) Requests will be handled individually; blanket requests
sanded, and repainted in such a way that no visible evidence of thavill not be considered. Personal convenience is not justification
hole or its repair remains on the outer surface after replacement ofor approval. _ _

b. GSA-approved containers or vault doors that have been drilled"€quirement exists and there are adequate safeguards for the
in a location or repaired in a manner other than as described inmaterial (a GSA-approved security container will be paced
paragraph a., above, will not be considered to have been restored tyhere after-hours work is to be performed).
their original state of security integrity. The Test Certification Label ~ (3) Top Secret SCI, and/or SAP materials will not be re-
on the inside of the locking drawer and the“General Services Ad-Mmoved under any circumstances. _ ) _
ministration Approved Security Container” label, if any, on the  (4) Signature accountability is required for all information
outside of the top drawer shall be removed from such containersémoved (a DA Form 3964 is not required, but recommen-

c. If damage to a GSA-approved security container or vault door ded).Reconciliation Qf material is required upon its return.
is repaired with welds, rivets, or bolts that cannot be removed and (5) Procedures will be established to ensure the return of
replaced without leaving evidence of entry, the cabinet or vault is classified information in the event of emergencies, such as death,
limited thereafter to the storage of Secret and Confidential material.hospitalization, or extended absence from duty (more than 30

d. If the damage is repaired using methods other than thosedays). o ) , ) ,
vault will be limited to unclassified material and a notice to this arrangement, but returned to the regular work site as soon as
effect will be permanently marked on the front of the container or POSSible. - ] ) )
vault door. (See appendix | for information on preventive mainte-  (7) Army approval authorities will reverify the need for exist-

nance for security containers.) ing arrangements annually. _ o

(8) Security managers will establish and maintain records of
5-106. Turn-In or transfer of security equipment individuals so authorized.
In addition to having combinations reset before turn-in(see par- (9) Approvals granted prior to the effective date of this regu-

agraph 5-104b.1.(e) above), security equipment will be inspected lation are void. Existing arrangements will be reevaluated
before turn-in or transfer to ensure that classified material is within 90 days in accordance with the provisions of this
not left in the container. The turn-in procedure will include regulation.
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d. The protection of classified information is the responsibil-
ity of each person who has knowledge of the material, regardless
of how it was obtained. Security regulations do not guarantee
protection and cannot be written to cover all situations.Basic
security principles, common sense, and a logical interpretation
of the regulations must be applied; Collecting, obtaining, recor-
ding, or removing for any personal use whatsoever of any mat-

(3) Containers not opened during a work-day will be checked
and the action recorded as in 5-202 a. 2, above.

(4) Notations will also be made on SF 702 if containers are
opened after hours, on weekends, and on holidays, as provided
above.

(5) It is recommended the SF 702 be retained at least 24
hours following the last entry.

b. Reversible “OPEN-CLOSED” or “OPEN-LOCKED” signs
will be used on each security container or vault in which classi-
5-201. Care during working hours fied information is stored. Signs are available through normal
DoD personnel shall take precaution to prevent unauthorized accessupply channels.
to classified information. c. A person discovering a security container or security stor-

a. Classified documents removed from storage shall be kejfte area open and unattended will:
under constant surveillance and face down or covered when not in (1) Keep the container or area under guard or surveillance.
use. Cover sheets shall be Standard Forms 703, 704, and 705 for, (2) Notify one of the persons listed on Part 1, SF 700 affixed
respectively, Top Secret, Secret, and Confidential documents. (Usd© the inside of the security container lock drawer. If one of
of these Standard Forms is required when existing supplies of simi-these individuals cannot be contacted, the duty officer, security
lar purpose forms are exhausted or by September 30, 1986, whichtanager, or other appropriate official will be notified.
ever occurs earlier.) d. Individuals contacf[ed when a container or area is found

b. Preliminary drafts, carbon sheets, plates, stencils, stenographi@®P€n or unattended will: -
notes, worksheets, typewriter ribbons, and other items containing, (1) Report personally to the location; check the contents of
classified information shall be either destroyed immediately after ("€ C€ontainer or area for visible indications or evidence of

they have served their purpose; or shall be given the same classifi%amf?e”ng’ theft, or Comprng_e- If any evidence of tampering,
cation and secure handling as the classified information thg'§ » OF compromise IS noteda: .
(a) Installation or activity security personnel (if not at the

contain. scene) will be immediately notified so that a preliminary investi-
c. Destruction of typewriter ribbons from which classified infor- gation can be initiated.

mation can be obtained shall be accomplished in the manner pre= (b) The custodian will cease examination of the container and

i%rlbet(:] for classn‘lzdl working t_paperhs of I;he sam? gl?ssmcitlon. jts contents (to prevent destruction of physical evidence) unless
€r the upper and lower Sections have been Cycle rough antytherwise instructed by security personnel.

overprinted five times in all ribbon or typing positions, fabric rib- (c) A lock technician win be called to determine the nature of

bons may be treated as unclassified regardless of their classified usg,q tampering, and whether the security container is operating
thereafter. Carbon and plastic typewriter ribbons and carbon Papehoperly. '

that have been used in the production of classified information shall (2) Change the combination and lock the container. If the

be destroyed in the manner prescribed for working papers of the;gmpination cannot be changed immediately, the security con-

same classification after initial usage. However, any ribbon in @ (ainer will be locked and placed under guard until the combina-

typewriter that uses technology which enables the ribbon to betjon can be changed; or the classified contents will be

struck several times in the same area before it moves to the nextansferred to another container or secure area.

position may be treated as unclassified. (3) If not previously accomplished, report the incident to the
commander or security manager immediately for action relative

5-202. End-of day security checks o ) to compromise or possible compromise.
Heads of activities that process or store classified information shall ¢ after-duty-hours security checks of desks may be con-

establish a system of security checks at the close of each workingycted. provided:
. B » P

day to ensure that the area is secure; Standard Form 701, "Activity (1) Each military member and civilian employee is notified of
Security Checklist” shall be used to record such checks. An integraljpcal policy and procedures pertaining to after-hours inspec-
part of the security check system shall be the securing of all VaUltS,tionsl locking of desks, and maintenance of duplicate keys or
secure rooms, and containers used for the storage of classified mateombinations.Notification must be in writing, and in advance of
rial; Standard Form 702,"Security Container Check Sheet” shall beany after-hours inspection program.
used to record such actions. In addition; Standard Forms 701 and (2) After-duty-hours inspections are conducted only by mili-
702 shall be annotated to reflect after-hours, weekend, and holidayary or civilian security personnel, ad for the sole purpose of
activity. (Use of these Standard Forms is required when existingdetecting improperly secured classified information.
supplies of similar purpose forms are exhausted or by September 30,
1986, whichever occurs earlier.) Within Army: 5-203. Emergency planning i

a. SF 702 will be displayed conspicuously on each piece of @ Plans shall be developed for the protection, removal, or de-
equipment used to store classified material. (SF 702 need not be Struction of classified material in case of fire, natural disaster, civil
used for facilities secured by high security locks, provided the disturbance, terrorist activities, or enemy action. Such plans shall
key and lock control register provides an audit capability in the establlsh.detalled .procedures and responS|b|I]tles for the protection
event of unsecured facilities,) SF 702 is used to record the date of classified material to ensure that the material does not come into

and time of each instance when security container is opened and (N Possession of unauthorized persons. These plans shall include

closed. The following procedures apply: the treatment of classified information located in foreign countries.
(1) Properly cleared personnel will record the date and time b. These emergency plan_nlng procedures do not apply_to f.“ate”a'

whenever they unlock or lock the security equipment during the related to COMSEC. Planning for the emergency protection includ-

. . . ing emergency destruction under nonotice conditions of classified
dhay(lr!cl_u_dllng after hours, weekends, and holidays), followed by C?)MSECg ma%/erial shall be developed in accordance with the re-
their initials.

o) If . . is locked and th in which i quirements of NSA KAG I-D (reference (bb)).
_ (2) If a security container is locked and the room in which it c. Emergency plans shall provide for the protection of classified
is located is to be left unattended, whenever possible a person

. . o material in a manner that will minimize the risk of injury or loss of
other than the locker will check the container to make sure it is

. . h life to personnel. In the case of fire or natural disaster, the immedi-
properly secured. The checker will record the time the container 416 placement of authorized personnel around the affected area,
was checked and initial the form. The locker will see that the

! preinstructed and trained to prevent the removal of classified mate-
check is made. rial by unauthorized personnel, is an acceptable means of protecting

ter classified in the interest of national security is prohibited.
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classified material and reducing casualty risk. Such plans shall pro-positive destruction is irreversible within 60 minutes at shore instal-
vide for emergency destruction to preclude capture of classifiedlations, 30 minutes in ships, and 3 minutes in aircraft following
material when determined to be required. This determination shallactivation of the ACED systen?.Until the ACED system is avail-
be based on an overall commonsense evaluation of the followingable, the M-610 incendiary file destroyers and thermite gre-

factors: nades, employed primarily to destroy crypto materials, will be
(1) Level and sensitivity of classified material held by thesed for an PRIORITY ONE emergency destruction within ap-

activity; propriate Army activities Adequate of the M-610, or other com-
(2) Proximity of land-based commands to hostile or potentially parable devices, will be maintained for PRIORITY ONE bulk

hostile forces or to communist-controlled countries; emergency destruction purposes in lieu of the ACED system.

(3) Flight schedules or ship deployments in the proximity of g. An ACED requirement is presumed to exist and provisions
hostile or potentially hostile forces or near communist-controlled shall be made for an ACED system to protect Priority One material

countries; in the following environments:
(4) Size and armament of land-based commands and ships; (1) Shore-based activities located in or within 50 miles of poten-
(5) Sensitivity of operational assignment; and tially hostile countries, or located within or adjacent to countries
(6) Potential for aggressive action of hostile forces. with unstable governments.
d. When preparing emergency destruction plans, consideration (2) Reconnaissance aircraft, both manned and unmanned, that
shall be given to the following: operate within JCS-designated reconnaissance reporting areas (see

(1) Reduction of the amount of classified material held by a Memorandum by the Secretary, Joint Chiefs of Staff (SM) 701-76,
command as the initial step toward planning for emergendplume Il, “Peacetime Reconnaissance and Certain Sensitive Oper-
destruction; ations” (reference (ff)Y";

(2) Storage of less frequently used classified material at more (3) Naval surface noncombatant vessels operating in hostile areas
secure commands in the same geographical area (if available); when not accompanied by a combatant vessel;

(3) Transfer of as much retained classified material to(4) Naval subsurface vessels operating in hostile areas; and
microforms as possible, thereby reducing the bulk that needs to be (5) U.S. Navy Special Project ships (Military Sealift Command
evacuated or destroyed operated) operating in hostile areas.

(4) Emphasis on the priorities for destruction, designation of per- h. Except in the most extraordinary circumstances, ACED is not
sonnel responsible for destruction, and the designation of places anapplicable to commands and activities located within the United
methods of destruction. Additionally, if any destruction site or any States. Should there be reason to believe that an ACED requirement
particular piece of destruction equipment is to be used by more tharexists in environments other than in those listed in paragraph g.,
one activity or entity, the order or priority for use of the site or above, a threat and vulnerability study should be prepared and
equipment must be clearly delineated; submitted to the head of the DoD Component concerned or his

(5) Identification of the individual who is authorized to make the designee for approval. The threat and vulnerability study should
final determination when emergency destruction is to begin and theinclude, at a minimum, the following data, classified if appropriate:
means by which this determination is to be communicated to all (1) Volume and type of Priority One material held by the activi-

subordinate elements maintaining classified informatemnergency ty, that is, paper products, microfiims, magnetic tape, and circuit
destruction plans will clearly identify the position titles of these boards;

individuals, or deteriorating even which serve as the basis to (2) A statement certifying that the amount of Priority One mate-
initiate emergency destruction of classified material; rial held by the activity has been reduced to the lowest possible

(6) Authorization for the senior individual present in an assigned level;
space containing classified material to deviate from establishe@B) An estimate of the time, beyond the time frames cited above,
plans when circumstances warrant; and required to initiate irreversible destruction of Priority One material
(7) Emphasis on the importance of beginning destruction suffi- held by the activity, and the methods by which destruction of that
ciently early to preclude loss of material. The effect of premature material would be attempted in the absence of an ACED system,
destruction is considered inconsequential when measured against the (4) Size and composition of the activity;
possibility of compromise. (5) Location of the activity and the degree of control it, or other
e. The emergency plan shall require that classified material hold- United States authority, exercises over security; and
ings be assigned a priority for emergency evacuation or destruction. (6) Proximity to potentially hostile forces and potential for ag-
Priorities should be based upon the potential effect on nationalgressive action by such forces.
security should such holdings fall into hostile hands, in accordance i. When a requirement is believed to exist for ACED equipment

with the following general guidelines: not in the GSA or DoD inventories, the potential requirement shall
(1) Priority One.Exceptionally grave damage (Top Secretbe submitted to the DUSD(P) for validation in accordance with
material); subsection V. B. of DoD Directive 3224.3 (reference @9))
(2) Priority Two. Serious damage (Secret material); and j- In determining the method of destruction of other than Priority
(3) Priority Three. Damage (Confidential material). One material, any method specified for routine destruction or any

f. If, as determined by appropriate threat analysis, Priority One other means that will ensure positive destruction of the material may
material cannot otherwise be afforded a reasonable degree of protede used. Ideally, any destruction method should provide for early
tion from hostile elements in a no-notice emergency situation, provi- attainment of a point at which the destruction process is irreversible.
sions shall be made for installation of Anticompromise Emergency Additionally, classified material may be jettisoned at sea to prevent
Destruct (ACED) equipment to ensure timely initiation and positive its easy capture. It should be recognized that such disposal may not
destruction of such matérial accordance with the following prevent recovery of the material. Where none of the methods
standard: “With due regard for personnel and structural safety, thepreviously mentioned can be employed, the use of other means,
ACED system shall reach a stage in destruction sequences at whichuch as dousing the classified material with a flammable liquid and

2 Technological limitations, particularly as to personnel and structural safety, place constraints on the amount of material that can be accommodated in buildings, ships
and aircraft by current ACD systems; therefore, only Priority One material reasonable can be so protected at this time. Nevertheless, after processing Priority One
material in an emergency situation involving possible loss to hostile forces, it is imperative that Priority Two material and then Priority Three material be destroyed
insofar as is possible by whatever means available.

3 The time frames indicated above are those for the initiation of irreversible
4 SM 701-76 is available on a strict need-to-know basis from the Chief, Documents Division, Joint Secretariat, OJCS.
5 Information on ACED systems may be obtained from the Office of the Chief of Naval Operations (OP-09N) Navy Department, Washington, DC 20350.

26 AR 380-5 ¢ 25 February 88



igniting it, or putting to use the facility garbage grinders, sewage

treatment plants, and boilers should be considered.

c. Meetings disclosing classified information
(1) Army classified conferences may only be held by an activ-

k. Under emergency destruction conditions, destruction equify-which accepts responsibility for meeting the security require-
ment may be operated at maximum capacity and without regard toments of this section. An individual will be appointed in each
pollution, preventive maintenance, and other constraints that mightcase to ensure that security measures are followed.

otherwise be observed.
I. Commands and activities that are required to maintain

(2) Authorized foreign industry representatives will be in-
aluded in all acquisition-related classified meetings which in-

ACED system pursuant to paragraph g., above, shall conduct drillsvolve U. S. industry.

periodically to ensure that responsible personnel are familiar with

(3) HQDA (DAMI-CIT) WASH DC 20310-1051 approval is

the emergency plan. Such drills should be used to evaluate theequired for sponsorship of meetings involving foreign attend-
anticipated effectiveness of the plan and the prescribed equipmenance Submit requests at least 120 days prior to the planned
and should be the basis for improvements in planning and equip-conference date.

ment use. Actual destruction should not be initiated during drills.

5-204. Telecommunications conversations

(4) Public announcement of meetings involving classified in-
formation is prohibited until the requirement in paragraphs c. 1
through 3, above, are met.

Classified information shall not be discussed in telephone conversa- (. Procedures
tions except as authorized over approved secure communications (]_) Army activities ha\/ing Significant interest in the Subiect

circuits, that is; cryptographically protected circuits or protected matter of the meeting may act as sponsors after determining
circuits systems installed in accordance with National COMSEC that:

Instruction 4009 (referenced)).

5-205. Security of meetings and conferences

meetings, and those governing the sponsorship and attendance

stated in DoD Directive 5200.12, DoD Instruction 5230.20, DoD

5220.22-R, and DoD 5220.22-M (references (i), (aaa), (€), and (f), i,

respectively).

a. Policy

(1) Classified meetings will be conducted in support of an
official Army or U.S. Government purpose. Security safeguards
and procedures will be established for each meeting to control
access and prevent the compromise of classified information
presented. Army components desiring to conduct a classified
meeting are responsible for obtaining approval (when required)
to sponsor the meeting, and for ensuring all security measures
are met.

(2) DCSINT approval is required before an Army activity
may sponsor or conduct classified meetings to be attended by
foreign nationals.

(3) A meeting at which classified information will be disclosed
will be held only at a secure location at a U.S. Army or other
U.S. Government installation, or at a cleared U.S. contractor
facility.

b. General

(1) DCSINT approval is not required for in-house meetings.
In these instances, the Army activity responsible for conducting
the meeting will ensure the security requirement of this section
are met. The following are examples of in-house meetings:

(a) Meetings attended only by Federal Government employ-
ees or U.S. military personnel.

(b) Meetings related to a specific contract or project. These
include preproposal or preaward meetings, as well as postaward
briefings conducted by the Army contracting activity.

(c) Meetings conducted by cleared contractors and attended
only by cleared contractors directly involved in the performance
of an Army (or other U S Government) contract or project.

(d) Meetings between military members of U.S overseas com-
mands and their foreign counterparts.

(2) Advance DCSINT approval (HQDA (DAMI-CIT) WASH
DC 20310-1052) is required before an Army activity confer-
ences, symposia, and conventions, usually attended by formal
invitation, such as:

(a) Advance planning briefings for industry.

o}
U.S. and foreign personnel at such meetings, are set forth below, a

(@) It is in the best interest of the Army to do so.
(b) Conventional dissemination channels will not accomplish

. - . . the purpose of the meeting.
Security requirements and procedures governing disclosure of classi- purP g

fied information at conferences, symposia, conventions, and similar

(c) Adequate security measures and access control procedures
hiave been developed and will be implemented.

(d) The meeting site ensures proper physical control, storage,
Brotection, and dissemination o classified information.

(2) Army activities accepting sponsorship of a classified meet-
g will appoint a security representative who will institute pro-
cedures which comply with appropriate security measures, and
ensure that:

(a) The meeting site is appropriate for the level of classifica-
tion involved.

(b) Adequate storage facilities are available, when required
(A GSA-approved security container will be used for overnight
storage of presentations or notes taken during classified session
when note-taking is allowed.)

(c) Access to classified sessions of the conference are limited
to persons whose clearance and need to know have been posi-
tively established, as follows:

1. Military and Federal Government civilian personnel will
provide a written visit request or security clearance certification
to the conference security representative The visit request will
contain the full name of the conference attendee, social security
number, date and place of birth, citizenship, security clearance
level and date granted, and security manager’s certification.

2. U. S. defense contractor personnel will provide the above
information, as well as the following contract number, project,
or program which pertains to the subject matter of the classified
meeting, level of classified access authorized under said con-
tract, project, or program, purpose justification for attendance
at the classified conference, and U. S. Government contracting
officer's certification of the individual's need to attend the con-
ference(need-to know).

3. The sponsoring Army activity will request approval from
HQDA (DAMI-CIT) WASH DC 20310-1051 for the disclosure
of classified information to the countries of foreign nationals
expected to attend (see AR 380-10 (reference (uuu)). Foreign
nationals from approved countries may then submit visit re-
quests through their embassies to HQDA (DAMI-CIT). Upon
approval, HQDA will notify the Army activity of foreign nation-
als allowed to attend the conference

(d) The names of all cleared/certified personnel meeting the
need-to-know requirements for attendance at the conference are
included on the approved access roster.

(e) Each attendee shows proper identification (driver's li-

(b) Conferences attended by personnel from government, indus-cense, ID cards etc.) before entering classified sessions during

tries, commercial organizations, and educational institutions.

(c) Association cosponsored meetings (i.e, ADPA, AUSA, Asso-

ciation of Old Crows, etc ) which will involve access to classified
information (See paragraph f below.)
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the conference.

(f) Each classified paper, speech, vugraph, etc. has been re-
viewed and its release authorized in advance of the conference.
Ensure that written approval has been obtained before releasing
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any classified information at the meeting. Authorization to re-
lease classified information:

likely to involve, participation by foreign representatives. Notifi-
cation is required upon an activity's request for security spon-

1. By DoD personnel, to wholly cleared U. S. audiences must be sorship, usually 120 days prior to the planned conference date.

obtained from the originator.

2. To an audience that induces foreign nationals, must be
obtained from HQDA (DAMI-CIT) WASH DC 20310-1051 (see
AR 380-10(reference (uuu)).

3. By contractor personnel, must be approved in writing by
the Army contracting activity having jurisdiction over the infor-
mation involved. The contracting officer will ensure that a secu-
rity review is conducted of the material to be presented, and
that written approval/denial is provided the contractor prior to
the conference date. (See paragraph 9.e, DoD 5220.22-M, Indus-
trial Security Manual)(reference (f).)

(g) All announcements and invitations are reviewed for ac-
curacy and to ensure that they are unclasped, prior to their
dissemination.

(h) Notices of, or invitations to attend the classified meeting
are issued only to cleared or authorized foreign personnel Rep-
resentatives of and nationals from the following countries will
not be invited: Afghanistan, Albania, Angola, Bulgaria, Cam-

(2) As DoD has entered into numerous reciprocal procure-
ment agreements and offset purchase arrangements with U. S.
allies, foreign participation in meetings, conferences, and sympo-
sia related to acquisition of materiel is presumed Army activities
may not exclude authorized foreign attendees from such meet-
ings in which U.S. industry will participate.

(3) Notification to HQDA must include (but is not limited to)
the following:

(a) Subject of the meeting, overall classification, topical out-
line, and the classification of each topic.

(b) Date and location of meeting.

(c) Identity of sponsoring activity; name, grade, and tele-
phone number of activity point of contact.

(d) Foreign countries to which the sponsoring activity desires
to issue invitations, or from which requests to participate may
reasonably be expected; or, a fully justified proposal to exclude
foreign participants who would otherwise be eligible.

(e) Classified meetings may not be announced to the public

bodia (Kampuchea), People’s Republic of China (including nor invitations issued until written sponsorship approval is re-
Tibet), Cuba, Czechoslovakia, Ethiopia, German Democratic ceived from HQDA (DAMI-CIT).

Republic (East Germany, including the Soviet Sector of Berlin),
Hungary, Iran, Iraq, Laos, Libyan Arab Republic, Mongolian
People’s Republic (Outer Mongolia), Nicaragua, North Korea,

f. Association cosponsored meetings
(1) Each year, DoD supports a large number of meetings and
conferences sponsored by nongovernment associations (i.e.,

Poland, Rumania, Southern Yemen, Syria, Union of Soviet AUSA, ADPA, Association of Old Crows, etc.), aimed at a useful

Socialist Republics (including Estonia, Latvia, Lithuania, and all
other constituent Republics, Kurile Island, and South Sakhalin
(Karafuto)), Vietnam, and Yugoslavia.

(i) Policies and procedures governing attendance by foreign
representatives, and disclosures of information to foreign indi-
viduals, contained in AR 380-10 (reference (uuu)) are followed:

()) The meeting is monitored to ensure that discussions are
limited to authorized disclosures; individuals making oral pre-
sentations give attendees sufficient classification guidance to en-
able them to identify what information is classified or
unclassified.

and necessary dialogue between DoD and industry. An increas-
ing number of such conferences involve classified information.

(2) To ensure the maximum control of classified material
while allowing for essential exchange of information, DUSD(P)
has established a formal reporting procedure which applies to
all association-sponsored, and cosponsored conferences, sympo-
sia, demonstrations, and chapter meetings wherein classified in-
formation is to be presented.

(3) Army activities planning to conduct a classified confer-
ence sponsored or cosponsored by a nongovernment association
will provide the following information to HQDA (DAMI-CIT)

(k) Notes, minutes, summaries, proceedings, recordings,WASH DC 20310-1052, 120 days prior to the planned confer-

reports, and other documents containing classified information
originated at the meeting are correctly market, safeguarded,
and distributed.

() Additional security safeguards are provided as required.
For example, security representatives should ensure that:

1. Conference spaces are cleared for the discussion of classi-
fied information.

2. The integrity of the cleared area is maintained during the
classified session.

(m) The loss or compromise of any classified information at
the meeting is promptly reported by message to HQDA (DAMI-
CIS) WASH DC 20310-1051 indicating full circumstances in-
volved in the incident, and initiatives taken HQDA will notify
ODUSD(P) of the incident.

(3) Army contractors may occasionally wish to conduct meet-
ings and invite members of non-DoD organizations to attend. To
do so, contractors must obtain written approval from the Army
contracting activity primarily interested in the topic of discus-
sion. The names of proposed attendees who are not U. S. citizens
or immigrant aliens must be included. Approval is not necessary
when contractors conduct a classified meeting and all of the
following conditions are met:

(a) The meeting is conducted by the contractors at their own
cleared facilities.

(b) The meeting is attended only by cleared contractors em-
ployed by the firm and/or U. S. Government personnel.

(c) The meeting pertains to a specific contract, program,

project, etc. on which the contractor is performing.

e. Attendance by foreign nationals

(1) Army activities will notify HQDA (DAMI-CIT) WASH
DC 20310-1052 in writing of any classified meeting involving, or
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ence date (include this information in the activity request for
sponsorship):

(a) A topical outline, including a summary of each subject, its
level, and source of classified information

(b) The name of the association/organization holding the
meeting.

(c) The location of the meeting, including a physical security
confirmation (i.e., the conference site is a cleared contractor or
U.S. Government facility).

(d) The sponsoring Army activity; including the name, ad-
dress, and phone number of the Army activity point of contact.

(e) The reason for the symposium.

g. Waiver requests

(1) Location of classified meetings. DoD policy requires that
all classified meetings be held at U. S. Government installations
or cleared contractor facilities. Authority to waive this require-
ment is limited exclusively to the DUSD(P). Requests for waiver
to allow classified meetings to be held in an uncleared public
facility (such as a hotel) fill be considered individually. Blanket
waivers will not be granted. The Army activity responsible for
conduct of the classified meeting may submit a request to
HQDA (DAMI-CIS) WASH DC 20310-1051, 120 days prior to
the planned conference date. In addition to basic information,
the waiver request must include.

(a) Full, detailed justification for the waiver.

(b) The reason appropriately cleared sites were not suitable
and/or available

(c) A description of cost for the site, and the benefit to the
Government in conducting the conference at the site.

(d) A detailed security plan describing procedures to be fol-
lowed to ensure access control for classified sessions, and other
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physical security measures which will preclude access by the facilities. This program does not replace existing programs for facil-

public. A floor plan for the conference area should be included. ity and installation security and law enforcement inspection
(2) Exclusion of foreign nationals. Army activities may not requirements.

arbitrarily designate an acquisition related meeting or session as b. The inspection program shall be implemented in a manner

“US Only.” Authority to exclude foreign nationals from acquisi- which does not interfere unduly with the performance of assigned

tion-related meetings at which U. S. contractors are invited is missions. ) _ _

limited to the DUSD(P) Each request for exclusion will be con- c. The inspection program shall be implemented in a manner

sidered individually. Submit such requests to HQDA (DAMI- which does not significantly disrupt the ingress and egress of per-

CIT)WASH DC 20310-1052, at least 120 days prior to the sons who are employees of, or visitors to, defense installations and

planned conference date with full justification for the exclusion. facilities. , ) .
d. Inspections carried out under this program shall be limited to

the extent feasible to areas where classified work is being per-

5-206. Safeguarding of U.S. classified Information located o o
formed, and cover only persons employed within, or visiting, such

in foreign countries p
Except for classified information that has been authorized for re- reas.

: ; ; P e. Inspections carried out under this program shall be performed
lease to a foreign government or international organization pursuant - - .
to DoD Directive 5320.11 (reference (00)), and is under the Securityat a sufficient frequency to provide a credible deterrent to those who

0 . would be inclined to remove classified materials without authority
control of such government or organization, the retention of U. S.

. o . 4 ; from the installation or facility in question.
classified material in foreign countries may be authorized only when yin g

h ial i ) fic U S G f. The method and frequency of such inspections at a given in-
that material is necessary to sat_ls_fy specific U. S. Governmentgyation or facility is at the discretion of the commander or head of
requirements. This includes classified material temporarily trans-

. . . the installation or facility, or other designated official Such inspec-
ferred into a foreign country via U. S. Government personnel au-ans shall conform to the procedures set forth below.

thorized to escort or handcarry such material pursuant to Chapter o MACOM commanders and heads of Army Staff elements
VIIl, Section 3, as applicable. Whether permanently or temporarily wj| develop written procedures for executing the inspection re-
retained, the classified materials shall be stored under U. S. Governgyirement in coordination with legal, law enforcement, and se-
ment control as followgRequests for exception to the provisions  cyrity personnel. The procedures will be applicable to the
of any of the following subparagraphs will be forwarded HQDA MACOM or Army Staff agency, as well as subordinate ele-
(DAMI-CIS) WASH DC 20310-1051 with full justification): ments. All individuals, regardless of rank, are subject to the

a. At a U. S. military installation, or a location where the United provisions of this policy.

States enjoys extraterritorial status, such as an embassy or consulate. (1) Prior to commencing local inspections, activities will en-
b. At a U. S. Government activity located in a building used sure that guard, law enforcement, and all other personnel in-
exclusively by U. S. Government tenants, provided the building volved in the inspections are fully trained in their
under 24 hour control by U.S. Government personnel. re_sponsibilities under the program. At a minimum, the training
c. At a U. S. Government activity located in a building not used Wil address. o ] -
exclusively U. S. Government tenants nor under host government (@) Who is to be searchedll individuals entering or exiting
control, provided the classified material is stored in security contain- 20 Army installation, building, or once during the inspection

ers approved by the GSA and is placed under 24-hour control by UPeriod, regardless of rank or grade, are subject to search by
S. Government personnel. designated inspection personnel.

d. At a U. S. Government activity located in a building not used (b) The purpose of the seardhspection will be conducted for

) L the sole purpose of detecting and deterring the unauthorized
exclusively by U. S. Govgrnment tenants but Wh'C.h 1S under hO.Stintroduction or removed of classified information. Inspections
government control, provided the classified material is stored in

GSA it tai hich furth di will not be used to target, single out, harass, or otherwise treat
-approve security containers wnich -are further: secured in aany individual differently than other persons entering and exit-
locked room or area to which only U.S. personnel have access.

ing the activity.

e. When host government and U. S. personnel are collocated, '(¢) what to look forDesignated security personnel will exam-
u.S. ClaSSIerd materlal that has not been authonzed fOI’ release the enve|0pes’ packageS, diskettes’ diskette Containers and other
the host government pursuant to DoD Directive 5230.11 (referenceaDp media, tapes, film, microfiche, etc., likely to contain classi-
(00)), shall, to the extent possible, be segregated from releasablgied information. Sealed envelopes and packages are also subject
classified material to facilitate physical control and prevent inadver- to inspection. If an individual refuses to open a sealed envelope,
tent compromise. However, U. S. classified material that &8 will not allow the inspector to do so, he or she will be asked
releasable to the host country need not be subject to the 24-houfor written courier orders, card, pass, or other documented
U.S. control requirement provided the host government exercises itroof of authorization to handcarry classified information. If the
own control measures over the pertinent areas or containers duringperson does not have such authorization, he or she will be
non-duty hours. referred to the activity’s predesignated office or other control

f. Foreign nationals shall be escorted while in areas where non-center for further action.
releasable U. S. classified material is handled or stored. However, (d) What is to be searchedlVhile inspections are being con-
when required by operational necessity, foreign nationals may bedUCtEd, authorized personnell will search all briefcases, ShOlllld.er
permitted, during duty hours, unescorted entry to such areas pro©r handbags, luggage, athletic bags, packages, and other similar
vided the nonreleasable information is properly stored or is undercontainers carried into and out of the facility by visitors and

the direct personal supervision and control of cleared U. S.personnefMmployees. Personnel conducting the searches are expected to
who can prevent unauthorized access. use discretion in inspecting any item that could reasonably be

expected to contain classified information.

(e) What will not be searchethspectors will not search items
that are obviously personal, such as wallets, change purses, and
clothing or cosmetic cases. They will not search the individual's

5-300. Policy person. ' . .
a. Commanders and heads #fmy Major Commands and _ () How to inspectPersonnel designated to conduct inspec-
Headquarters activities shall establish and maintain an inspection tions will be polite and courteous at all times. During the desig-

. . . nated period, inspectors will inform each person to be searched
program to detef and detect unauthorized 'erdUCt.'on or r_emoval Ofof the requirements to inspect items brought into and out of the
classified material from DoD owned or leased installations and facility.Inspectors:

Section 3
Activity Entry and Exit Inspection Program
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1. Will not open or handle a woman’s handbag. The woman
will be asked to open her handbags and to move or remove all
items necessary to allow the inspector a reasonable view of all
contents.

2. Will personally open, or have the individual open, an other
items to be inspected. Items will be moved and all envelopes and
parcels opened as necessary to allow the inspector a reasonable
view of all contents.

(g) Method of inspectiorEither of two methods may be used
random or continuous (See paragraph 5-301c below). Inspectors
will be consistent in conducting searches in the method chosen
by the head of the activity.

(h) Procedures to be followed in the event classified information
is found.If classified information is found, the individual being
searched will be asked to produce written courier orders, DD
Form 2501 (Courier Authorization card), pass, or other docu-
mented proof of authorization to hand-carry classified material.

If the individual appears not to have such authorization, he or
she will be referred to the activity’s predesignated office or
order control center for further action.

(i) When and how often inspections will be conducgdordi-
nate commanders will ensure that local inspections are con-
ducted for the minimum number of hours established by the
MACOM commander or Army Staff head. The date or period
for such inspections is at the discretion of the local commander.

(2) The commander’s inspection program will be extensively
publicized and disseminated to ensure that all personnel are
notified of the policy. If possible, the inspection policy should
also be posted at entry and exit points. Personnel must be noti-
fied of inspection program at least 2 months prior to the date
inspections begin.

h. Army activities located on other than Army-controlled,
U.S. Government installations will abide by the host's entry/exit
inspection program. Host-tenant agreements should provide for
acceptance of DD Form 2501 or other written authorization as
proof of an Army military or civiian member's approval to
handcarry classified information locally.

5-301. Inspection frequency
a. Inspections may be a periodic, that is, at irregular interval.
b. Inspections may be accomplished at one or more-designate
entry/exit points; they need not be carried out at all entry/exit points
at the same time.

b. DoD Components shall provide employees who have a legiti-
mate need to remove classified material from the installation or
activity with written or printed authorizations to pass through desig-
nated entry/exit points (See paragraph 8-300 f.) This may include:

(1) The authorization statements prescribed in Chapter VIII, sec-
tion 3. Courier cards will not be used to provide authorization to
handcarry classified information on commercial passenger air-
craft, within the United States or abroad.

(2) If authorized in Component instructions, wallet-size cards
which describe in general terms the purpose(s) for authorizing the
employee to remove classified material from the facility (for exam-
ple, use at meetings or transmission to authorized recipiEms).
DD Form 2501 (Courier Authorization card) will be used by
personnel required to handcarry classified information locally
within designated geographical limits (see paragraph 8-300).
The cards will be issued and controlled by local security
managers.

c. Inspectors are to ensure that personnel are not removing classi-
fied material without authorization where inspectors determine that
individuals do not appear to have appropriate authorization to re-
move classified material they shall request such individaab the
activity security office, or another predesignated control office, to
obtain; appropriate authorization before exiting the premises. If due
to the circumstances, this is not feasible, the inspettould then
contact personnel in the predesignated control office who will
attempt to verify by telephone the authority of the individual in
guestion to remove the classified material with the employing of-
fice. When such verification cannot be obtained, and if removal
cannot be prevented, the inspector shall attempt to detain the
individual physically, but will record the person’s name, activi-
ty, and the time in an inspection log if possible. This record will
be provided the activity security office or designated control
office. These personnel willadvise theindividual's employing
office and/or appropriate security office as soon as feasible that
classified material was removed by the named individual at a partic-
ular time and without apparent authorization.

d. If the employing office determines that classified material was
removed by one of its employees without authority, it shall request
an investigation of the circumstances of the removal by appropriate
investigative authorities Where such investigation confirms a viola-

dion of security procedures, other than espionage or deliberate com-

promise, for which subsection 6-109 applies, appropriate
administrative, disciplinary, or legal action shall be taken.

c. Inspections may be done on a random basis using any standarg_303. Local records
which may be appropriate, for example, every third person;every army MACOMs and Staff agencies will maintain records of:

tenth person; every hundredth person, at the entry/exit point(s) des-

ignated.If the local commander prefers, continuous inspections,
that is, checks of all individuals entering or exiting the activity

during the designated inspection period, may be conducted in
lieu of random inspections. Either method (random or continu-

ous) may be chosen for a particular inspection period. Once
chosen, however, that method must be used for the entire in-
spection period.

d. Inspections at a particular entry/exit point(s) may be limited as

a. The date(s) and number of entry/exit inspections conducted
by the activity and subordinate elements during the previous
quarter.

b. The number of instances during the quarter in which per-
sons handled classified information without apparent
authorization.

c. Problems encountered in the conduct of the entry/exit secu-
rity inspection program.

appropriate to various periods of time, for example, one week, one

day, or one hour.
e. Inspections shall be conducted at all entry/exit points after

normal duty hours, including weekends and holidays, on a continu-

ous basis, if practicable.
f. Army activities will maintain a log or other appropriate
local record of inspections conducted under this section.

5-302. Inspection procedures and Identification

Chapter VI
Compromise of Classified Information

6-100. Policy

Compromise of classified information presents a threat to the na-

tional security. Once a compromise is known to have occurred, the

seriousness of damage to U.S. interests must be determined and

a. Inspections shall be limited to that which is necessary to deter-appropriate measures taken to negate or minimize the adverse effect
mine whether classified material is contained in briefcases, shouldefof such compromise. When possible, action also should be taken to
or handbags, luggage, athletic bags, packages, or other similar conregain custody of the documents or material that were compromised.
tainers being removed from or taken into the premises.Inspectionsin all cases, however, appropriate action must be taken to identify
shall not be done of wallets, change purses, clothing, cosmeticghe source and reason for the compromise and remedial action taken
cases, or other objects of an unusually personal nature. to ensure further compromises do not occur. The provisions of DoD
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Instruction 5240.4 and DoD Directive 5210.50 (references (jj)(b) Reports concerning the compromise of Confidential infor-

and(kk)) apply to compromises covered by this Chapter. mation will be submitted to the commander.

(2) If the responsible official is the originator, take the action
6-101. Cryptographic and sensitive compartmented prescribed in subsection 6-106; and
information (3) If the responsible official is not the originator, notify the

a. The procedures for handling compromises of cryptographic originator of the known details of the compromise, including identi-
information are set forth in NACSI 4006, (reference (fff)), AR 380- fication of the classified information If the originator is unknown,
40 and TB 380-41 series (reference (v)), and implementingtification will be sent to the office specified in DoD Component
instructions. instructions

b. The procedures for handling compromises of SCI information  (4) When the findings of the preliminary inquiry report are
are set forth in DoD TS-5105.21-M-2 (reference (bbb)) and DoD C- determined to be sufficient for final disposition, the inquiry

5105.21-M-1 (reference (ccc)). thrill be closed.
o ] d. At minimum, the preliminary inquiry will include the
6-102. Responsibility of discoverer following:

a. Any person who has knowledge of the loss or possible com- (1) Where and when the violation occurred.
promise of classified information shall immediately report such fact 2y who reported the violation and to whom.
to the security manager of the person’s activity (see subsection 13- (3) A summary of the incident, identity of the document or
304) or to the commanding officer or head of the activity in the material, and its classification.
security manager's absence. (4) An estimate of the cause of the violation, including con-

b. Any person who discovers classified information out of proper trihyting factors and identity of the persons or persons responsi-
control shall take custody of such information and safeguard it in anpje, if known.

appropriate manner, and shall notify immediately an appropriate (5) One of the following findings:

security authority.The local activity security manager will be (a) Compromise did not occur.
promptly notified of each such incident. That official will advise (b) Compromise did occur.
the commander of the action to be taken. (c) Probability of compromise is remote.

c. DA Form 2134 (Security Violation(s) Report) may be used (d) Probability of compromise is not remote.
to report a violation of transmission requirements (for example, (6) If compromise did occur, or if the probability is not re-
failure to doublewrap material) to the sender of a classified mote, a statement is required concerning the following:
document, or to report other discrepancies in marking or han- (a) An estimate of the damage to the national security.
dling. Use of this report does not eliminate the requirement for (b) A comment that the provisions of paragraph 2-
an inquiry when needed to determine the probability of 1g(reevaluation of classification) have been complied with.
compromise. (7) A summary of corrective and disciplinary action taken or

anticipated, if applicable.
The i diat mmander rvisor fity manager. or othe (8) A recommendation on the need for further investigation.
€ Immediale commander, SUPErvisor, Securty ger, This is required only when it is concluded that further investiga-

authotrlty shall |n(|)t|a;‘t§.na ?ﬁghmg]sargr 'ngg;%léocggte:gnrmsetg? c(l:g;sigion would reveal with reasonable assurance the cause or causes,
cumstances surrounding possi pro responsibility, and compromise aspects of the violation (See par-
fied information.A properly cleared and disinterested

. h ) L ; agraph 6-104h.)
commissioned officer, warrant officer, noncommissioned officer

(E-7 or above), or DA civilian (GS-7 or above) may conduct the  g_104. Investigation

6-103. Preliminary inquiry

preliminary inquiry. Individuals appointed to conduct prelimi- If it is determined that farther investigation is warranted, such inves-
nary inquiries are authorized to take sworn statements in ac- tigation will include the following:

cordance with AR 15-6 (reference (vvv )), when necessary. 5 |dentification of the source, date, and circumstances of the
When a specific individual could be involved in the circum- compromise

stance surrounding the violation, the person conducting the in- b. Complete description and classification of each item of classi-

quiry will possess a rank or grade at least equal to that fied information compromised;
individual's. The preliminary inquiry shall establish one of the c. A thorough search for the classified information;

following: _ o o d. Identification of any person or procedure responsible for the
a. That a loss or compromise of classified information did not compromise Any person so identified shall be apprised of the nature
occur; and circumstances of the compromise and be provided an opportu-

b. That a loss or compromise of classified information did occur nity to reply to the violation charged. If such person does not
but the compromise reasonably could not be expected to causghoose to make a statement, this fact shall be included in the report
damage to the national security. If, in such instances, the official of investigation;
finds no indication of significant security weakness, the report of e, An analysis and statement of the known or probable damage to
preliminary inquiry will be sufficient to resolve the incident and, the national security that has resulted or may result (see subsection
when appropriate, support the administrative sanctions under sub2-210), and the cause of the loss or compromise; or a statement that
section 14-101; or compromise did not occur or that there is minimal risk of damage to

c. That the loss or compromise of classified information did oc- the national security;
cur and that the compromise reasonably could be expected to cause f. An assessment of the possible advantage to foreign powers
damage to the national security or that the probability of damage toresulting from the compromise; and
the national security cannot be discounted. Upon this determination, g. A compilation of the data in paragraphs a. through f., above, in

the responsible official shall: a report to the authority ordering the investigation to include an
(1) Report the circumstances of the compromise to an appropriateassessment of appropriate corrective, administrative, disciplinary, or
authority as specified in DoD Component instructions; legal actions (Also see subsection 14-104).
(a) A report that fully identifies the information compromised h. Further investigation is authorized only in the event of one
will be submitted through appropriate channels to HQDA of the following:
(DAMI-CIS) WASH DC 20310-1051 when the preliminary in- (1) After the preliminary inquiry finds that an actual com-
quiry indicates that Top Secret or Secret information was com- promise did occur or that damage to the national security is
promised, and a probability of damage to the national security probable, provided further investigation would clarify the
exists. causes, responsibility, or compromise aspects of the violation.
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(2) When a MACOM commander or Headquarters agency or actual compromise of classified information. At a minimum,

head personally decides it might be useful. records will reflect:
i. Under the circumstances in subsection h, above, the respon- a. The requestor of the damage assessment (activity).
sible official will begin proceedings under AR 15-6 (reference b. Reason for the assessment (actual or probable
(vwv)) and this regulation, or request a higher official in the compromise).
chain of command to do so. c. Date the damage assessment was requested.
d. Date the assessment was developed, and by whom.
6—105. Responsibility of authority ordering investigation e. Program, project, or information involved.

a. The report of investigation shall be reviewed to ensure compli-  f, Classification of information involved; damage to national
ance with this Regulation and instructions issued by Dogkcurity that resulted.

Components. g. Action taken or recommended to mitigate damage to the

b. The recommendations contained in the report of investigation program, project, or information and to the national security.
shall be reviewed to determine sufficiency of remedial, administra- h, Notification to holders of the information.
tive, disciplinary, or legal action proposed and, if adequate, the
report of investigation shall be forwarded with recommendations 6-108. Compromises involving more than one agency
through supervisory channels. See subsections 14-101 and 14-102. a. Whenever a compromise involves the classified information or

c. Whenever an action is contemplated against any person bedinterests of more than one DoD Component or other agency, each
lieved responsible for the compromise of classified information, such activity undertaking a damage assessment shall advise the
damage assessments shall be coordinated with the legal counsel @thers of the circumstances and findings that affect their information
the DoD Component where the individual responsible is assigned orand interests. Whenever a damage assessment incorporating the
employed. Whenever a violation of criminal law appears to have product of two or more DoD Components or other agencies is
occurred and a criminal prosecution is contemplated, the DoD Com-needed, the affected activities shall agree upon the assignment of
ponent responsible for the damage assessment shall apprise tH@sponsibility for the assessmelrt.general, primary responsibil-
General Counsel, Department of Defdd€@DA (DAMI-CIS) ity for developing age assessments when another agency is in-
WASH DC 20310-1051 will ensure that a legal review is con- Vvolved rests with the agency possessing a majority of the
ducted of appropriate cases prior to apprising the General information subjected to compromise. In such cases, the agency
Counsel. See subsection 14-104. having primary interest will coordinate the conduct of assess-

d. Reports of investigation will be reviewed for compliance ~ mMents with other agencies, and compile the final damage assess-
with AR 15-6 (reference (vvv)) and this regulation If no compro- ~ ment report HQDA(DAMI-CIS) WASH DC 20310-1051 will be
mise has occurred, the official ordering the inquiry or investiga- advised via command channels of any cases meeting the criteria
tion may dispose of the incident. Whenever possible, theOf this paragraphprior to an Army activity's acceptance of pri-
commander ordering disposition of the case will consider im- ~ mary responsibility. DAMI-CIS will conduct the necessary coor-

plementing the recommendations of the investigating officer. Al dination with OSD. _ o o
persons notified of the possible compromise must also be noti- b. Whenever a compromise of U. S. classified information is the
fied of final actions in the case. result of actions taken by foreign nationals, by foreign government

e. Reports of investigation that cannot be disposed of (d qff|C|aIs or by U S. natlonals employed by international organiza-
above) will be settled to the extent authorized to the convening ons, the activity performing the damage assessment shall ensure,
authority. MACOM commanders and Headquarters agency thro_ugh appropriate mtergovernmen_tal I|a|_son channels, that infor-
heads may dispose of incidents involving classified information mation pertinent to the_assessment is obtained. Wheneve_r more than
up to and including the level of original classification authority one activity is responS|bI_e for the assessment, those activities shall
(OCA) delegated to them. coordinate the.rgquest.prlor to transmittal through appropriate chan-

nels. Army activities will refer cases under this paragraph to
HQDA (DAMI-CIS) DAMI-CIS will work through inter-
governmental liaison channels and Army staff elements to ob-
tain information pertinent to the damage assessment.

f. Final reviewing authorities will review the report of investi-
gation for adequacy of subordinate command action. If further
action is necessary, the report of investigation, together with
pertinent instructions, will be sent to the subordinate command.
One copy of each completed report of investigation of the proba-
ble or actual compromise of Top Secret or Secret information  cases of espionage and deliberate unauthorized disclosure of classi-
will be sent through channels to HQDA (DAMI-CIS) WASH DC  fieq information to the public shall be reported in accordance with
20310-1051 DA Form 1574 (Report of Proceedings by Investi-  pop |nstruction 5240.4 and DoD Directive 5210-50 (references
gating Officer/Board of Officers)or similar report of investiga- (i)and (kk)) and implementing issuancé&egardless of the classi-
tion and action of the convening and final reviewing authority is  fication involved, cases of suspected or actual espionage and
sufficient. Exhibits or enclosures need not be forwarded. other deliberate compromise of classified information win be
reported under AR 381-12 (reference (jj)).

6-109. Espionage and deliberate compromise

6-106. Responsibility of originator
The originator or an official higher in the originator's supervisory 6-110. Unauthorized absentees

chain shall, upon receipt of notification of loss or probable compro- when an individual who has had access to classified information is
mise of classified information, take action as prescribed in subsec-on unauthorized absence, an inquiry as appropriate under the cir-

tion 2-210. cumstances, to include consideration of the length of absence and
the degree of sensitivity of the classified information involved, shall
6-107. System of control of damage assessments be conducted to detect if there are any indications of activities,

Each DoD Component shall establish a system of controls andpehavior, or associations that may be inimical to the interest of
internal procedures to ensure that damage assessments are CORational security. When such indications are detected, a report shall

ducted when required and that records are maintained in a mannefe made to the DoD Component counterintelligence organization.
that facilitates their retrieval and use within the ComponBwt.

security managers will maintain a central record of damage 6-111. Suicide and attempted Suicide

assessments developed on programs or project for which the When a person who has had access to classified information
activity is the proponent. Damage assessments will be developed attempts or commits suicide, an inquiry will be initiated to
in response to a request from another agency or when a local determine the possible security implications. If such implications
inquiry or investigation of a security incident reveals a probable are discovered or suspected, action will be taken to report the
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matter under AR 604-5. The inquiry must determine why sui-
cide was attempted or committed before security implications
may be addressed.

6-112. Unauthorized disclosure of classified information
to the public

a. This subsection applies to unauthorized appearances of

classified information in the public media and to unauthorized
disclosures of classified information to a person likely to release
that information to the public, whether or not the information is
actually disclosed to the public. This subsection also applies to
suspected incidents of this nature.

b. Army personnel will promptly report incidents or sus-
pected incidents described in subsection a, above, to their com-
mander or activity security manager.

c. Army officials notified of such incidents will immediately
report them through command channels to HQDA (DAMI-CIS)
WASH DC 20310-1051. This report does not preclude action
that must be taken under paragraphs 6-103, 6-104, and 6-105
above. To speed reporting, electronically transmitted messages
should be used whenever possible.

(1) All reports will include:

(a) Identification of the classified information involved.

(b) Nature and circumstances of the incident, to include com-
plete and exact identification of the publication or broadcast in
which the information appeared.

(2) If the reporting activity is the proponent, the report will
also include as much of the following as possible:

(a) Accuracy of the information.

(b) Level and source of classification.

(c) Preliminary estimate of the nature and degree of damage
to the national security caused by the disclosure.

(d) Available information about the source of the infor-
mation(document, briefing, etc.) and the extent to which the
information was disseminated.

(e) Available information about individuals who may have
been responsible for the disclosure.

d. The Director of Counterintelligence and Security Counter-
measures (DAMI-CI) will:

(1) Evaluate reports of incidents in consultation with the As-
sistant Secretary of Defense (Public Affairs) and officials having
primary security classification jurisdiction over the information
concerned; determine whether investigation of the incident
would be in the interest of national security.

(2) Refer the incident to the appropriate investigation agency,
when necessary.

(3) Report incidents to the DUSD(P) in accordance with DoD
Directive 5210.50 (reference (kk)); coordinate requests for inves-
tigative assistance from non-Army agencies with the DUSD(P).

(4) Advise MACOM commanders and Headquarters agency
heads of information developed during investigations that indi-
cates the need for corrective action, including disciplinary or
administrative action.

(5) Advise MACOM commanders and Headquarters agency
heads of the compromise or possible compromise of information
under their security in connection with incidents described in
subsection a, above.

e. The Commanding General, U.S. Army Intelligence and Se-
curity Command (INSCOM), will:

(1) Investigate incidents described in subsection a, above, that
fall within his or her investigative jurisdiction on referral frown
the Director of Counterintelligence and Security Countermeas-
ures (DAMI-CI).

(2) Provide assistance to non-Army investigative agencies

when requested to do so by the Director of Counterintelligence
and Countermeasures (DAMI-CI).

f. MACOM commanders and Headquarters agency:

(1) Provide information and assistance to the Director of
Counterintelligence and Security Countermeasures (DAMI-CI),
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the Commanding General, INSCOM , and non-Army investiga-
tive agencies to aid in the evaluation and investigation of inci-
dents described in subsection a, above.

(2) Ensure that prompt and effective corrective action is
taken as needed. Corrective action may include procedural
changes or action described in chapter XIV.

(3) Reevaluate the classification of information appearing in
the public domain that falls under their security classification
jurisdiction (see paragraphs 2-209 and 2-210).

g. Information subjected to unauthorized disclosure will be
classified as provided under subsection 2-209.

Chapter VIl
Access, Dissemination, and Accountability

Section 1
Access

7-100. Policy

a. Except as otherwise provided for in subsection 7-101, no per-
son may have access to classified information unless that person has
been determined to be trustworthy and unless access is essential to
the accomplishment of lawful and authorized Government purposes,
that is, the person has the appropriate security clearance and a need-
to-know. Further, cleared personnel may not have access until they
have been given an initial security briefing (see subsection 10-102).
Procedures shall be established by the head of each DoD Compo-
nent to prevent unnecessary access to classified information. There
shall be a demonstrable need for access to classified information
before a request for a personnel security clearance can be initiated.
The number of people cleared and granted access to classified infor-
mation shall be maintained at the minimum number that is consis-
tent with operational requirements and needs. No one has a right to
have access to classified information solely by virtue of rank or
position. The final responsibility for determining whether an indi-
vidual's official duties require possession of or access to any ele-
ment or item of classified information, and whether the individual
has been granted the appropriate security clearance by proper au-
thority, rests upon the individual who has authorized possession,
knowledge, or control of the information and not upon the prospec-
tive recipient. These principles are equally applicable if the prospec-
tive recipient is a DoD Component, including commands and
activities, other federal agencies, DoD contractors, foreign govern-
ments, and others.

b. Because of the extreme importance to the national security of
Top Secret information and information controlled within approved
Special Access Programs, employees shall not be permitted to work
alone in areas where such information is in use or stored and
accessible by those employees. This general policy is an extra
safeguarding measure for the nation’s most vital classified informa-
tion and it is not intended to cast doubt on the integrity of DoD
employees The policy does not apply in those situations where one
employee with access is left alone for brief periods during normal
duty hours. When compelling operational requirements indicate the
need, DoD Component heads may waive this requirement in specif-
ic, limited cases. This waiver authority may be delegated to the
senior official (subsections 13-301 and 13-302) of the DoD Compo-
nent who may redelegate the authority but only if so authorized by
the head of the DoD Component (Any waiver should include provi-
sions for periodically ensuring the health and welfare of individuals
left alone in vaults or secure areas.)

(1) Each MACOM commander and Headquarters agency
head is responsible for ensuring that the spirit and intent of the
two-person integrity rule is met within his or her organization.

The Secretary of the Army, Under Secretary, Assistant Secre-
taries of the Army, the Chief of Staff, Vice Chief of Staff, the
Director of the Army Staff, and the heads of MACOMs and
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Army Headquarters agencies may selectively waive the require-
ment when deemed necessary for mission accomplishment. This
authority may not be further delegated.

(2) Waiver requests will be considered on an individual basis,
and must be approvedpersonally and in writing, by an appro-
priate official. Security managers will retain records of ap-
proved waivers for reporting purposes. Two kinds of waivers
should be considered eitherpermanentor temporary

(a) PermanentThe personal approval of an official listed in
subparagraph 1, above, is required to waive the two-person
integrity rule permanently in office or other areas where the
rule simply cannot be applied, where alternative means and
procedures cannot be used, and if the circumstances causing the
request for waiver will not change in the foreseeable future. A
copy of each approved permanent waiver will be forwarded to
HQDA (DAMI-CIS) WASH DC 20310-1051.

(b) Temporary.In last-minute, emergency situations, the two-
person integrity requirement may be temporarily waived by any
general officer. Temporary waivers apply only to a particular
instance, last minute requirement, or short-duration assignment
involving work on Special Access Program or Top Secret infor-
mation by a single individual. Repeated requests for temporary
waiver of the rule from the same individual or office may indi-
cate that permanent waiver is appropriate. The security man-
ager will retain records of an temporary waivers granted by
authorized officials. For reporting purposes, DAMI-CIS may
periodically asks activities to provide the number of temporary
waivers granted.

7-101. Access by persons outside the Executive Branch
Classified information may be made available to individuals or

Army personnel will contact OCLL for guidance and assistance.
National security information originated in an agency other
than Army, but in Army custody, will not be released without
the consent of the originating agency. All material furnished
must bear correct classification markings.Receipts will be
obtained.

(4) National security information will be given to any mem-
ber of the Congress who requests it in writing. The rules in
paragraph 3, above, apply.

(5) When members and staff of the Congress and congres-
sional committees visit military installations, commanders may
release national security information to them. The following
procedures apply:

(@) The Secretary of the Army, through the OCLL, will au-
thorize information to be released to committees of the Congress
traveling under Army sponsorship.

(b) The sponsoring service will decide how much information
is to be released to those traveling under the sponsorship of the
other military services.

(c) If time permits, clearances will be obtained by message
from the HQDA OCLL before releasing national security infor-
mation to those not traveling under the sponsorship of the mili-
tary services.When time does not allow, a commander may
decide how much information to release.

(d) When a question arises on whether to release certain no-
tional security information to a member of the Congress or a
congressional committee, no final refusal will be made until the
case is submitted to the Secretary of the Army through the
HQDA OCLL.

b. Government Printing Office (GPORocuments and material
of all classifications may be processed by the GPO, which protects

agencies outside the Executive Branch provided that such informathe information in accordance with the DoD/GPO Security Agree-
tion is necessary for performance of a function from which the ment of February 20, 1981. . .
Government will derive a benefit or advantage, and that such release C. Representatives of the General Accounting Office (GR&)-

is not prohibited by the originating department or agency. Heads offesentatives of the GAO may be granted access to classified infor-
DoD Components shall designate appropriate officials to determine,mation originated by and in possession of the Department of
before the release of classified information, the propriety of such Defense when such information is relevant to the performance of the

action in the interest of national security and assurance of the recipiStatutory responsibilities of that office, as set forth in DoD Directive

ent's trustworthiness and need-to-knoMACOM commanders,
original Top Secret classification authorities, and officials they
designate will make these determinations.

a. CongressAccess to classified information or material by Con-

7650.1 (reference (nn)). Officials of the GAO, as designated in
Appendix B, are authorized to certify security clearances, and the
basis therefor. Certifications will be made by these officials pur-
suant to arrangements with the DoD Component concerned. Per-

gress, its committees, members, and staff representatives shall be ional recognition or presentation of official GAO credential cards

accordance with DoD Directive 5400.4 (reference (mm)). Any DoD

are acceptable for identification purposes.

employee testifying before a congressional committee in executive - Industrial, educational. and commercial entities.
session in relation to a classified matter shall obtain the assurance of (1) Bidders, contractors, grantees, educational, scientific or indus-
the committee that individuals present have a security clearancefial organizations may have access to classified information only
commensurate with the highest classification of the information that When such access is essential to a function that is necessary in the
may be discussed Members of Congress, by virtue of their electedNtérest of the national security, and the recipients are cleared in
positions, are not investigated or cleared by the Department ofdccordance with DoD 5220.22-R (reference (e)).

Defense.

(1) U.S. Army activities may make information available to
the Congress in confidence and in executive or closed sessions of
committees to enable the Congress to perform its functions. U.S.
Army activities not part of joint or combined commands will
contact the Chief of Legislative Liaison (CLL), Office of the
Secretary of the Army, WASH DC 20310-1600, for necessary
guidance and assistance.

(2) A person presenting oral testimony will advise the con-
gressional committee of the classification of the information
presented and of the need for protecting the national security. If
the committee requests defense information that the witness
does not know and must furnish later in writing, or if the
committee needs only a specific part of the testimony in writing,
the written material must the correct classification markings.
Receipts will be obtained.

(3) National security information requested by a congres-
sional committee through a member of the committee or a
professional staff member may be furnished when needed for
the performance of official committee functions. As necessary,

34

(2) Contractor employees whose duties do not require access to
classified information are not eligible for personnel security clear-
ance and cannot be investigated under the DISP. In exceptional
situations, when a military command is vulnerable to sabotage and
its mission is of critical importance to national security, National
Agency Checks may be conductied suitability purposes on such
individuals with the approval of the DUSD(P)he DCSINT is the
DA designee for this purpose. Completely justified requests will
be forwarded through command channels to HQDA (DAM-CIS)
WASH DC 20310-I0S1 in accordance with paragraph 3-601, AR
604-5 (reference(ll)).

e. Historical researcher$ersons outside the Executive Branch
who are engaged in historical research projects may be authorized
access to classified information provided that an authorized official
within the DoD Component with classification jurisdiction over the
information:

(1) Makes a written determination that such access is clearly
consistent with the interests of national security in view of the
intended use of the material to which access is granted by certifying
that the requester has been found to be trustworthy pursuant to
paragraph 7-100 a.;
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(2) Limits such access to specific categories of information over (1) The material is marked and transmitted properly.
which that DoD Component has classification jurisdiction and to  (2) The recipient has the facilities for, and is aware of the
any other category of information for which the researcher obtainsrequirements for, safeguarding, handling, storing, and destroy-
the written consent of a DoD Component or non-DoD department oring the material.
agency that has classification jurisdiction over information contained
in or revealed by documents within the scope of the proposed7-102. Access by foreign nationals, foreign governments,
historical research; and international organizations
(3) Maintains custody of the classified material at a DoD installa- a. Classified information may be released to foreign nationals,
tion or activity or authorizes access to documents in the custody offoreign governments, and international organizations only when au-
the NARS; thorized under the provisions of the National Disclosure Policy and
(4) Obtains the researcher’s agreement to safeguard the informaboD Directive 5230.11 (reference (oajd AR 380-10(reference
tion and to submit any notes and manuscript for review by all DoD (uuu)); and
Components or non-DoD departments or agencies with classification b. Access to COMSEC information by foreign persons and activ-
jurisdiction for a determination that no classified information is ism shall be in accordance with policy issuances of the National
contained therein by execution of a statement entitled, “Conditions Telecommunications and Information Systems Security Committee
Governing Access to Official Records for Historical Research Pur- (NTISSC). (Refer to AR 380-40 (reference (uuu).)
poses”; and
(5) Issues an authorization for access valid for not more than 27-103. Other situations
years from the date of issuance that may be renewed under regula¥hen necessary in the interests of national security, heads of DoD
tions of the issuing DoD Component. Components, or their single designee, may authorize access by per-
(6) Classified Army historical records and files normally con- sons outside the federal government, other than those enumerated in
tain material over which the Army does not possess final and  subsections 7-I01 and 7-102, to classified information upon deter-
exclusive classification authority. In most cases, the proponent mining that the recipient is trustworthy for the purpose of ac-
agencies for these materials do not grant unofficial historical ~ complishing a national security objective; and that the recipient can
access to them, and the Army respects these conditions.Conseg- and will safeguard the information from unauthorized dis-
uently, unofficial historical researchers will not be granted ac-  closureThe DCSINT is the Army designee for this purpose.
cess to such Army files unless the researcher presents evidence Completely justified requests will be forwarded through com-
of clearance for access by all other asset holders and concerned mand channels to HQDA (DAMI-CIS) WASH DC 20310-1051.
proponents. The Chief of Military History, however, will review . .
individual Army classified documents for declassification when ~ 7—104. Access required by other Executive Branch
requested by researchers. Custodians of classified files in U.S.- Investigative and law enforcement agents

Army records centers, records holding areas, libraries, collec- ~a. Normally, investigative agents of other departments or agen-

tions, archives, institutions, and other repositories will establish ~ CieéS may obtain access to DoD information through established

similar procedures for files under their control. liaison or investigative channels. _
f. Former presidential appointeeBersons who previously occu- b. When the urgency or delicacy of a Federal Bureau of Investi-

pied policy making positions to which they were appointed by the gation (FBI), Drug Enforcement Administration (DEA), or Secret
President may not remove classified information upon departureserv|ce |nVest|gat|0n pl’ecludes use Of establlshed ||a|SOn or inves-
from office as all such material must remain under the security tigative channels, FBI, DEA, or Secret Service agents may obtain
control of the U.S. Government. Such persons may be authorizecRCCESS 10 DoD information as required. However, this information
access to classified information that they originated, received, re-shall be protected as required by its classification.Before any public
viewed, signed, or that was addressed to them while serving as sucfelease of the information so obtained the approval of the head of
an appointee, provided that an authorized official within the DoD the activity or higher authority shall be obtained.

Component with classification jurisdiction for such information:

(1) Makes a written determination that such access is clearly /~105. Access by visitors L
consistent with the interests of national security in view of the Procedures shall be established to control access to classified infor-

intended use of the material to which access is granted and bynation by visitors. (DoD Instruction 5230.20(reference (aaa))

certifying that the requester has been found to be trustworthy pur-Provides further guidance regarding foreign visitors)
suant to paragraph 7-100 a.h 7-100 a.; a. Except when a continuing, frequent working relationship is

(2) Limits such access to specific categories of information over €stablished, through which current security clearance and need-to-
which that DoD Component has classification jurisdiction and to know are determined, DoD personnel visiting other activities of the
any other category of information for which the former appointee Department of Defense, its contractors, and other agencies shall
obtains the written consent of a DoD Component or non-DoD de- Provide advance notification of the pending visit that establishes the
partment or agency that has classification jurisdiction over informa- Visitor's security clearance and the purpose of the visit. Visit re-
tion contained in or revealed by documents with the scope of theduests shall be signed by an official other than the visitor who is in
proposed access; a position to verify the visitor's security clearance.

(3) Retains custody of the classified material at a DoD installa- b- Visit requests normally should include the following:
tion or activity or authorizes access to documents in the custody of (1) Full name, date and place of birth, social security number,
the National Archives and Records Service; and and rank or grade of visitor;

(4) Obtains the former presidential appointee’s agreement td2) Security clearance of the visitor;
safeguard the information and to submit any notes and manuscript (3) Employing activity of the visitor;
for review by all DoD Components or non-DoD departments or (4) Name and address of activity to be visited;
agencies with classification jurisdiction for a determination that no  (5) Date and duration of proposed visit;

classified information is contained therein. (6) Purpose of visit in sufficient detail to establish need-to-know;
g. Judicial proceedingsDoD Directive 5405.2 (reference (iii)) and

governs the release of classified information in litigation. (7) Names of persons to be contacted.
h. Reserve Officers’ Training Corps (ROTCpnfidential infor- c. Visit requests may remain valid for not more than 1 year.

mation may be released to cleared U.S. national members who

are of the ROTC if the commanding general of the ROTC 7-106. Student officers attending civilian institutions and
region or higher authority deems it necessary. The individuals faculty members of civilian institutions

making the final release of classified material will ensure that- a. Classified collateral information, Secret and below, may be
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released to student officers and faculty members of civilian insti-
tutions who have been granted clearance under AR 604-5 (refer-
ence (ll)). Release of classified material will be made to the
Professor of Military Science (PMS) at the institution. Only the
PMS will release classified material to the student or faculty
member under proper receipt, handling, and storage
requirement.

b. All requests for classified material win be made in writing
through the PMS. The PMS in turn will forward the request
through the U.S. Army agency sponsoring the officer’'s attend-
ance at the institution to the DA agency having primary interest
in the material. If the institution has no PMS, the closet Army
installation commander or senior Army instructor, as deter-
mined by the student officer's sponsoring agency, will handle
the request. Requests must be for specific documents; blanket
requests for classified files will be denied.

c. A thesis containing information from classified material
will reflect the classification of the source document, as well as
the source’s downgrading/declassification instructions, and por-
tion markings required by this regulation.

d. Before any classified thesis is submitted to a board of re-
view, the PMS will ensure that members of the board have been
cleared. The thesis will be delivered ad retrieved by the PMS. If
this is impractical, the registrar of the institution may be made a
member of the board and will secure the thesis. Secretarial
notes and related drafts will be disposed of as classified waste.

e. A student may prepare an abridged version of the thesis
with no classified information for inclusion in the open files of
the institution. Authorization by the student and the PMS is
required for release of the open files.

Section 2
Dissemination

7-200. Policy

of Restricted Data by DoD personnel shall be subject to DoD Direc-
tive 5210.2 (reference (y)).

7-205. NATO Information
Classified information originated by NATO shall be safeguarded in
accordance with DoD Directive 5100.55 (reference(z)).

7-206. COMSEC information
COMSEC information shall be disseminated in accordance with
NACSI 4005 (reference (v)) and implementing instructions.
a. JCS informationClassified JCS information will be handled
as prescribed in Chapter XV, Safeguarding JCS papers.

7-207. Dissemination of Top Secret information

a. Top Secret information, originated within the Department of
Defense, may not be disseminated outside the Department of De-
fense without the consent of the originating DoD Component, or
higher authority As an exception, information may be given out
if operational necessity dictates that it be expeditiously given to
non-DoD agencies, such as collocated representatives of other
elements of the Executive Branch.

b. Top Secret information, whenever segregable from classified
portions bearing lower classifications, shall be distributed separately
unless this would be impractical.

c¢. Standing distribution requirements for Top Secret information
and materials, such as distribution lists, shall be reviewed at least
annually to verify the recipients’ need-to-knomy proponents
for Top Secret materials containing an automatic distribution
list will obtain annual reverification in writing from recipients
certifying a continuing need for the information. Activity that
do not respond to a request for need-to-know reverification will
be deleted from the Top Secret distribution list.

7-208. Dissemination of Secret and Confidential
information

DoD Components shall establish procedures consistent with this @ Secret and Confidential information, originated within the De-

Regulation for the dissemination of classified matedapositive,
realistic application of need-to-know and security clearance in
allowing access to classified information should be followed to
further, not hamper, military operations. Increased security
risks dictate that need-to-know and clearance receive command
consideration before classified material is transmitted to ad-
dressees located in hazardous or unfriendly area3he originat-

partment of Defense, may be disseminated within the Executive
Branch, unless prohibited by the originator. (See subsection 4-505.)

b. Standing distribution requirements for Secret and Confidential
information and materials, such as distribution lists, shall be re-
viewed at least annually to verify the recipients need-to-know.
Army proponents for Secret and Confidential documents con-
taining a standard distribution list will obtain annual reverifica-

ing official or activity may prescribe specific restrictions oHON in writing from document recipients certifying their
dissemination of classified information when necessary. (See sub-<continuing need for the information. Activities that do not re-

section 4-505.)

7-201. Restraints on special access requirements

spond to a request for need-to-know reverification will be de-
leted from that Secret or Confidential document distribution
list.

Special requirements with respect to access, distribution, and protec-

tion of classified information shall require prior approval in accord-
ance with Chapter XII.

7-202. Information originating in a non-DoD department
or agency

7-209. Code words, nicknames, and exercise terms
The use of code words, nicknames, and exercise terms is subject to
the provisions of Chapter Xl and Appendix C.

7-210. Scientific and technical meetings

Except under rules established by the Secretary of Defense, or ablse of classified information in scientific and technical meetings is
provided by Section 102 of the National Security Act (reference Subject to the provisions of DoD Directive 5200.12 (reference (ii)).

(pp)), classified information originating in a department or agency

other than Department of Defense shall not be disseminated outsid&ection 3
the Department of Defense without the consent of the originating Accountability and Control

department or agency.

7-203. Foreign intelligence information

Dissemination of foreign intelligence information shall be in accord-
ance with the provisions of DoD Instruction 5230@&R 381-1)
(reference (u)) and DoD Directive C-5230.23 (reference (zz)).

7-204. Restricted Data and Formerly Restricted Data

7-300. Top Secret information
DoD activities shall establish the following procedures:

a. Control Officers.Top Secret Control Officers (TSCOs) and
alternates shall be designated within offices to be responsible for
receiving, dispatching, and maintaining accountability registers of
Top Secret documents. Such individuals shall be selected on the
basis of experience and reliabilitend must already possess a

Information bearing the warning notices prescribed in subsection 4-minimum grade of GS-07 or rank of E-7 or SFC,and shall have
501 and 4-502 shall not be disseminated outside authorized channelSop Secret security clearances. TSCOs need not be appointed in
without the consent of the originator. Access to and disseminationthose instances where there is no likelihood of processing Top
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Secret documentatiorfln such circumstances, Army activity se-
curity managers should record the fact that a TSCO has not
been appointed.) TSCOs or their alternates will—

(1) Maintain access to a current record of each person within
the activity, command, office, or element who is cleared for, and
has been authorized access to, Top Secret information.

(2) Maintain a current, accurate system of accountability
within the activity for all Top Secret material.

(3) Ensure that TSCOs and alternates are cleared of account-
ability for Top Secret material when relieved of their
responsibilities.

(4) Maintain the lowest number of Top Secret document pos-
sible consistent with current requirements. Destroy nonrecord
and reading file copies as soon as practical. Ensure an annual
review of all record copies of Top Secret documents for possible
destruction, downgrading, declassification, or retirement.

(5) Conduct a monthly 10-percent inventory of Top Secret
documents to ensure, by the tenth month, a 100-percent recon-
ciliation of all documents or material on hand with those listed
in the Top Secret accountability register.

b. Accountability

(1) Top Secret registerd.op Secret accountability registers shall

2. The names of persons granted access to the document and
the date of initial access will be legibly recorded (typed or neatly
printed).

(b) When a Top Secret document is transferred outside the
once of origin, the DA Form 969 win be filed with the record
copy.

(c) When a Top Secret document is received within an agency
or command, the form will be prepared and attached to the
document.When a document is dispatched, destroyed, or trans-
ferred, the form will be detached and filed in the office of
record for 2 years.

(d) When an addressee distributes to subordinate commands
or other agencies copies of, or Top Secret extracts from, a Top
Secret document, a record of the additional distribution will be
kept with the form.

1. The person having physical custody of the document is
responsible for recording the names of those who have access.
2. If release is approved outside Army, or to a foreign gov-
ernment, the name of the receiving organization will be re-

corded on the DA Form 969 maintained by the lender.

c. Inventories.All Top Secret documents and material shall be
inventoried at least once annualithin Army, TSCOs will con-

be maintained by each office originating or receiving Top Secret duct a monthly 10-percent inventory of Top Secret documents.
information. Such registers shall be retained for 2 years and shall, aFhe inventory shall reconcilby the tenth month, the Top Secret

a minimum, reflect the following:

accountability register witii00 percent of the Top Secretlocu-

(a) Sufficient information to identify adequately the Top Secret ments or material on hand. At such time, each document or material
document or material to include the title or appropriate short title, shall be examined for completeness. DoD Component senior offi-

date of the document, and identification of the originator;
(b) The date the document or material was received;
(c) The number of copies received or later reproduced; and

cials (subsections 13-301 and 13-302) may authorize the annual
inventory of Top Secret documents and material in repositories,
libraries, or activities that store large volumes of Top Secret docu-

(d) The disposition of the Top Secret document or material and ments or material to be limited to documents and material to which

all copies of such documents or material.

(e) Identification of documents on DA Form 455 (Mail and
Document Register) or a suitable substitute record. TSCOs will
record the receipt, dispatch, downgrading, source, movement
from one office to another, destruction, and current custodian of
all Top Secret material for which they are responsible. DA
Form 3964(Classified Document Accountability Record) may be
used as a single-entry register. These forms will also be used in
subordinate elements to show the receipt, dispatch, downgrad-
ing, or destruction of all Top Secret material.

(2) Serialization and copy numberingiop Secret documents and

access has been granted within the past year, and 10 percent of the
remaining inventory. If a storage system contains large volumes of
information and security measures are adequate to prevent access by
unauthorized persons, a request for waiver of the annual inventory
requirement accompanied by full justification may be submitted
through HQDA(DAMI-CIS) WASH DC 20310-10510 the
DUSD(P).

(1) A 10 percent physical inventory of all Top Secret material
in Army custody will be conducted each month so as to com-
plete a 100-percent inventory on or about 1 April each year. The
TSCO will conduct the inventories. A property cleared official

material shall be numbered serially. In addition, each Top Secretwith neither personal nor supervisory responsibility for the doc-
document shall be marked to indicate its copy number, for example,ument will withess the 10-percent inventory report each month.

copy -1- of -2-copiesTop Secret documents will be numbered in
sequence as they are received in a calendar year series. This
number will be posted to the document and control register.
Changes to controlled documents will be assigned the same con-
trol number as the basic document, except that a suffix (such as
“Change 4") will be added. The change will be incorporated
immediately into the basic document; a notation will be added
to the description block on the document register.

(3) Disclosure recordsEach Top Secret document or item of

Each monthly inventory will consist of a physical sighing of the
material or written evidence of authorized disposition, such as
certificate of destruction or transfer receipt. Discrepancies
found during the monthly inventory will be resolved immediate-
ly. Monthly inventory reports will be filed under AR 340-2
(reference (mmm)) or AR 340-18 series.

(2) Limited physical inventories (10 per-cent or less of total
amount of Top Secret material on hand) may be authorized by
MACOM commanders and heads of Army Headquarters

material shall have appended to it a Top Secret disclosure recordagencies.

The name and title of all individuals, including stenographic and

d. RetentionTop Secret information shall be retained only to the

clerical personnel to whom information in such documents and extent necessary to satisfy current requirements. Custodians shall
materials has been disclosed, and the date of such disclosure, shallestroy nonrecord copies of Top Secret documents when no longer
be recorded thereon.Disclosures to individuals who may have hadneeded. Record copies of documents that cannot be destroyed shall
access to containers in which Top Secret information is stored, orbe reevaluated and, when appropriate, downgraded, declassified, or
who regularly handle a large volume of such information need notretired to designated records centers.

be so recorded. Such individuals, when identified on a roster, are e. ReceiptsTop Secret documents and material will be accounted
deemed to have had access to such information. Disclosure recordfr by a continuous chain of receipts. Receipts shall be maintained
shall be retained for 2 years after the documents or materials ardor 2 years.

transferred, downgraded, or destroyed. f. Transfer of accountability.

(a) DA Form 969 will be used to record the required disclo- (1) Before leaving a command or agency, each TSCO or al-
sure accounting. This form will be attached to the first page or ternate will account by joint inventory for Top Secret docu-
cover of the document under the Top Secret Cover Sheet (SF ments and material for which he or she has custodial
703). DA Form 969 will be maintained as follows: responsibility. The commander or head of the agency will pre-

1. The Top Secret documents attached will be clearly and  scribe appropriate procedures. Such joint inventories are re-
completely identified. quired under the following circumstances:
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(a) On change of duty assignment within an office, activity, or means authorized for classified information as specified in chap-

installation. ter VIII of this regulation. It is recommended for other material
(b) On permanent change of station. whenever practicable.
(c) On temporary absence of more than 30 calendar days.
(d) On separation from the military service or termination of 7-304. Working papers _
employment with the Army. a. Working papers are documents and material accumulated or
(2) Transfer of accountability will be by formal written pro- created in the preparation of finished documents and material.
cedure and will be approved by the commander or agency head, Working papers recorded on diskettes or other word processing
consistent with the accountability requirements in this regula-  Media are subject to the provisions of this paragraph (refer to

tion. One hundred percent of the Top Secret material in the AR 380-380 (reference (h)) for additional security requirements
custody of or charged to a person must be property accounted ~and procedures which apply to these items)Working papers
for before the person is given a final clearance from a unit or ~ containing classified information shall be:

installation. (1) Dated when createghd marked to indicate they are work-
(3) On the death of a TSCO or alternate, or on hospitaliza- Ing papers;

tion for more than 30 days, a commander will appoint an officer (2) Marked with the highest classification of any information

to conduct a complete inventory of Top Secret documents contained therein;

formerly in the individual's custody. This inventory should be- (3) Protected in accordance with the assigned classification;

gin as soon as practicable. Written results of the inventory (4) Destroyed when no longer needed; and

should be retained in the files of the local office of interest. (5) Accounted for, controlled, and marked in the manner pre-
scribed for a finished document of the same classification when:

7-301. Secret information (a) Released by the originator outside the activity or transmitted

Administrative procedures shall be established by each DoD Com-glectrically or through message center channels within the activity
ponent for controlling Secret information and material originated or (Army is an “activity” for purposes of this paragraph);

received by an activity; distributed or routed to a sub-element of (b) Retained more than 90 days from date of origin;

such activity; and disposed of by the activity by transfer of custody (c) Filed permanently; or

or destruction. The control system for Secret information must be (d) Top Secret information is contained therein.

determined by a practical balance of security and operating effi- "\, -4 of DoD Components, or their single designees, may

ciency and must meet the following minimum requirements: approve waivers of accountability, control, and marking require-
ents for working papers containing Top Secret information for
ctivities within their Components on a case-by-case basis provided
determination is made that:

(1) The conditions set forth in subparagraphs a.5.(a), (b), or(c),
Ebove, will remain in effect;

(2) The activity seeking a waiver routinely handles large volumes
of Top Secret working papers and compliance with prescribed ac-
countability, control, and marking requirements would have an ad-
verse affect on the activity’s mission or operations; and

(3) Access to areas where Top Secret working papers are handled
is restricted to personnel who have an appropriate level of clearance,
and other safeguarding measures are adequate to preclude the possi-
bility of unauthorized disclosure.

(e) In all cases in which a waiver is granted under b., above, the

outside a major subordinate element (the activity) of the DoD Com-
ponent concerned has been delivered to the intended recipient. Suc,
delivery may be presumed where the material is sent electronically
over secure voice or data circuits. Ensuring physical delivery may
be accomplished by use of a receipt as provided in paragraph 8-20
b. or through hand-to-hand transfer when the receiving party ac-
knowledges responsibility for the Secret materfeimy activities

will use the DA Form 3964 as a means to verify an addressee’s
receipt of Secret material sent by mail outside the activity. Indi-
viduals handcarrying Secret material will obtain the recipient’s
verbal acknowledgment that the recipient with assume responsi-
bility for the material.

b. It must provide a record of receipt and dispatch of Secret
material by each major subordinate element. The dispatch recor o ) - .
requirement may be satisfied when the distribution of Secret mate(-jDUSD(P) shall be notifiedRequests for waivers will be submit-
rial is evident from addressees or distribution lists for classified €d through command channels to HQDA (DAMI-CIS), WASH
documentation. Records of receipt and dispatch are required regard®C 20310-1051.Requests must address the conditions specified
less of the means used to ensure delivery of the material (sed? Paragraph b, above.
paragraph a., aboveyhe DA Form 3964 returned by the recipi-
ent of a Secret document will serve as a record of receipt. The
distribution lists for Secret document will serve as dispatch re-
cords for the material.

c. Records of receipt and dispatch for Secret material shall be
retained for a minimum of 2 yea®®A Forms 3964 and document
distribution lists that serve as official records of receipt and
dispatch (paragraphs a and b, above) will be retained for 2
years.

7-305. Restraint on reproduction

Except for the controlled initial distribution of information proc-
essed or received electrically or as provided by subsections 1-205
and 3-602, portions of documents and materials that contain Top
Secret information shall not be reproduced without the consent of
the originator or higher authority. Any stated prohibition against
reproduction shall be observed strictly (See subsection 4-505 ) To
the extent possible, DoD Componeatsd individual Army activi-

ties shall establish classified reproduction facilities where only des-
7-302. Confidential information ignated personnel can reproducg classified materials and. institute
Administrative controls shall be established to protect Confidential k€Y control systems for reproduction areas Also, when possible, two
information received, originated, transmitted, or stored by an activi- PEOPI€ shall be involved in the reproduction process to help assure

ty. Administrative controls for Confidential information beyond positive control and safeguarding of all copies The following addi-

those prescribed by this regulation are prohibited. tional measures apply to reproduction equipment and to the repro-
duction of classified information:

7-303. Receipt of classified material a. Copying of documents containing classified information shall

Procedures shall be developed within DoD activities to protect in- be minimized;

coming mail, bulk shipments, and items delivered by messenger b. Officials authorized to approve the reproduction of Top Secret
until a determination is made whether classified information is con- and Secret information shall be designated by position title and shall
tained therein. Screening points shall be established to limit accesseview the need for reproduction of classified documents and mate-
to classified information to cleared personnrghis protection is rial with a view toward minimizing reproductiofcommanders,
required only for material transmitted or transported by a agency heads, and activity heads will designate such officials.
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DA Form 3964, DD Form 844 (Requisition for Local Duplicat- via a protected distribution system designed and installed to meet
ing Service), or other substitute record may be used to indicate  the standards included in the National COMSEC and Emanations
reproduction approval); Security (EM-SEC) Issuance System.

c. Specific reproduction equipment shall be designated for the ) .
reproduction of classified information. Rules for reproduction of 8-102. Secret information ,
classified information shall be posted on or near the designatedSPeCial Access Program information may be forwarded by any
equipment(information on hazards associated with various types ~ means approved for transmission of Top Secret information, pro-
of reproduction equipment may be obtained from the Chief, ~ Vvided the program manager approves. Special Access Program
Intelligence Materiel Activity, ATTN: AMXIM-PS, Fort Meade, materials may also be transmitted by U.S. Postal Service Registered
MD 20755-5313.): Mail (see paragraph 8-200a for packaging instructions). Transmis-

d. Notices prohibiting reproduction of classified information shall S1°" Ef Sefc;ﬁt information ma):j tf)e terffe(t:ted by: f Top Secret
be posted on equipment used only for the reproduction of unclassi- a. Any or thé means approved for the transmission of 10p Secre
fied information: information except that Secret information may be introduced into

e. DoD Componerts shll enure that auipmen used for repro-1 DCS, 0l vher he cont of sueh nformaton cannet be
duction of classified information does not leave latent images in the = v P

equipment or on other mate(production equipment that pl);) tc'; S(r:(l) i?ig?elcocl}/éilrze% I(r:];cr)wrtrg?:ttlgp;em loyees within and be-
leaves latent images on material within the equipment, such as - APProp y ploy

ermeciats paper rols, may be used or repodcton of iassy bece? L UP Staes and s Teriores provided et () e
fied Informatlon only if the mat?.“a' can be_ properly safeguar- couriers or escorts for protecting Secret information; (2) the classi-
ded and disposed of as classified waste);

. . fied information remains under the constant custody and protection
f. All copies of classified documents reproduced for any purpose Y P

. . . - . 2 f th ntr r personnel Il times; an he transmission
including those incorporated in a working paper are subject to the0 the contractor personnel at all times; and (3) the transmissio

! : otherwise meets the requirements specified in DoD 5220.22-R and
same controls prescribed for the document from which the reproduc-p 5 5550 22-m (references (e) and (f)). In other areas, appropri-
tion is made; and ) . !

. ately cleared DoD contractor employees may transmit classified
g. Records shall be maintained for 2 years to show the number y poy Y

oS . material only as prescribed by references (e) and (f).
and distribution of reproduced copies of all Top Secret documents, . ;5 postal Service registered mail within and between the
of all classified documents covered by special access programspited S

I . e nited States and its Territories;
distributed outside the originating agency, and of all Secret and 4 \j 5 pgstal Service registered mail through Army, Navy, or

Confidential documents that are marked with special disseminationajr Force Postal Service facilities outside the United States and its
and reproduction limitations. (See subsection 4-505.) Territories, provided that the information does not at any time pass
out of U.S. citizen control and does not pass through a foreign
postal system or any foreign inspection;
e. U.S. Postal Service and Canadian registered mail with regis-
Chapter_ V.'” tered mail receipt between U.S. Government and Canadian Govern-
Transmission ment installations in the United States and Canada;

f. Carriers authorized to transport Secret information by way of a
Protective Security Service (PSS) under the DoD Industrial Security
Program. This method is authorized only within the U.S. boundaries
and only when the size, bulk, weight, and nature of the shipment, or
escort considerations make the use of other methods impractical.
Routings for these shipments will be obtained from the Military
Traffic Management Command (MTMC);

g. The following carriers under appropriate escort: government
and government contract vehicles including aircraft, ship of the U.S.
Navy, civil service-operated U.S. Naval ships, and ships of U.S.
registry. Appropriately cleared operators of vehicles, officers of
ships or pilots of aircraft who are U.S. citizens may be designated as
escorts provided the control of the carrier is maintained on a 24-
hour basis. The escort shall protect the shipment at all times,
through personal observation or authorized storage to prevent in-
spection, tampering, pilferage, or unauthorized access. However,
Co - observation of the shipment is not required during the period it is
ment civilian employees by surface transportation; stored in an aircraft or ship in connection with flight or sea transit,

f. Cleared and designated U.S. Military personnel and govem- o.qideq the shipment is loaded into a compartment secure, safe-
ment civilian employees on scheduled commercial passenger aircraffy o container that is:

within and between the United States, its Territories, and Canada, (1) Constructed of solid building material that provides a sub-
when approved in accordance with paragraph 8-303 a. stantial resistance to forced entry:

g. Cleared and designated U.S. Military personnel and govern- =2y constructed in a manner that precludes surreptitious entry
ment civilian employees on scheduled commercial passenger aircraffpough disassembly or other means, and that attempts at surrepti-
on flights outside the United States, its territories, and Canada, whenjg g entry would be readily discernible through physical evidence
approved in accordance with paragraph 8-303 b. of tampering; and

h. Cleared and designated DoD contractor employees within and  (3) Secured by a numbered cable seal lock affixed to a substan-
between the United States and its Territories provided that the transtjg| metal hasp in a manner that precludes surreptitious removal and
mission has been authorized in writing by the appropriate contract-provides substantial resistance to forced entry.
ing officer or his designated representative, and the designategl Use of specialized containers aboard aircraft requires that:
employees have been briefed on their respon3|bllltles as couriers or (1) Appropriately cleared personnel maintain observation of the
escorts for the protection of Top Secret material. Complete guidancematerial as it is being loaded aboard the aircraft and that observation
for Top Secret transmission is specified in DoD 5220.22-R and DoD of the aircraft continues until it is airborne;

5220.22-M (references (e) and (f)). _ (2) Observation by appropriately cleared personnel is maintained

i. A cryptographic system authorized by the Director, NSA, or at the destination as the material is being off-loaded and at any

Section 1
Methods of Transmission or Transportation

8-100. Policy
Classified information may be transmitted or transported only as
specified in this chapter.

8-101. Top Secret information
Transmission of Top Secret information shall be effected only by:

a. The Defense Courier Service(DCS);

b. Authorized DoD Component Courier Services;

c. If appropriate, the Department of State Courier System;

d. Cleared and designated U.S. military personnel and Govern-
ment civilian employees traveling on a conveyance owned, con-
trolled, or chartered by the U.S. Government or DoD contractors;

e. Cleared and designated U.S. Military personnel and govern-

AR 380-5 ¢« 25 February 88 39



intermediate stops. Observation will be continuous until custody of level and that the person will assume full security responsibility for

the material is assumed by appropriately cleared personnel. the material on behalf of the foreign government. The recipient will
be required to execute a receipt for the material, regardless of the

8-103. Confidential Information level of classification.

Transmission of Confidential information may be effected by: b. Classified material that is suitable for transfer by courier or

a. Means approved for the transmission of Secret information. postal service, and which cannot be transferred directly to a foreign
However, U.S. Postal Service registered mail shall be used forgovernment’'s designated representative as specified in paragraph a.,

Confidential only as indicated in paragraph b. below; above, shall be transmitted by one of the methods specified in
b. U.S. Postal Service registered mail for: subsection 8-101, 8-102, or 8-103 for the designated classification
(1) Confidential information of NATO; level to:

(2) Other Confidential material to and from FPO or APO ad- (1) An embassy, consulate, or other official agency of the recipi-
dressees located outside the United States and its Territories; ent government having extraterritorial status in the United States, or
(3) Other addressees when the originator is uncertain that theirto
location is within U.S. boundaries. Use of return postal receipts on a (2) A U.S. Embassy or a U.S. military organization in the recipi-

case-by-case basis is authorized. ent country or in a third-party country, if applicable, for delivery to
(4) Material dispatched to and from U.S. activities in a designated representative of the intended recipient government. In
Panama. either case, the assurance in paragraph a., above, and a receipt, must
(5) COMSEC information as prescribed by AR 380-40 and  be obtained.
TB 380-41(reference (v)). c. The shipment of classified material as fright via truck, rail,

c. U.S Postal Service first class mail between DoD Component aircraft, or ship shall be in compliance with the following:
locations anywhere in the Uniteed States and its Territories. Howev- (1) Shipments resulting from foreign military sales (FMBpD
er, the outer envelope or wrappers of such Confidential materialOfficials authorized to approve a FMS transaction that involves the
shall be endorsed “POSTMASTER: Address Correction Requested/delivery of U.S. classified material to a foreign purchaser shall, at
Do Not Forward."This endorsement should be stamped in black  the outset of negotiation or consideration of proposal, consult with
ink to facilitate the identification of sensitive mail. The stamped =~ DoD transportation authorities (Military Traffic Management Com-
letters should be approximately 1/4 inch in size, or larger than ~ Mand, Military Sealift Command, Military Airlift Command, or
typed text. Certified or, if appropriate, registered mail shall be used Other, as appropriate) to determine whether secure shipment from
for material directed to DoD contractors and to non-DoD agenciesth® CONUS point of origin to the ultimate foreign destination is
of the Executive Branch. U.S. Postal Service Express Mail Serviceféasible. Normally, the United States will use the Defense Transpor-
or Federal Express Servicanay be used between DoD Component fation System (DTS) to deliver classified material to the recipient

locations, between DoD contractors and between DoD Componentdovernment. If, in the course of FMS case processing, the foreign
and DoD contractors. purchaser proposes to take delivery and custody of the classified

d. Within U.S. boundaries, commercial carriers that provide a material in the United States and use its own facilities and transpor-

Constant Surveillance Service (CSS). Information concerning com-tation for onward shipment to its territory, the foreign purchaser or
mercial carriers that provide CSS may be obtained from the MTMC. ItS designated representative shall be required to submit a transporta-
e. In the custody of commanders or masters of ships of U.S.tion plan for DoD review and approval. This plan, as a minimum,
registry who are U.S. citizens. Confidential information shipped on shall spec_:|fy the storage facilities, delivery and trz_insfer points, carri-
ships of U.S. registry may not pass out of U.S. Government control, &S, COUrers or escorts, and 'methods. of.handllng to be from the

The commanders or masters must give and receive classified infor-CONUS point of origin to the fl_nal destlnatlc_)n anq return shipment

mation receipts and agree to: when applicable. _(S_e_e Appendix E.) Security officials of the DoD
(1) Deny access to the Confidential material by unauthorized Component that initiates th(_e FMS transaction shall evaluate the

persons, including customs inspectors, with the understanding tha{ransportatlon plan to determine whether the plan adequately ensures

Confidential cargo that would be subject to customs inspection will IprotecrglonDoBthg highest level of cla?]smgﬁ/lénaterlal involved. Un-
not be unloaded: and ess the Do omponent initiating the transaction approves

(2) Maintain control of the cargo until a receipt is obtained from the transportation plan as submitted, or it is modified to meet U.S.
an authorized representative ofgthe consigneep security standards, shipment by other than DTS shall not be permit-

: " . ted.Transmission instructions or the requirement for an approved
f. Such alternative or additional methods of transmission as the q bp

. .~ “transportation plan shall be incorporated into the security require-
head of any DoD Component may establish by rule or regulation, yontq of the United States Department of Defense Offer and Ac-

provided those methods afford at least an equal degree of securi‘[yCeptance (DD Form 1513).

(2) Shipments resulting from direct commercial saléfassified
shipments resul;ing from direct commercial sales must comply with
After a determination by designated officials pursuant to DoD Di- LZ%I?ZQE; setchlérrl(ta);oiandﬂrg(smthali prg/ tc;oF,:(laSteShlptw?Eés- Dr(e;:‘qe;s:e
rective 5230.11 (reference 00)) that classified information or mate-in overr?r’nent the D\Ilg Re if)LrjﬁI Ssecgr?t pOIfficé V\gn d thep:wnins
rial may be released to a foreign government, the material shall b igI]itgr De artrﬁent Hor to gconsummatio)rlw of a éommercial con-g
transferred between authorized representatives of each govemme?mlct t%at wFi)II result irﬁ) the shipment of classified material to obtain
in compliance with the provisions of this Chapter. To assure compli- %pproval of the transportation plan.

ance, each contract, agreement, or other arrangement that involve (3) Delivery within the United States, its Territories, or posses-

e e mer sons:Deery of lasied mterl 1o 3 oreign government at &
. q pa P point within the United States, its territories, or its possessions, shall
tation plan be approved by the appropriate DoD security and trans-

. g A . be made only to a person identified in writing by the recipient
ortation officials prior to release of the material. (See DoD TS- - . , - ’
glOS.Zl-M-3 (refePence (ddd)) for guidance regard(ing SCl.) govekr]nmentbas its kc}ie&gr;ated hreprezergapve as specified in para-
a. Classified material to be released directly to a foreign govern- graph a., above. The only authorized delivery points are:

) ; . (@) An embassy, consulate, or other official agency under the
ment representative shall be delivered or transmitted only to a Perontrol of the recipient government.

son who has been designated in writing by the recipient government (b) Point of origin. When a designated representative of the re-
as its officer agent, or employee (hereafter referred to as the desigejniant government accepts delivery of classified U.S. material at
nated representative). Foreign governments may designate a freig e point of origin (for example, a manufacturing facility or depot)

forwarder as their agent. This written designation shall contain as-y o bop official who transfers éustody shall obtain a receipt for the
surances that such person has a security clearance at the approprigigssified material and assure that the recipient is cognizant of

8-104. Transmission of classified material to foreign
governments
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secure means of onward movement of the classified material to itsfrom the point of origin to destination, when such a service is
final destination, consistent with the approved transportation plan.available;

(c) Military or commercial ports of embarkation (POE) that are b. Ship packages weighing less than 200 pounds in closed vehi-
recognized points of departure from the United States, its territories,cles only;
or possessions, for onloading aboard a ship, aircraft, or other carrier ¢. Notify the consignee, and military transshipping activities, of
authorized under subparagraph 5., below. In these cases, the tranthe nature of the shipment (including level of classification), the
portation plan shall provide for U.S.-controlled secure shipment to means of shipment, the number of seals, if used, and the anticipated
the CONUS transshipment point and the identification of a securetime and date of arrival by separate communication at least 24 hours
storage facility, government or commercial, at or in proximity to the in advance of arrival of the shipment. Advise the first military
POE. A DoD official authorized to transfer custody is to supervise transshipping activity that, in the event the material does not move
or observe the onloading of FMS material being transported via theon the conveyance originally anticipated, the transshipping activity
DTS and other onloading wherein physical and security custody ofShould so advise the consignee with information of firm transship-
the material has yet to be transferred formally to the foreign recipi- Ping date and estimated time of arrival. Upon receipt of the advance
ent. In the event that transfer of physical and security custodynotice of a shipment of classified material, consignees and trans-
cannot be accomplished promptly, the DoD official shall ensure thatShiPping activities shall take appropriate steps to receive the classi-
the classified material is either returned to a secure storage facilityfied shipment and to protect it upon arrival. _ _
of the U.S. shipper (government or contractor); or segregated and d- Annotate the bills of lading to require the carrier to notify the
placed under constant surveillance of a duly cleared U.S. securityconsignor immediately by the fastest means if the shipment is un-

force at the POE; or held in the secure storage facility (governmentduly delayed enroute. Such annotations shall not under any circum-
or commercial)designated in the transportation plan. stances disclose the classified nature of the commodity. When seals

(d) Freight forwarder facility that is identified by the recipient &ré used, annotate substantially as follows: DO NOT BREAK
government as its designated representative and that is cleared i EALS EXCEPT IN EMERGENCY OR UPON AUTHORITY OF
accordance with subparagraph 6., below, to the level of the classi- SQSISGE’\AISQ AOSR s%o(;\:\?lﬁ’s\lEpEdslgngEoﬁﬁlg ?J&EE&?;&I
fied material to be received. In these cases, a person identified as OTIFY CONSIGNOR AND CONSIGNEE
designated representative must be present to accept delivery of th :

classified material and receipt for it, to include full acceptance of _©- Require the consignee to advise the consignor of any shipment
security responsibility. not received more than 48 hours after the estimated time of arrival

: . . . o furnished by the consignor or transshipping activity. Upon receipt of
_(4)_DeI|very outside the United States. its Territories, or posses- such notice, the consignor shall immediately trace the shipment. If
sions: I . o . there is evidence that the classified material was subjected to com-
(a) Delivery within the recipient country. Classified U.S.material

: : e o promise, the procedures set forth in Chapter VI of this Regulation

to be delivered to a foreign government within the recipient country ¢, reporting compromises shall apply.
shall be delivered on arrival in the recipient country to a U.S.
Government representative who shall arrange for its transfer to ag—106. Transmission of COMSEC information
designated representative of the recipient government. If the ship-COMSEC information shall be transmitted in accordance with Na-
ment is escorted by a U.S. Government official authorized to ac-tional COMSEC Instruction 4005 (reference (v)).
complish the transfer of custody, the material may be delivered
directly to the recipient government's designated representafivd07. Transmission of Restricted Data
upon arrival. Restricted Data shall be transmitted in the same manner as other

(b) Delivery within a third country. Classified material to be |nformat|0n of the same security classification. The transporting an_d
delivered to a foreign government representative within a thitgndling of nuclear weapons or nuclear components shall be in
country shall be delivered to an agency or installation of the United @cordance with DoD Directives 4540.1 and 5210.41 (references
States, or of the recipient government, that has extraterritorial statu¢d9) and (rr)) and applicable DoD Component directives and
or otherwise is exempt from the jurisdiction of the third country, regulations.
Unless the material is accompanied by a U.S. Government official

authorized to accomplish the transfer of custody, a U.S. Governmenﬁection 2 ¢ Material for T ssion. Shi
official shall be designated locally to receive the shipment upon Cgene/aerigr?:eo aterial for Transmission, Shipment, or

arrival and be vested with authority to effect delivery to the in-
tended recipient government’s designated representative. 8-200. Envelopes or containers

(5) Overseas carriersOverseas shipments of U.S. classified ma- 5 \whenever classified information is transmitted, it shall be en-
terial shall be made only via ships, aircraft, or other carriers that are:cjgsed in two opaque sealed envelopes or similar wrappings when
(a) owned or chartered by the U.S. Government or under U.S.gjze permits, except as provided beld\e a rule, whenever Spe-
registry, (b) owned or chartered by or under the registry of the cja| Access Program information is transmitted via U.S. Postal
recipient government, or (c) otherwise expressly authorized by theservice, an opaque or cardboard sheet will be inserted in the
head of the DoD Component having classification jurisdiction over inner en\/e|ope prior to transmission. This requirement app”es
the material involved. Overseas shipments of classified materialto Special Access Program packages containing seven pages or
shall be escorted, prepared for shipment, packaged, and stored oness of material.
board as prescribed elsewhere in this Chapter and in DoD 5220.22- b, Whenever classified material is transmitted of a size not suita-
R and DoD 5220.22-M (references (e) and (f)). ble for transmission in accordance with paragraph a., above, it shall

(6) Freight forwarders:Only freight forwarders that have been be enclosed in two opaque sealed containers, such as boxes or heavy
granted an appropriate security clearance by the Department ofwvrappings.

Defense or the recipient government are eligible to receive, process, (1) If the classified information is an internal component of a
and store U.S. classified material authorized for release to foreignpackageable item of equipment, the outside shell or body may be
governments. However, a freight forwarder that does not have ac-considered as the inner enclosure provided it does not reveal classi-
cess to or custody of the classified material need not be clearedfied information.

(2) If the classified material is an inaccessible internal component

8-105. Consignor-consignee responsibility for shipment of a bulky item of equipment that is not reasonably packageable, the
of bulky material outside or body of the item may be considered to be a sufficient
The consignor of a bulk shipment shall: enclosure provided the shell or body does not reveal classified

a. Normally, select a carrier that will provide a single line service information.
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(3) If the classified material is an item or equipment that is not f. Care must be taken to ensure that classified information in-
reasonably packageable and the shell or body is classified it shall béended only for U.S. elements of international staffs or other organi-
concealed with an opaque covering that will hide all classified zations is addressed specifically to those eleBnt340-25
features. contains the following:

(4) Specialized shipping containers, including closed cargo(l) Addresses of Military Assistance Advisory Groups, Mili-
transporters, may be used instead of the above packaging requirdary Liaison Offices, Joint U.S. Military Advisory Groups, and

ments. In such cases, the container may be considered the outéimilar activities. _
wrapping or cover. (2) Addresses of U.S. Defense Attache Offices.

c. Material used for packaging shall be of such strength and (3) Procedures for protecting material during transmission.

_durability as to p'rovide security prot_ection while in _tr_ansit, prevent g g5 Receipt systems

|Fems from breaklng out.of the conta[ner, and to faC|I!tate the detec- a. Top Secret information shall be transmitted under a chain of
tion of any tamperlng with the.contamer. The wrappings shall con- receipts covering each individual who gets custody.

ceal all classified characteristics. b. Secret information shall be covered by a receipt when trans-

d. Closed and locked vehicles, compartments, or cars shall bemitted to a foreign government (including foreign government em-
used for shipments of classified information except when anotherbpassies located in the United States) and when transmitted between
method is authorized by the consignor. Alternative methods author-major subordinate elements of DoD Components and other author-
ized by the consignor must provide security equivalent to or betterized addressees except that a receipt is not required when there is a
than the methods specified herein. In all instances, individual pack-hand-to-hand transfer between U.S. personnel and the recipient ac-
ages weighing less than 200 pounds gross shall be shipped only in Bnowledges responsibility for the Secret informati@nDA Form
closed vehicle. 3964 will be used as a receipt for Secret material transmitted

e. To minimize the possibility of compromise of classified mate- between Army activities when U.S. Postal Service resources or
rial caused by improper or inadequate packaging thereof, responsimailrooms are used. A receipt is not required when the Secret
ble officials shall ensure that proper wrappings are used for mailableinformation is handcarried between Army and/or other U.S.
bulky packages. Responsible officials shall require the inspection ofGovernment activities, and the recipient personally acknowl-
bulky packages to determine whether the material is suitable foredges responsibility for the material. A DA Form 3964 will be
mailing or whether it should be transmitted by other approved obtained in all instances of transfer, either by hand or mail, to
means. defense contractors.

f. When classified material is handcarried outside an activity, a ¢ Rece'PtS for (;onf!dentlal |nformat|on are not required except
locked briefcase may serve as the outer wrapper. In such cases, thi€n the information is transmitted to a foreign government (in-
addressing requirements of paragraph 8-201 d. do not apply; howey<Uding foreign government embassies located in the United States)
er, the requirements of paragraph 8-201 c. are applicbtecked or upon_request\/vlthl_n_Army, internal receipts for Confldentlgl

; information are prohibited unless required by a non-Army orig-
briefcase may not be used as an outer wrapper when clashed

ial is handcarried aboard ial airline fligh inator or by other regulations or directives.
material Is handcarried aboard commercial airline flights. d. Receipts shall be provided by the transmitter of the material

and the forms shall be attached to the inner cover.

8-201. Addressing o (1) Postcard receipt forms may be used.
a. Classified information shall be addressed to an official govern-  (2) Receipt forms shall be unclassified and contain only such

ment activity or DoD contractor with a facility clearance and not to jhformation as is necessary to identify the material being
an individual. This is not intended, however, to prevent use of office transmitted.
code numbers or such phrases in the address as“Attention: Research (3) Receipts shall be retained for at least 2 years.

Department,” or similar aids in expediting internal routing, in addi- (4) The addressor, addressee, identity of the document by
tion to the organization address. unclassified or short title, file number (if any), and identification
b. Classified written information shall be folded or packed in of all Top Secret or Secret enclosures will be entered on the
such a manner that the text will not be in direct contact with the classified document receipt form. Unclassified documents, com-
inner envelope or container. A receipt form shall be attached to orments, endorsements, cover letters, enclosures, etc., will not be
enclosed in the inner envelope or container for all Secret and Topincluded on the receipt form. Receipts will be signed immedi-
Secret information; Confidential information will require a receipt ately by the recipient and returned to the sender. The name of
only if the originator deems it necessary. The mailing of written the recipient will be legibly printed, stamped, or typed on the
materials of different classifications in a single package should beform. When a shipment of material is split because of weight or
avoided. However, when written materials of different classifica- Size, a receipt will accompany each container. Each receipt will
tions are transmitted in one package, they shall be wrapped in dist only the portion of the material transmitted in the accompa-
single inner envelope or container. A receipt listing all classified NyIng container. _ _ -
information for which a receipt is requested shall be attached or (5) The following forms will be used as receipts for classified

enclosed. The inner envelope or container shall be marked with thenaterial: ) )
highest classification of the contents. (a) DA Form 3964 will be used to acknowledge receipt of a

document.

c. The inner envelope or container shall show the address of the . . . .
o - I : : ; (b) SF 153 (COMSEC Material Report) is authorized in place
receiving activity, classification, including, where appropriate, the of DA Form 3964 as a receipt for COMSEC material.

“Restricted Data” ki d licabl ial instructions. ) .
estricted ata marking, and any applicanle special instuctions (c) DA Form 3964 or DA Form 455 will be used as an internal

The sender’s return address (to include office symbol) will be . . ;
shown on inner envelopes or containkdrshall be carefully receipt for Top Secret ar_ld, when a_uthorlzed, S_ecret material.
sealed to minimize the possibility of access without leaving evi- (@) DA Form 1965 (Delivery and Pick Up Service) may be used
dence of tampering. as a ma_nlfest for delivery by courier or messenger of sealed contain-
. . ers of single or several classified documents. The Top Secret and

d. An outer or single envelope or container shall show the com- g et contents will have an attached receipt form to be completed
plete and correct address and the return address of the sender. by the recipient and returned to the originator.

e. An outer cover or single envelope or container shall not bear a “(e) ADP cards that provide full identification of the classified
classification marklng, a IIStIng of the contents dlvulglng classified material in other than ADP machine-readable |anguage may be used
information, or any other unusual data or marks that might invite to acknowledge receipt of material.
special attention to the fact that the contents are classified. e. In those instances where a fly-leaf (page check) form is used
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with classified publications, the postcard receipt will not bea. There is neither time nor means available to move the infor-

required. mation in the time required to accomplish operational objectives or
contract requirements.
8-203. Exceptions b. The hand-carry has been authorized by an appropriate official

Exceptions may be authorized to the requirements contained in thisn accordance with subsection 8-303.

Chapter by the head of the Component concerned or designee, c. In the case of the hand-carry of classified information across
provided the exception affords equal protection and accountability international borders, arrangements have been made to ensure that
to that provided above. Proposed exceptions that do not meet thesguch information will not be opened by customs, border, postal, or
minimum standards shall be submitted to the DUSD(P) for ap- other inspectors, either U.S. or foreign.

provalThe DCSINT approves exceptions within the Army. Re- d. The hand-carry is accomplished aboard a U.S. carrier.Foreign
quests will be forwarded through command channels to HQDA carriers will be utilized only when no U.S. carrier is available and
(DAMI-CIS) WASH DC 20310-1051. then the approving official must ensure that the information will

remain in the custody and physical control of the U.S. escort at all
Section 3 times.

Restrictions, Procedures, and Authorization Concerning

Escort or Handcarrying of Classified Information 8-302. Procedure for handcarrying classified information

aboard commercial passenger aircraft

a. Basic requirements

(1) Advance and continued coordination by the DoD activity and
contractor officials shall be made with departure airline and terminal
officials and, when possible, with intermediate transfer terminals to
develop mutually satisfactory arrangements within the terms of this
issuance and Federal Aviation Administration (FAA) guidance. Spe-
. . cifically, a determination should be made beforehand whether docu-
Chapter V of this regulation shall apply at all stops enroute to the yeniation described in paragraph d., below, will be required. Local
destination, unless the information is retained in the personal posEaa Security Officers can be of assistance in making this determi-
session and under constant surveillance of the individual at all ation. To aid coordination and planning, a listing of FAA field
times. The hand-carrying of classified information on trips that in- offices is at Appendix D.
volve an overnight stop is not permissible without advance arrange- (2) The individual designated as courier shall be in possession of
ments for proper overnight storage in a U.S. Government facility or, ejther DD Form 2, “Armed (or Uniformed) Services Identification

8-300. General restrictions
Appropriately cleared personnel may be authoriiredvriting by
the security managerto escort or handcarry classified material
between their duty station and an activity to be visited subject to the
following conditions:

a. The storage provisions of Section 1 and subsection 5.206 of

requisite storage capability. _ _ card and written authorization to carry classified information.
b. Classified material shall not be read, studied, displayed, or (3) The classified material must remain in the personal pos-
used in any manner in public conveyances or places. session of the courier at all times, unless the provisions of para-

c. When classified material is carried in a private, public, or graph c, below, apply. Classified material will not be contained
government conveyance, it shall not be placed in any detachablén regular checked baggage. Couriers must ensure that “carry-
storage compartment such as automobile trailers, luggage rackson” containers (for example, packages or briefcases) used for
aircraft travel pods, or drop tanks nor, under any circumstances, leftransportation of classified material are within the carrier's al-

unattended.Under no circumstances will Army couriers leave lowable size limits for such baggage.

classified material unattended in locked vehicles, car trunks, b. Procedures for carrying classified information in envelopes.
trains, airplanes, etc., during rest or meal stops, overnight, or at Persons carrying classified information should process through the
any other time whatsoever. airline ticketing and boarding procedure the same as all other pas-

d. Responsible officials shall provide a written statement to all sengers except for the following:
individuals escorting or carrying classified material aboard commer- (1) The classified information being carried shall contain no
cial passenger aircraft authorizing such transmission. This authorizametal bindings and shall be contained in sealed envelopes. Should
tion statement may be included in official travel orders and should Such envelopes be contained in a briefcase or other carry-on lug-
ordinarily permit the individual to pass through passenger control 92ge, the briefcase or luggage shall be routinely offered for opening
points without the need for subjecting the classified material to for inspection for weapons. The screening officials may check enve-
inspection. Specific procedures for carrying classified documents!OPes by X-ray machine, flexing, feel, and weight, without opening
aboard commercial aircraft are contained in subsection 8-302. the envelopes themselves. -

e. Each activity shall list all classified information carried or _ (2) Opening or reading of the classified document by the screen-

escorted by traveling personnel. All classified information shall be ing official is not permitted. . g L
accounted for. c. Procedures for transporting classified information in packages

f. Individuals authorized to hand-carry or escort classified mate- g:ggzglsee(jd 'gl;orfrgﬁﬁxg_ in sealed or packaged containers shall be
rial shall be fully informed of the provisions of this Chapter, and (1) The governmen.t or contractor official who has authorized the
shall Sign a statement to t_hat effec_t prior to the issuance of Wr'ttentransport of the classified information shall notify the appropriate air
authorization or identification media. This statement shall be re- carrier in advance
talned_ for ";‘] mlnr:mu_md_of_dZ ylegrs; it r:‘e?d CTOt be executedlon _fe_agh (2) The passenger carrying the information shall report to the
Q(;C&SIOI’.I that t.; (;n VI uad Is authorized to_transport classified y¢ecieq airline ticket counter before boarding, present his documen-
information provided a signed statement is onSigeurity manag- tation, and the package or cartons to be exempt from screening. The

ers will retain S|gn_ﬁdbcour|er stageme_nts in local files. 'fl'he COU- " airline representative will review the documentation and description
rier statements will be executed prior to issuance of written ot the containers to be exempt.

courier authorization letters, or DD Forms 2501 (Courier Au- (3) If satisfied with the identification of the passenger and his
thorization Card). Complete instructions on use of the DD Form  gocumentation, the official will provide the passenger with an escort
2501 will be issued prior to dissemination of the Card. to the screening station and authorize the screening personnel to

- . o exempt the container from physical or other type inspection.
8-301. Restrictions on handcarrying classified (4) If the airline official is not satisfied with the identification of
information aboard commercial passenger aircraft _the passenger or the authenticity of his documentation, the passen-
Classified information shall not be hand-carried aboard commermalger will not be permitted to board, and not be subject to further
passenger aircraft unless: screening for boarding purposes.
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(5) The actual loading and unloading of the information will be head of a DoD Component, or single designee at the headquarters or
under the supervision of a representative of the air carrier; howevermajor command level, may authorize the escort or hand-carrying of
appropriately cleared personnel shall accompany the material anclassified information outside the area encompassed by the bounda-
keep it under surveillance during loading and unloading operations.ries of United States, its Territories, and Canadtl.an exception
In addition, appropriately cleared personnel must be available toto policy, the DUSD(P) has authorized DA to extend authority to
conduct surveillance at any intermediate stops where the cargo comapprove handcarrying of classified information aboard commer-
partment is to be opened. cial aircraft outside the United States to the DCSI, G-2, or S-2

(6) DoD Components and contractor officials shall establish and at the MACOM or Army Staff level, 0-6 and above. Persons
maintain appropriate liaison with local FAA officials, airline repre- acting in the absence of this official may also approve such
sentatives and airport terminal administrative and security officials. actions.Authority may not be further delegated. Requests may
Prior notification is emphasized to ensure that the airline representabe consideredipon certification by the requestor that:
tive can make timely arrangements for courier screening. (1) The material is not present at the destination;

d. Documentation (2) The material is needed urgently for a specified official pur-

(1) When authorized to carry sealed envelopes or containers conpose; and
taining classified information, both government and contractor per- (3) There is a specified reason that the material could not be
sonnel shall present an identification card carrying a photograph,transmitted by other approved means to the destination in sufficient
descriptive data, and signature of the individual. (If the identifica- time for the stated purpose.
tion card does not contain date of birth, height, weight, and signa- (4) Local records are retained which specify:
ture, these items must be included in the written authorization.) (a) Name, position title, rank or grade, and social security

(&) DoD personnel shall present an official identification issued number of the courier.
by U.S. Government agency. (b) Classification of the material to be handcarried.

(b) Contractor personnel shall present identification issued by the (c) Nature of the material to be handcarried (document titles
contractor or the U.S. Government. Contractors’ identification cards or other identifying data, and number of copies).
shall carry the name of the employing contractor, or otherwise be (d) justification, to include circumstances precluding trans-
marked to denote “contractor.” mission by other approved means, adverse effect on mission

(c) The courier shall have the original of the authorization letter. accomplishment if the request is denied, and so forth.

A reproduced copy is not acceptable; however, the traveler shall () Additional justification (separate from subparagraph d,
have sufficient authenticated copies to provide a copy to each airlinegpoye) if the material is to be handcarried on the return trip.
involved. The letter shall be prepared on letterhead stationary of the (fy tinerary: departure and arrival times, dates, and places

agency or contractor authorizing the carrying of classified material. t5r 311 commercial flights traveling outside the United States, its

In addition, the letter shall: o _ _ territories, and Canada; names of carriers and flight numbers.
(1) Give the full .name of the individual and his employing (g) Storage arrangements in transit (when required) and at
agency or company, the temporary duty location upon arrival.

(2) Describe the type of identification the individual will present
(for example, Naval Research Laboratory Identification Card, No.
1234; ABC Corporation ldentification Card No. 1234);
(3) Describe the material being carried (for example, three sealedChapter X

packages, 9" x 8" x 24", addressee and addressor); Disposal and Destruction
(4) Identify the point of departure, destination, and known trans-
fer points; 9-100. Policy
(5) Carry a date of issue and an expiration date; Documentary record information originated or received by a DoD

(6) Carry the name, title, and signature of the official issuing the Component in connection with the transaction of public business,
letter. Each package or carton to be exempt shall be signed on iteand preserved as evidence of the organization, functions, policies,
face by the official who signed the letter; and operations, decisions, procedures, or other activities of any U.S.

(7) Carry the name of the government agency designated to con-Government department or agency or because of the informational
firm the letter of authorization, and its telephone number. The tele-value of the data contained therein, may be disposed of or destroyed
phone number of the agency designated shall be an officomly in accordance with DoD Component record management regu-
U.S.Government number. lations. Nonrecord classified information, and other material of sim-

(2) Information relating to the issuance of DoD identification ilar temporary nature, shall be destroyed when no longer needed
cards is contained in DoD Instruction 1000.13 (reference (ss)). Theunder procedures established by the head of the cognizant DoD
green, gray, and red DD Forms 2 and other DoD and contractorComponent. These procedures shall incorporate means of verifying
picture ID card are acceptable to FAA. the destruction of classified information and material and be consis-

(3) The Director, DIS, shall establish standards for the issuancetent with the following requirements.
of identification cards when required by contractor employees se-
lected as couriers or whose duties will involve hand-carrying of 9—101. Methods of destruction

classified material. Classified documents and material shall be destroyed by burning or,
with the approval of the cognizant DoD Component head or
8-303. Authority to approve escort or handcarry of designee, by melting, chemical decomposition, pulping, pulverizing,
classified information aboard commercial passenger cross-cut shredding, or mutilation sufficient to preclude recognition
aircraft or reconstruction of the classified informatidn.all cases, burning
a. Within the United States, its Territories, and Canada is the preferred method of destroying classified information.

(1) DoD Component officials who have been authorized to ap- Small amounts of classified waste should be destroyed in this
prove travel orders and designate couriers may approve the escort ananner. (Strip shredders purchased prior to the effective date of
hand-carry of classified information within the United States, its this Regulation may continue to be used but only in circumstances
Territories, and Canada. where reconstruction of the residue is precluded. Shredding signifi-

(2) The Director, DIS, may authorize contractor personnel to cant amounts of unclassified material together with classified mate-
handcarry classified material in emergency or time-sensitive situa-rial normally will meet this requiremer8tandards for
tions subject to adherence with the procedures and limitations specidestruction equipment used by the U.S. Army are in appendix
fied in this Section. K. All new and modified equipment will meet these standards.

b. Outside the United States, its Territories, and Canatia Technical assistance and other guidance may be obtained by
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writing directly to the Chief, Intelligence Materiel Activity, (2) The DA Form 3964 will normally be used as the record of

ATTN: AMXIM-PS, Ft.Meade, MD 20755-5313. destruction.
(3) Forms used for destruction of Top Secret material will be
9-102. Destruction procedures serially numbered in calendar year series. The serial number

a. Procedures shall be instituted that ensure all classified infor-and date of destruction record will be noted on Top Secret
mation intended for destruction actually is destroyed. Destruction registers to indicate that the material has been destroyed.
records and imposition of a two-person rule, that is, having two (4) Accountability records not formatted to contain a destruc-
cleared persons involved in the entire destruction process, will sat-tion certificate may be used as a certificate of destruction if
isfy this requirement for Top Secret information. Imposition of a annotated substantially as follows:
two-person rule, without destruction records, will satisfy this re-
quirement for Secret information, as will use of destruction records DESTRUCTION CERTIFICATE
without imposition of the two-person rule. Only one cleared person (Check appropriate block)
needs to be involved in the destruction process for Confidential Material described here has been:
information. _ Destroyed __ Placed in a classified burn bag/container

b. When burn bags are used for the collection of classified mate-Date__
rial that is to be destroyed at central destruction facilities, such bagdPestruction/Certifying Official
shall be controlled in a manner designed to minimize the possibility Witnessing Official_____
of their unauthorized removal and the unauthorized removal of their (5) All accountable documents and enclosures to them will be
classified contents prior to actual destruction. When filled, burn identified on the destruction certificate. The witnessing official,
bags shall be sealed in a manner that will facilitate the detection ofwvhen used, will initial all alterations.
any tampering with the bag. (6) If destruction by the custodian is impractical because of

c. Procedures to ensure that all classified information intended the volume of material, or because only limited facilities for
for destruction actually is destroyed, other than those in paragraphéje_sm‘c?'On are available, the responsible commander will ap-
a. and b., above, shall be submitted to the DoD Component's senioP0!Nt, 1N writing, a properly cleared destruction official to
official (subsections 13-301 and 13-302) for approwkthods destroy or to witness the destruction.
other than those prescribed herein will not be used by Army ¢. Records of destruction shall be maintained for 2 ygeser
activities unless approved by HQDA. Requests will be for- ©© AR 340-2 (reference (mmm)) or AR 340-18-1)
warded through channels to HQDA (DAMI-CIS) WASH DC 9-104. Classified waste

20310-1051, with full Jgst|f|cat|on apd a description of the alter- Waste material, such as handwritten notes, carbon paper, typewriter
nate method of ensuring destruction. ribbons, and working papers that contains classified information

must be protected to prevent unauthorized disclosure of the informa-
tion. Classified waste shall be destroyed when no longer needed by

a Records of destruction are rqulred for Top.Secret mformg— a method described in subsection 9-101. Destruction records are not
tion. The record shall be dated and signed at the time of deStr“Ct'Or}equired

by two persons cleared for access to Top Secret information. How-
ever, in the case of Top Secret information placed in burn bags forg_105. Classified document retention

central disposal, the destruction record may be signed by the offi- a. Classified documents that are not permanently valuable re-
cials when the information is so placed and the bags are sealed. Togords of the government shall not be retained more than 5 years
Secret burn bags shall be numbered serially and a record kept of alfrom the date of origin, unless such retention is authorized by and in
subsequent handling of the bags until they are destroyed. This reaccordance with DoD Component record disposition schedules.
cord may be in lieu of actual burn bag receipts and shall be main- b, Throughout the Department of Defense, the head of each ac-

9-103. Records of destruction

tained for a minimum of 2 year€ompletion of the “custodian” tivity shall establish at least one clean-out day each year where a
or “Destruction Official’block and the “Witnessing Official” portion of the work performed in every office with classified infor-
blocks of DA Form 3964 satisfies the two-person witness re- mation stored is devoted to the destruction of unneeded classified
quirements for Top Secret information. Destruction certificates holdings. MACOMs and Staff Headquarters elements will report

for Secret material, when only one person is involved in the the date(s) during which activitywide annual cleanouts were
destruction process, require only one signature. conducted to HQDA (DAMI-CIS) WASH DC 20310-1051 by the

b. Records of destruction of Secret and Confidential information end of each fiscal year. The annual cleanout certification may be
are not required except for NATO Secret and some limited catego-forwarded along with the annual SF 311, Information Security
ries of specially controlled Secret information. When records of Program Data Report (see paragraph 13-400).
destruction are used for Secret information, only one cleared person
has to sign such records. (DoD Directive 5100.55 (reference (z))
provides guidance on the destruction of NATO classified material.)

Unless required by other Army regulations (such as AR 380-40, Chapter X
TB 380-41 (reference (v)), and AR 380-15 (reference (z)) or Security Education
directives, and only one person is involved in destruction of

Secret information, records of destructionare not required for 10-100. Responsibility and objectives ) )
Secret material. Heads of DoD Components shall establish security education pro-

(1) The signature of the destruction and witnessing official on grams for_their personne!. Such_programs shall stress the_objectives
the record of destruction indicates one of the following: of improving the protection of information that requires it. They
() Actual destruction of the material. (The destructioﬁ offi- shall also place emphasis on the balance between the need to release

cial must examine the final residue to ensure that the documents the maximum information appropriate under the Freedom of Infor-
mation Act (DoD Directive 5400.7, reference (k)) and the interest of
are completely destroyed.)

(b) The material has been placed in a classified burn bag for the Government in protecting the national security.
later disposal as classified waste by one of the methods author- 10-101. Scope and principles
ized in paragraph 9-101, above. Local procedures will include  The security education program shall include all personnel author-
numbering, and protection of classified burn bags equal to the  ized or expected to be authorized access to classified information.

highest level of classified material in the bags until actual de-  Each DoD Component shall design its program to fit the require-
struction takes place. ments of different groups of personnel. Care must be exercised to
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assure that the program does not evolve into a perfunctory compli-personnel to determine their knowledge of the requirements for
ance with formal requirements without achieving the real goals of safeguarding classified information (see AR 604-5 (reference
the program. The program shall, as a minimum, be designed to:(ll)).

a. Advise personnel of the adverse effects to the national security
that could result from unauthorized disclosure and of their personal,10-103. Refresher briefings
moral, and legal responsibility to protect classified informatidtfograms shall be established to provide, at a minimum, annual
within their knowledge, possession, or control; security training for personnel having continued access to classified

b. Indoctrinate personnel in the principles, criteria, and proce- information. The elements outlined in subsection 10-101 shall be
dures for the classification, downgrading, declassification, marking, tailored to fit the needs of experienced personAshual attend-
control and accountability, storage, destruction, and transmission ofance of personnel at a security education presentation will not,
classified information and material, as prescribed in this Regulation,in itself, be considered fulfillment of the requirements of this
and alert them to the strict prohibitions against improper use andchapter. Programs must provide effective education of activity
abuse of the classification system; personnel in the subjects listed in paragraph 10-101, tailored to

c. Familiarize personnel with procedures for challenging classifi- suit the nature of their particular involvement with the Informa-
cation decisions believed to be improper; tion Security Program.

d. Familiarize personnel with the security requirements of their ) o
particular assignment; 10-104. Foreign travel briefings

e. Inform personnel of the techniques employed by foreign intel- & Personnel who have had access to classified information shall

ligence activities in attempting to obtain classified information, and P& given a foreign travel briefing, before travel, to alert them to
their responsibility to report such attempts: their possible exploitation under the following conditions:

f. Advise personnel of the penalties for engaging in espionage (1) Travel to or through communist-controlled countries; and
activities; (2) Attendance at international scientific, technical, engineering

g. Advise personnel of the strict prohibition against discussing ©F ot.her professional meetings in.the United Stgtes or in any country
classified information over an unsecure telephone or in any otheroutside the United States where it can be anticipated that representa-

manner that permits interception by unauthorized persons; tives of Communist-controlled countries will participate or be in
h. Inform personnel of the penalties for violation or disregard of attendance. (See also DoD Directive 5240.6(reference (bb)).
the provisions of this Regulation (see paragraph 14-101 b.); b. Individuals who travel frequently, or attend or host meetings

i. Instruct personnel that individuals having knowledge, posses-©f foreign visitors as described in a.2., above, need not be briefed
sion, or control of classified information must determine, before for each occasion, but shall be provided a thorough briefing at least
disseminating such information, that the prospective recipient hasonce every 6 months and a general reminder of security responsibili-
been cleared for access by competent authority; needs the informaties before each such activity.
tion in order to perform his or her official duties; and can properly
protect (or store) the information.

j- Advise personnel of the requirements to report such mat-
ters as:

(1) Deficiencies in physical security.

(2) Possible loss or compromise of classified material.

(3) Information that could reflect adversely on the trustwor-
thiness of an individual who has access to classified information.

k. Inform personnel of the proper methods and channels for
reporting matters of security interest.

I. For persons who will have access to classified intelligence
information, explain in general terms the intelligence mission of
the US. Army and the reasons why intelligence information is
sensitive.

m. Inform personnel of—

(1) The objectives of the Operations Security (OPSEC)
Program.(Refer to AR 530-1 (reference (eee)).

(2) The need for and means of applying OPSEC principles in
their particular situations.

10-105. Termination briefings

a. Upon termination of employment, administrative withdrawal
of security clearance, or contemplated absence from duty or employ-
ment for 60 days or more, DoD military personnel and civilian
employees shall be given a termination briefing, return all classified
material, and execute a Security Termination Stateni®htForm
2962 (Security Termination Statement and Debriefing Certifi-
cate) will be used. Except as provided in subparagraph e, below,
DA Form 2962 is required only in the above situations and
when personnel have had their security clearances revoked
under AR 604-5 (reference (ll)). An oral debriefing will be ac-
complished before the DA Form 2962 is completed. If they have
not already done so, personnel departing the activity who have
had access to classified information will be asked to execute the
SF 189, Classified Information Nondisclosure Agreement. The
executed SF 189s for departing personnel will be processed as
described in DA Circular 380-85-1. This statement shall include:

(1) An acknowledgment that the individual has read the appropri-
ate provisions of the Espionage Act (reference (tt)), other criminal
10-102. Initial briefings statutes, DoD regulations applicable to the safeguarding of classified

DoD personnel granted a security clearance (see subsection 7_1od£for_mati_on to which the.individual has had access, and understands
shall not be permitted to have access to classified information untilthe implications thereof,

they have received an initial security briefing and have signed (2) A declaration that the individual no longer has any documents
Standard Form 189, “classified Information Nondisclosur@ material containing classified information in his or her
Agreement.” DoD 5200.1-PH-I (reference (xx)) provides a sample POSSessIion, o ) .
briefing and additional information regarding Standard Form 189. (3) An acknowledgement that the individual will not communi-
Cleared personnel employed prior to the effective date of this Regu-Cate or transmit classified information to any unauthorized person or
lation must sign Standard Form 189 as soon as practicable but noggency; and

later than 28 February 1998ecurity managers will refer to the (4) An acknowledgement that the individual will report without
Army Implementing Instructions for the Classified Information delay to the FBI or the DoD Component concerned any attempt by
Nondisclosure Agreement, SF 189, contained in DA Circular any unauthorized person to solicit classified information.

380-85-1. Military and civilian personnel will be given a security b. When an individual refuses to execute a Security Termination
indoctrination prior to being granted access to classified infor- Statement, that fact shall be reported immediately to the security
mation, upon transfer of or within a duty station (i.e., upon job manager of the cognizant organization concerned. In any such case,
change). Use of the SF 189 minimum briefing contained in the the individual involved shall be debriefed orally. The fact of a
circular alone, does not satisfy this requirement. The indoctrina- refusal to sign a Security Termination Statement shall be reported to

tion must specifically address the security aspects of the new the Director, Defense Investigative Service who shall assure that it
assignment and take into account the experience level of the is recorded in the Defense Central Index of Investigations.
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(1) Upon an individual’s refusal to execute a termination
statement, the security manager will:

(a) Provide an oral termination briefing.

(b) Annotate the fact that an oral termination briefing was
given, and the date, on the DA Form 2962.

(c) Note on the form the circumstances and reasons (if given)
for the individual’s refusal to execute the DA 2962.

(d) Advise the person that refusal to complete the termination
statement could adversely affect his/her gaining future security
clearance.

(e) Send a copy of the DA Form 2962 to the Director, Defense
Investigative Service, Personnel Investigations Center, P.O. Box
1211, Baltimore, MD 21203-1211.

(2) Should an individual who has had access to classified
information refuse to execute the SF 189 when outprocessing an
Army activity, the security manager will advise the gaining ac-
tivity security manager of this fact, and complete the outproces-
sing of the individual. (Upon receipt of notification, the gaining
security manager has the option of considering the date the
individual refused to execute the SF 189 form during outproces-
sing as the beginning of the 30-day “cooling off” period; or the
security manager may commence the 30-day period if the per-
son continues to refuse when inprocessing the new activity.)

(3) Individuals retiring or resigning who refuse to execute the
SF 189 prior to leaving the facility cannot be compelled to do
so.In such cases, the security manager will note the refusal and
the date of the refusal on the DA Form 2962, and forward a
copy of the DA Form 2962 to the Director, Defense Investigative
Service for notation in the Defense Central Index of Investiga-
tions. The refusal to execute the SF 189 should be noted on the
DA Form 2962 even if the individual signs the termination
statement.

Chapter XI
Foreign Government Information

Section 1
Classification

11-100. Classification

a. Foreign government information classified by a foreign gov-
ernment or international organization of governments shall retain its
original classification designation or be assigned a U.S. classifica-
tion designation that will ensure a degree of protection equivalent to
that required by the government or organization that furnished the
information. Original classification authority is not required for this
purpose.

b. Foreign government information that was not classified by a
foreign entity but was provided with the expectation, expressed or
implied, that the information, the source of the information, or both,
are to be held in confidence must be classified by an original
classification authority. The two-step procedure for classification
prescribed in subsection 2-202 does not apply to the classification of
such foreign government information because E. 0. 12356(reference
(b)) states a presumption of damage to the national security in the
event of unauthorized disclosure of such information. Therefore,
foreign government information shall be classified at least Confi-
dential, but higher whenever the damage criteria of subsections 1-
501 or 1-502 are determined to be met.

11-101. Duration of classification

a. Foreign government information shall not be assigned a date
or event for automatic declassification unless specified or agreed to
by the foreign entity.

c. The security termination statement shall be retained by the b. Foreign government information classified by the Department
DoD Component that authorized the individual access to classifiedof Defense under this or previous Regulations shall be protected for

information for the period specified in the Component’'s record

retention schedules, but for a minimum of 2 years after the individ-

ual is given a termination briefing.

d. The termination briefing will include, if appropriate, a re-
minder of the risks associated with certain foreign travel and
hazardous activities.

e. DA Form 2543 (Briefing/Rebriefing/ Debriefing Cer-
tificate)normally will be used to show and acknowledge receipt
of NATO security briefings. (See AR 380-15 (reference (z)). A
record of debriefing may be shown on the DA Form 2962.

f. For information regarding termination briefings of general
officers and senior civilian officials (GS-16 and above), see AR
604-5 (reference (ll)).

10-106. Other requirements

a. Requiring individuals to read and certify by signature their
understanding of security regulations, does not satisfy any of the
training requirements of this chapter. This practice may be
included as a part of security education programs, but it will not
be used as a substitute for other methods of training.

b. Special briefings are required in addition to those listed
above:

(1) When an individual is authorized to handcarry or escort
classified material, whether locally, within, or outside the United
States.

(2) When an employee is granted access to sensitive compart-
mented information (SCI) and/or special access program
(SAP)information.

(3) When an official is approved as an Original Classification
Authority (OCA).

(4) To ensure that supervisors are familiar with their respon-
sibilities in matters pertaining to personnel security (see AR
604-5).
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an indefinite period (see subsection 11-304).

Section 2
Declassification

11-200. Policy

In considering the possibility of declassification of foreign govern-
ment information, officials shall respect the intent of this Regulation
to protect foreign government information and confidential foreign
sources.

11-201. Systematic review

When documents containing foreign government information are
encountered during the systematic review process they shall be
referred to the originating agency for a declassification determina-
tion. Consultation with the foreign originator through appropriate

channels may be necessary before final action can be taken.

11-202. Mandatory review

Requests for mandatory review for declassification of foreign gov-
ernment information shall be processed and acted upon in accord-
ance with the provisions of section 3 of Chapter Ill, except that
foreign government information will be declassified only in accord-
ance with the guidelines developed for such purpose and after nec-
essary consultation with other DoD Components or government
agencies with subject matter interest. When these guidelines cannot
be applied to the foreign government information requested, or in
the absence of such guidelines, consultation with the foreign origi-
nator through appropriate channels normally should be effected
prior to final action taken on the request. When the responsible DoD
Component is knowledgeable of the foreign originator's view to-
ward declassification or continued classification of the types of
information requested, consultation with the foreign originator may
not be necessary.
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Section 3 of subsection 4-103 apply to such documents. Portion markings on

Marking such a document include, for example “(U),” “(NR),” and“(FRG-
R).” In addition, the appropriate caveat from paragraph a., above,
11-300. Equivalent U.S. classification designations shall be included on the face of the document.

Except for the foreign security classification designation RE-c. The “Classified by” line of DoD documents containing only

STRICTED, foreign classification designations, including those of foreign government information normally shall be completed with

international organizations of governments, that is, NATO, generally the identity of the foreign government or international organization

parallel U.S. classification designations. A table of equivalents is jnvolved, for example, “Classified by Government of Australia” or

contained in Appendix A. “classified by NATO,” provided that other requirements of subsec-
) tion 4-104 do not pertain to such documents.

11-301. Marking NATO documents

o e . d. The “Declassify on” line of DoD documents containing for-
Classified documents originated by NATO, if not already marked oo government information normally shall be completed with the
with the appropriate classification in English, shall be so marked.

h . . tati “Originati A 's Det inati R ired”
Markings required under subsection 4-402 shall not be placed on?OOA%,I:?”n(See”gljggelcr;%ns 946_26:8/ an elle_rlnallr;.a 'on Required or

documents originated by NATO. Documents originated by NATO

that are marked RESTRICTED shall be marked with the following Section 4

additional notation: “To be safeguarded in accordance with USSAN Protective Measures
Instruction 1-69” (see DoD Directive 5100.55 (reference(z)).

. . 11-400. NATO classified information
11-302. Marking other foreign government documents NATO classified information shall be safeguarded in accordance

a. If the security classification designation of foreign government i the provisions of DoD Directive 5100.55 (reference(z)).
documents is shown in English, no other classification marking shall

be applled If the foreign classification designation is not shown in 11-401. Other foreign government information
English, the equivalent overall U.S. classification designation (see a. Classified foreign government information other than NATO
Appendix A) shall be marked conspicuously on the documemiformation shall be protected as is prescribed by this Regulation for
When foreign government documents are marked with a classifica-U.S. classified information of a comparable classification.
tion designation having no U.S. equivalent, as in the last column of b Foreign government information, unless it is NATO informa-
Appendix A, such documents shall be marked in accordance withtion, that is marked under paragraphs 11-302 b. or 11-304 b.shall be
paragraph b., below. protected as U.S. CONFIDENTIAL, except that such information
b. Certain foreign governments use a fourth classification desig- may be stored in locked filing cabinets, desks, or other similar
nation as shown in the last column of Appendix A. Such designa-closed spaces that will prevent access by unauthorized persons.
tions equate to the foreign classification RESTRICTED. If foreign Foreign Restricted information will be transmitted and
government documents are marked with any of the classificationdestroyed under procedures governing Confidential information.
designations listed in the last column of Appendix A, no other
classification marking shall be applied. In all such cases, the nota-
tion, “This classified material is to be safeguarded in accordance
with DoD 5200.1-R or DoD 5220.22-M,” shall be shown on the Chapter XII
face of the document. Special Access Programs
c. Other marking requirements prescribed by this Regulation for
U.S. classified documents are not applicable to documents of for-12—-100. Policy
eign governments or international organizations of governments. It is the policy of the Department of Defense to use the security
classification categories and the applicable sections of E.0. 12356
11-303. Marking of DoD classification determinations (reference (b)) and its implementing ISOO Directive (reference (c)),
Foreign documents containing foreign government information not to limit access to classified information on a“need-to-know” basis to
classified by the foreign government but provided to the Departmentpersonnel who have been determined to be trustworthy. It is further
of Defense in confidence shall be classified as prescribed in parapolicy to apply the “need-to-know” principle in the regular system
graph 11-100 b. and marked with the appropriate U.S. classification.so that there will be no need to resort to formal Special Access
Programs.In this context, Special Access Programs may be created
11-304. Marking of foreign government information in or continued only on a specific showing that:

DoD documents S a. Normal management and safeguarding procedures are not suf-
a. Except where such markings would reveal that information is ficient to limit “need-to-know” or access; and

foreign government information when that fact must be concealed, p The number of persons who will need access will be reasona-

or reveal a confidential source or relationship not otherwise evidentb|y small and commensurate with the objective of providing extra

in the document or information, foreign government information protection for the information involvedNo person will receive

inCOrpOrated in DoD documents shall be identified in a manner thataccess to a Specia| Access Program s|mp|y because of rank‘ t|t|e’
ensures that such information is not declassified prematurely orgr position.

made accessible to nationals of a third country without consent of (1) Favorable consideration for access will be based on a
the originator. This requirement may be satisfied by marking the need-to know determination that access clearly benefits the Spe-
TION,” or with another marking that otherwise indicates that the (2) Army employees officially charged with ensuring legal,

information is foreign government information, and by including the fisca|, investigate, or operational oversight of Special Access
appropriate identification in the portion or paragraph classification Programs will be deemed to have a need to know sufficient for

markings, for example, (NS) or (U.K.-C). All other markings pre- access to those programs for which they are responsible.
scribed by subsection 4-103 are applicable to the documents. In

addition, DoD classified documents that contain extracts of NATO 12-101. Establishment of Special Access Programs

classified information shall bear a marking substantially as follows Army programs meeting the criteria above will be submitted to

on the cover or first page: “THIS DOCUMENT CONTAINS NATO the Chief, Technology Management Office (TMO), HQDA

CLASSIFIED INFORMATION.” (DACS-DMP), WASH DC 20310-0200, for approval as Special
b. When foreign RESTRICTED or NATO RESTRICTED infor- Access Programs by the Secretary of the Army. Army Special

mation is included in an otherwise unclassified DoD document, the Access Programs are governed by the provisions of AR 380-381,

DoD document shall be marked CONFIDENTIAL. All requirements DA Pamphlet 380-381 (reference (aaaa)), and this regulation. All
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Army activities involved in Special Access Programs will follow Programs involving SCI materiel or requiring participation by
the guidance contained in these publications for managing such the intelligence community.
programs. b. Special Access Programs, excluding those specified in para-

a. Procedures for the establishment of Special Access Programgraphs 12-101 a., b., or c., or those required by treaty or interna-
involving NATO classified information are based on international tional agreement, shall terminate automatically every 5 years unless
treaty requirements (see DoD Directive 5100.55 (reference (z)). reestablished in accordance with the procedures contained in subsec-

b. The policies and procedures for access to and dissemination ofion 12-101.

Restricted Data and Critical Nuclear Weapon Design Information o ]
are contained in DoD Directive 5210.2 (reference (y)). 12-103. Control and administration .

c. Special Access Programs for foreign intelligence information & Each DoD Component shall appoint an official to act as a
under the cognizance of the Director of Central Intelligence, or Single point of contact for information concerning the establishment
those of the National Telecommunications and Information Systems@nd Security administration of all Special Access Programs estab-
Security Committee originate outside the Department of Defense.liShed by or existing in the Componefithe Chief, TMO is the
Within  Army, such programs are the responsibility of the single point of contact for the establlshme_nt and administration
DCSINT. However, coordination with the DUSD(P) and the Com- of Army Special Access ProgramsSuch official shall report to the
ponent’s central point of contact is necessary before the establishPUSD(P): . . .
ment or implementation of any such Programs by any Dop (1) The establishment of a Special Access Program as required
Component. The information required by paragraph 12-105a. will be PY Pparagraph 12-101 d.3.; and .
coordinated, and provided for reporting purposes to the Chief, (2) Changes in Program status as required by paragraphs 12-105
TMO by the Office of the DCSINT. b. or c.

d. Excluding those Programs specified in paragraphs a., b., and_P: Officials serving as single points of contact, as well as mem-
c., above, Special Access Programs shall be established within thdgers of their respective staffs and other persons providing support to
Military Departments by: pecial Access Programs who require access to multiple sets of

(1) Submitting to the Secretary of the Departmefithe Army particularly sensitive information, shall be subject to a counterintel-
through the Chief, TMO, HQDA (DACS-DMP), WASH E)C ligence-scope polygraph examination periodically but not less than

20310-0200,the information required under paragraph 12-105 a.; ONCE €very 5 years. Additionally, such testing will be subject to the
(2) Obtaining written apgroval from ?he gSeF::retary of thlmitations imposed by Congresshe DCSINT is the proponent
Department: or the Army counter-intelligence scope polygraph program for
. SAPs. The program for each DoD Component, as well as requests
(3) Providing to the DUSD(P) a copy of the approval; and . :
(4) Maintaining the information and rationale upon which ap- for waiver, shall be submitted for approval by the DUSD{)ny

| ted within the Milit D ¢ v tral offi requests will be forwarded to HQDA (DAMI-CIS) WASH DC
proval was granted within the Military Department's central OlCe.  ,0314 1051 for coordination with the Chief, TMO, and submis-
(The Chief, TMO will maintain necessary records of approved

Army Special Access Programs. Approval records for each ac- sion to the DUSD(P).

tive Special Access Program will be available for review by  12_104. codewords and nicknames

appropriate officials during the life of the program and for at Excluding those Programs specified in paragraphs 12-101 a., b., and

least 1 year thereafter.) c., each Special Access Program will be assigned a codeword, a
e. Special Access Programs, other than those specified in paranickname, or both. Codewords and nicknames for Special Access

graphs a., b., and c., above, that are desired to be established in aBtograms shall be allocated solely by the DUSD(P) through the

DoD Component other than the Military Departments shall be sub-official appointed under subsection 12-1@Be Army official for

mitted with the information referred to in paragraph 12-105 a. to the gllocation of Special Access Program codewords and nicknames

DUSD(P) for approval. is the Chief, TMO). DoD Components may request codewords and
. ) nicknames individually or in block. If codewords or nicknames are
12-102. Review of Special Access Programs obtained in block, however, the issuing Component shall promptly

a. Excluding those_ Programs specified in paragraphs 12-101 &.notify the DUSD(P) upon activation and assignment.
b., or c., each Special Access Program shall be reviewed annually

by the DoD Component responsible for establishment of the Pro-12-105. Reporting of Special Access Programs

gram. The Chief, TMO will ensure that Army Special Access a. Report of establishmeriReports to the Secretary of the Mili-
Programs are reviewed and revalidated annuallyTo accommo- tary Department or the DUSD(P) required under subsection 12-101
date such reviews, DoD Components shall institute procedures tofor Special Access Programs shall include:

ensure the conduct of annual security inspections and regularly (1) The responsible department, agency, or DoD Component, in-
scheduled audits by security, contract administration, and audit or-cluding office identification;

ganizations.In addition, the Chief, TMO will establish special (2) The codeword and/or nickname of the Program;
management procedures to ensure: (3) The relationship, if any, to other Special Access Programs in

(1) Security for soliciting, awarding, and administering con- the Department of Defense or other government agencies;
tracts and purchase requests. (4) The rationale for establishing the Special Access Program

(2) Compliance with applicable provisions of laws and including the reason why normal management and safeguarding
regulations. procedures for classified information are inadequate;

(3) Financial accountability and effective oversight on secu- (5) The estimated number of persons granted special access in
rity vulnerabilities, including a method for Special Access Pro- the responsible DoD Component; other DoD Components; other
gram personnel to report irregularities. government agencies; contractors; and the total of such personnel;

(4) Involvement of authorities (such as cognizant security offi- (6) A summary statement pertaining to the Program security re-

cials, contracting officers, and procurement officials) in the quirements with particular emphasis upon those personnel security
decisionmaking process for establishment of Special Access Pro- requirements governing access to Program information;
gram procedures. (7) The date of Program establishment;

(5) Compliance with the applicable requirements of AR 380- (8) The estimated number and approximate dollar value, if
35 (DoD C-5105.21-M-1, DoD TS-5105.22-M-2, and DoD TS- known, of carve-out contracts that will be or are required to support
5205.21-M-3) (references (ccc), (bbb), and (ddd)) for all Special the Program; and
Access Programs that use, handle, store, or develop SCI. (9) The DoD Component official who is the point of contact(last

(6) Coordination with the DCSINT, as the Senior Official of name, first name, middle initial; position or title; mailing address;
the Intelligence Community for the Army, on all Special Access and telephone number).
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b. Annual ReportsAnnual reports to the DUSD(P) shall be sub- from the Secretary of a Military Department, or designee(s), the
mitted by the Chief, TMO not later than 31 January of each year, Director, NSA, or designee(s) or in the case of other DoD Compo-
showing the changes in information provided under paragraph a.nents, from the DUSD(PArmy activities will submit fully justi-
above, as well as the date of last review. Annual reports shall reflectied requests through the Chief, TMO, HQDA (DACS-DMP)
actual rather thanestimatednumbers of carve-out contracts and WASH DC 20310-0200 for considerationApproved “carve-out”
persons granted access and shall summarize the results of the irgontracts shall be assured the support necessary for the requisite
spections and audits required by paragraph 12-102 a. The effectiverotection of the classified information involved. The support shall
date of information in the annual report shall be 31 December. be specified through a system of controls that shall provide for:

c. Termination ReportsThe DUSD(P) shall be notified immedi- (1) A written security plan;

ately by the Chief, TMO, upon termination of a Special Access (2) Professional security personnel at the sponsoring DoD Com-

Program. ponent performing security inspections at each contractor’s facility
which shall be conducted, at a minimum, with the frequency pre-

12-106. Accounting for Special Access Programs scribed by paragraph 4-103 of DoD 5220.22-R (reference (e));

The DUSD(P) shall maintain a listing of approved Special Access (3) “Carve-out” contracting procedures;

Programs.Within Army, the Chief, TMO will coordinate ap- (4) A central office of record; and

provals for, and maintain a list of, approved Special Access

(5) An official to be the single point of contact for security
control and administration. DoD Components other than the Military
12-107. Limitations on access Departments and NSA shall submit such appropriate rationale and
Access to data reported under this Chapter shall be limited to theSecurlty plan aI_ong with requests for approval to the DUSD(P).

e. An annual inventory of carve-out contracts shall be conducted

DUSD(P) and the minimum number of properly indoctrinated staff ! . ; .
necessary to perform the functions assigned the DUSD(P) hereinby each DoD Component which participates in Special Access Pro-

Access may not be granted to any other person for any purposegr"’lms'HQDA (DACS-DMP) will conduct the annual carve-out

without the approval of the DoD Components sponsoring the Spe-'n\]ﬁerjlfﬁ.ry anbd Sli.bm't rle[t)ort% tokI?UtShD(F(’j),tas fnecess?ry. f h
cial Access Programs concerned. . This subsection relates back to the date of execution for eac

contract to which carve-out contracting techniques are applied. The
12-108. “Carve-out” contracts carve-out status of any contract expires upon termination of the

a. The Secretaries of the Military Departments and the DUSD(P), Special Access Program which it supports.

or their designees, shall ensure that, in those Special Access Pro-

rams involving contractors, special access controls are made applit2-109. Oversight reviews . . .
g g P PP a. The DUSD(P) shall conduct oversight reviews, as required, to

ble by legally binding inst tBhe DD F 254 (Contract ; . ; . . .
came dy egaly bincing Instrumensne orm (Contrac determine compliance with this Chaptdihe Chief, TMO will

Security Classification Specification), classified if necessary, will h ) .
be used for this purpose. The Chief, TMO, will ensure that: It;oordlnate the annual DUSD(P) reviews of Army Special Access
rograms.

(1) A DD Form 254 is issued for each Special Access Program .
involving a contractor; each DD Form 254 identifies the specific b. Pursuant to statutory authority, the Inspector General, Depart-
areas or locations within a contractor's plant that define the =~ Ment of Defense, shall conduct oversight of Special Access

Programs.

extent of the carve-out. Programs.
(2) A DD Form 254 is provided to the cognizant Defense

Investigative Service (DIS) security office, and if applicable, to

the Director, Defense Audit Agency. Chapter XII|

(3) Other appropriate natification is conveyed to the Director,
Defense Investigative Service, and to the Director, Defense Audit
Agency, in those rare instances when an unusual sensitivity sur-
rounds the Special Access Program.

b. To the extent necessary for DIS to execute its security respon-
sibilities with respect to Special Access Programs under its security;3_199. National Security Council

cognizance, DIS personnel shall have access to all information relatp ;s ant to the provisions of E.O. 12356 (reference (b)), the NSC

ing to the administration of these Programs. shall provide over-all policy direction for the Information Security
c. Excluding those Programs specified in paragraph 12-101 €., Program.

the use of “carve-out” contracts that relieve the DIS from inspection
responsibility under the Defense Industrial Security Program is pro-13-101. Administrator of General Services

Program Management

Section 1
Executive Branch Oversight and Policy Direction

hibited unless: _ The Administrator of General Services is responsible for implement-
(1) Such contract supports a Special Access Program approvedng and monitoring the Information Security Program established
and administered under subsection 12-101; under reference (b). In accordance with reference (b), the Adminis-

(2) Mere knowledge of the existence of a contract or of its trator delegates the implementation and monitorship functions of the
affiliation with the Special Access Program is classified information Program to the Director of the 1SOO.
(the fact that a classified contract is part of an approved Special
Access Program is not sufficient justification for carve-out sta- 13-102. Information Security Oversight Office
tus); and a. CompositionThe I1ISOO has a full-time director appointed by
(3) Carve-out status is approved for each contract by the Secrethe Administrator of General Services with approval of the Presi-
tary of a Military Department, the Director, NSA, the DUSD(P), or dent. The Director has the authority to appoint a staff for the office.

their designee®A determination on carve-out status will be b. Functions.The Director of the ISOO is charged with the
based upon a case-by-case assessment coordinated by the Chief, following principal functions that pertain to the Department of
TMO as follows: Defense.

(a) Contract security administration by the Defense Investiga- (1) Oversee DoD actions to ensure compliance with reference (b)
tive Service would pose an unacceptable risk to the security of and implementing directives, for example, the ISOO Directive No. 1
the program. (reference (c)) and this Regulation;

(b) Contract security may be administered effectively and (2) Consider and take action on complaints and suggestions from
completely by the Army under DoD standards. persons within or outside the government with respect to the admin-

d. Approval to establish a “carve-out” contract must be requestedistration of the Information Security Program;
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(3) Report annually to the President through the NSC on thethroughout the Army, and is the “senior official” designated

implementation of reference (b); under this subsection.
(4) Review this Regulation and DoD guidelines for systematic
declassification review; and 13-302. Other components

In accordance with DoD Directive 5200.1 (reference(a)), the head of
h other DoD Component shall designate a senior official who
Il be responsible for complying with and implementing this Reg-
ulation within their respective Component.

(5) Conduct on-site reviews of the Information Security Program
of each DoD Component that generates or handles classif?ﬁt?
information. sna

c. Information requestsThe Director of the ISOO is authorized
to request information or material concerning the Department of 13 303. Program monitorship
Defense, as needed by the ISOO in carrying out its functions. The senior officials designated under subsections 13-301 and 13-302

d. Coordination.Heads of DoD Components shall ensure that are responsible within their respective jurisdictions for monitoring,
any significant requirements levied directly on the Component by inspecting with or without prior announcement, and reporting on the
the 1ISOO are brought to the attention of the Director of Security status of administration of the DoD Information Security Program at

Plans and Programs, ODUSD(Motification of any direct task- all levels of activity under their cognizandaformation security
ings will be forwarded through command channels to HQDA officials from HQDA (DAMI-CIS) will conduct periodic visits to
(DAMI-CIS) WASH DC 20310-1051. DAMI-CIS will provide each MACOM and to selected installations, activities, and agen-
notification to ODUSD(P). cies to monitor and inspect the administration of the Army

Information Security Program. The DCSINT will ensure fund-
Section 2 ing for this purpose.

Department of Defense
13-304. Field program management

13-200. Management responsibility ~a. Throughout the Department of Defense, the head of each ac-

a. The DUSD(P) is the senior DoD official having DoD-wide fivity shall appoint, in writing, an official to serve as security man-
authority and responsibility to ensure effective and uniform compli- @ger for the activity. This official shall be responsible for the
ance with and implementation of E.O. 12356 and its implementing adml_nlstratlon of_ an effective I_nformatlon_Securlty Program in tl_1at
ISOO Directive No. 1 (references (b) and (c)). As such, ti@gtivity with particular emphasis on security education and training,
DUSD(P) shall have primary responsibility for providing guidance, 2Ssignment of proper classifications, downgrading and declassifica-
oversight and approval of policy and procedures governing the DoD!on: safeguarding, and monitorship, to include sampling classified
Information Security Program. The DUSD(P) or his designee may documents for the purpose of assuring compliance with this
approve waivers or exceptions to the provisions of this Regulation Regulation. . . .
to the extent such action is consistent with references (b) and (C)'mé%n)dtlerr]sag?étlcigstpg)ofwg%lzpefglrﬁihaereriz ilrlsé?\inbceelogf, Qﬁmgﬁ(é%?\}e

b. The heads of DoD Components may approve waivers to the . o . o
provisions of this Regulation only as specifically provided for here- zﬁguggeﬁgjtl;{:a\évmm their activities. Each Army commander
in. Requests for waivers or exceptions will be forwarded : . :

(a) Designate in writing a properly cleared, professional com-

tzhégzgigg?mand channels to HQDA (DAMI-CIS) WASH DC mis_sioned offic_er ((_)-3), warrant offi_c_er, or DA civilian in the 080

c. The Dir.ector, NSA/Chief, Central Security Service, under DoD Zinzse’c\(]vn&sen{ggézeilr?gg %hcéasﬁﬂ%doﬁ g(;?dKRGSS{if: O;C?it\),?t\;/e'
Directive 5200.1 (reference (a)), is authorized to impose special commanders of subordinate MACOM/ARSTAF elements may
requirements with respect to the marking, reproduction, distribution, 3pn0int security managers at lesser grade/rank than that speci-
accounting, and protection of and access to classified cryptologicfied above.)

information. In this regard, the Director, NSA, may approve waivers () Establish local information security policies and proce-

or exceptions to these special requirements. Except as provided iRjyres which comply with this regulation.

subsection 1-205, the authority to lower any COMSEC security (c) |nitiate and supervise measures or instructions necessary
standards rests with the Secretary of Defense. Requests for approvay ensure continual control of classified material.

of such waivers or exceptions to established COMSEC security (d) Ensure that persons who require access to classified infor-
standards which, if adopted, will have the effect of lowering such mation are properly cleared and have a need to know.

standards, shall be submitted to the DUSD(P) for approval by the (g) Continually assess the individual trustworthiness of per-
Secretary of Defensd&®equests for waivers or exceptions will be  sonnel who possess a security clearance.

submitted through command channels to HQDA(DAMI-CIS) () Ensure adequate funding and manpower to allow security
WASH DC 20310-1051. personnel to manage applicable information security program
_ requirements.
Section 3 (9) Prioritize security management assets to ensure that infor-
DoD Components mation security program requirements are met.
(h) Ensure integration of the information security program
13-300. General with mission requirements of the activity.

Information Security Program designed to ensure compliance W'thsecurity functions, but not the responsibility to do so. Security,

the provisions of this Regulation throughout the Component. including proper classification and timely declassification, is a
. responsibility of the commander. Therefore, it is incumbent
13-301. Military departments upon local commanders to ensure that individuals delegated

In accordance with DoD Directive 5200.1 (reference(a)), the Secre-security responsibilities possess the personal maturity, good
tary of each Military Department shall designate a senior official judgment, and professional caliber to maintain a good security
who shall be responsible for complying with the implementing this posture within the activity.

Regulation with the Departmenthe Chief of Staff, U.S. Army, b. Activity heads shall ensure that officials appointed as security
under the direction of the Secretary of the Army, exercises  managers either possess, or obtain within a reasonable time after
control over Army policies relating to the DoD Information appointment, knowledge of and training in the Information Security

Security Program. The DCSINT has general staff responsibility Program commensurate with the needs of their positions. The Direc-
for the implementation of, and compliance with, the program tor of Security Plans and Programs, ODUSD(P) shall, with the
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assistance of the Director, Defense Security Institute, develop mini-this information collection system as well as to that contained in
mum standards for training of activity security managers. Such subsection 1-602MACOM and HQDA agency security manag-
training should result in appropriate certifications to be recorded in ers will submit a consolidated report on SF 311 to reach HQDA

the personnel files of the individuals involveédQDA (DAMI-CIS)
will coordinate minimum training requirements for Army secu-
rity manager certification with ODUSD(P) and the Defense Se-
curity Institute.

c. Activity heads shall ensure that officials appointed as security

(DAMI-CIS)WASH DC 20310-1051 by 11 October each year.
Information reported will be as of 30 September. USAR units
are exempt from this requirement. DAMI-CIS will submit a
consolidated report to ODUSD(P).

managers are authorized direct and ready access to the appointing

official on matters concerning the Information Security Program.

They also shall provide sufficient resources of time, staff, and funds Section 5

to permit accomplishment of the security manager’s responsibilities,

to include meaningful oversight of the Information Security Pro-
gram at all levels of the activity.

(1) Designated Army security managers will:

(a) Advise and represent the commander on matters related
to the classification, downgrading, declassification, and safeguar-
ding of national security information.

(b) Establish, implement, and maintain an effective security
education program. (Security managers who delegate this re-
sponsibility in whole or in part to subordinate security person-
nel, staff element security points of contact, etc., remain
responsible for overseeing activity compliance with Chapter X
of this regulation.)

(c) Establish procedures for ensuring that all persons han-
dling classified material are properly cleared and have a need to
know. The clearance status of each individual must be recorded
and accessible for verification.

(d) Advise and assist officials on classification problems and
the development of classification guidance.

(e) Ensure that classification guides for classified plans, pro-
grams, and projects are created early and reviewed and updated
when required.

(f) Conduct periodic reviews of classifications assigned within
the activity to ensure that such decisions are proper.

(g) Ensure the review and continual reduction of classified
information within the activity by declassification, destruction,
or retirement. Oversee activity annual cleanout days.

(h) Oversee the conduct of announced and unannounced secu-
rity inspections for compliance with this regulation and other
security directives. Notify the commander of the results of such
inspections.

(i) Assist and advise the commander in matters pertaining to
the enforcement of regulations on the dissemination, reproduc-
tion, transmission, protection, and destruction of classified
material.

(i) Make recommendations regarding requests for visits by
foreign nationals.

(k) Ensure the protection of classified information presented
during meetings, symposiums, and/or conferences sponsored by
the activity.

1. Act as single point of contact for coordinating, challenging,
and resolving classification and declassification problems.

2. Requests to waive the minimum rank/grade requirements
for designation as a HQDA agency or MACOM security man-
ager (See paragraph a, above) will be forwarded HQDA
(DAMI-CIS) WASH DC 20310-1051.

Section 4
Information Requirements

13-400. Information requirements

Defense Information Security Committee

13-500. Purpose

The Defense Information Security Committee (DISC) is established
to advise and assist the DUSD(P) and the Director, Security Plans
and Programs, ODUSD(P) in the formulation of DoD Information
Security Program policy and procedures.

13-501. Direction and membership
The DISC shall meet at the call of the DUSD(P) or the Director,
Security Plans and Programs. It is comprised of the DUSD(P) as

Chairman; the Director, Security Plans and Programs, as Vice

Chairman; and the senior officials (designated in accordance with
section E.3.a., DoD Directive 5200.1, reference (a)) (or their repre-
sentatives) responsible for directing and administering the Informa-
tion Security Program of the OJCS, the Departments of the Army,
Navy, and Air Force, the Defense Intelligence Agency, the Defense
Nuclear Agency, the National Security Agency, and the Defense
Investigative Service. Other DoD Components may be invited to
attend meetings of particular interest to thefine DCSINT is
designated as Army representative for the Defense Information
Security Committee. The Director of Counterintelligence and
Security Countermeasures, DCSINT, is the alternate
representative.

Chapter XIV
Administrative Sanctions

14-100. Individual responsibility

All personnel, civilian or military, of the Department of Defense are
responsible individually for complying with the provisions of this
regulation.

14-101. Violations subject to sanctions

a. DoD Military and civilian personnel are subject to administra-
tive sanctions if they:

(1) Knowingly and willfully classify or continue the classification
of information in violation of E.O. 12356 (Reference“b”), any im-
plementing issuance’s or this regulation,

(2) Knowingly, willfully or negligently disclose to unauthorized
persons information properly classified under Reference“b” or prior
orders, or

(3) Knowingly and willfully violate any other provision of Refer-
ence “b”, any implementing issuance or this regulation.

b. Sanctions include, but are not limited to a warning notice,
reprimand, termination of classification authority, suspension with-
out pay, forfeiture of pay, removal or discharge, and will be im-
posed upon any person, regardless of office or level of employment,
who is responsible for a violation specified under this paragraph as
determined appropriate under applicable law and DoD regulations.

DoD Components shall submit on a fiscal year basis a consolidatedNothing in this regulation prohibits or limits action under the Uni-

report concerning the Information Security Program of the Compo-
nent on SF 311, “Agency Information Security Program Data,” to

form Code of Military Justice (Reference “uu”) based upon viola-
tions of that code.

reach the ODUSD(P) by October 20 of each year. SF 311 shall be (1) Actions against military personnel may include those recog-
completed in accordance with the instructions thereon and augmenthnized by the manual for courts-martial (US), 1969 (Revised), Para-

ing instructions issued by the ODUSD(P). The ODUSD(P)shall sub-

mit the DoD report (SF 311) to the ISOO by October 31 of each
year. Interagency Report Control Number 0230-GSA-AN applies to

52

graph 128c, or provided by regulation. If none of these measures is
clearly adequate, a commander should consider whether punitive
action under the UCMJ is warranted.
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(2) Administrative action against civilian personnel may be pur- Chapter XV

sued under U.S. Army civilian personnel regulations. Safeguarding Joint Chiefs of Staff Papers
14-102. Correction action Section 1
General

The Secretary of Defense, the Secretaries of the Military Depart-
ments and the heads of other DoD Components shall ensure thajg _1qq. Purpose
appropriate and prompt corrective action is taken whenever a viola-This chapter prescribes responsibilities and establishes procedures to
tion under Paragraph 14-1-1a, occurs or repeated administrative dissecure and distribute JCS papers within the Army.
crepancies or repeated disregard of requirements of this regulation
occur (See Subsection 14-103). Commanders and supervisors i15-101. References
consultation with appropriate legal counsel shall utilize all appropri- a. AR 380-10, Department of the Army Policy for Foreign Dis-
ate criminal, civil and administrative enforcement remedies againstclosure of Military Information to Foreign Governments.
employees who violate the law and security requirements as set b. JCS Policy Memorandum 39, Release Procedures for JCS
forth in this regulation and other pertinent DoD issuance Papers.
c. SF 135, Records Transmittal and Receipt.
14-103. Administrative discrepancies 15-102. Responsibilities

Repeated administrative discrepancies in the marking and handling " "\, accordance with JCS Memorandum of Policy, the Chief of

of classified information and material, such as failure to show clas- Staff (CSA), Army will distribute JCS papers or extracts of these
sification authority, failure to apply internal classification markings, apers- '

fa_lilure to aglhere to the requiremen_t_s of this regulati_on that pertain to (1) Within Department of the Army (DA).
dlssem'lnatlon, storage, a_lccountak_)lllty_ and destruction. And that are (2) To those agencies operating under the JCS for whom the
determined not to constitute a violation under Paragraph 14‘101aArmy is executive agent.
may be grounds for adverse administrative action, including warn- p. The Deputy Chief of Staff for Operations and Plans
ing, admonition, reprimand or termination of classification authority (DCSOPS) will ensure that the Joint Action Control Office, Office
as determined appropriate under applicable policies and proceduresf the Deputy Chief of Staff for Operations and Plans (ODCSOPS)
performs the following functions:

14-104. Reporting violations (1) Control and distribution of JCS papers within DA.

a. Whenever a violation under Paragraph 14-101a, 2 occurs, the (2) Response to inquiries regarding distribution of JCS docu-
Director of Counterintelligence and Investigative Programs, ODUSD ments from-
(P) shall be informed of the date and general nature of the occur- (&) Agencies or commands.
rence, including the relevant parts of this regulation, the sanctions (P) Organizations for which the Army is executive agent.
imposed and the corrective action taken. Whenever a violation under (¢) MACOM commanders and heads of headquarters staff agen-
Subparagraph 14-101a, 1, or 3 occurs, the Director of Security Plan§ies Will ensure that-
and Programs, ODUSD (P) shall be provided the same information. 1. JCS papers are properly safeguarded.
Notification of such violations shall be furnished to the Director of  2- Requests for JCS papers are forwarded to HDQA (DMO-ZJC),
the 1ISOO in accordance with Section 5.4(d) of E.O. 12356 (Refer- Washington, DC 20310-0421.
ence “b”") by the ODUSD (P). MACOM commanders and HQDA
agency heads will report incidents involving the knowing and will-
ful violation of this regulation as specified in Paragraphs 14-101a, 1
and 14-101a, 1 or 3 to HQDA (DAMI-CIS) Washington, DC 20310- 15_500. policies
1051. DAMI-CIS will forward the required reports to ODUSD (P). a. JCS papers, including extractions from such papers, will be

b. Any action resulting in unauthorized disclosure of properly safeguarded in accordance with this regulation.
classified information that constitutes a violation of the criminal  b. JCS papers will be safeguarded to ensure that release is not
statutes and evidence reflected in classified information of possiblegranted recipients not authorized as outlines in Section 3.
violations of federal criminal law by a DoD employee, and of
possible violations by any other person of those federal criminal 15-201. Access to JCS papers
laws specified in guidelines adopted by the Attorney General, shallAccess to JCS papers will be limited to persons who have-
be the subject of a report processed in accordance with DoD Direc- @. Appropriate security clearances, and

tive 5210.50 (Reference “kk”) and DoD Instruction 5240.4 (Refer- b. Official duties that require knowledge or possession of the JCS
ence “jj"). papers (i.e., need to know).

Section 2
Requirements

c. Any action reported under Paragraph “b"above, shall be repor- 5-202. Familiarization requirements
ted to the Attorney General by the General Counsel, Department of 5 The following personnel will become familiar with the provi-

Defense. sions of this chapter:

d. Reports shall be made to appropriate counterintelligence, in- (1) Those assigned to or employed by DA or any organization for
vestigative and personnel security authorities concerning any em-which the Army is executive agent.

ployee who is known to have been responsible for repeated security (2) Those who have access to JCS papers.

violations over a period of a year, for appropriate evaluation, includ- b, Personnel will be briefed on their responsibilities regarding
ing re-adjudication of the employee’s security clearance. Reports ofJCS papers at the time of initial assignment and annually thereafter.
such individuals will be made through channels to HQDA (DAMI-

CIS) Washington, DC 20310-1051, with a copy to the U.S. Army Section 3

Central Personnel Security Clearance Facility (CCF), Attn: PCCF-A, Procedures

Fort Meade, MD 20755-5250. o
15-300. Distribution of JCS documents

a. JCS papers will be distributed only within the Army staff and
to commanders of Army field and component commands and agen-
cies. No other distribution will be made unless approval has been
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granted by the Joint Secretariat, Organization of the Joint Chiefs of b. Fully justified requests for release of information will be sub-

Staff. mitted through command channels to HQDA (DAMO-ZCJ), Wash-
b. Other Army activities that require information from JCSngton, DC 20310-0421.

papers will be furnished abstracts when possible rather than com- c¢. Documents or information furnished to the schools will be

plete documents. Such information will be phrased so that it can becontrolled to ensure that access is limited to U.S. personnel with

clearly understood. For example, a decision of JCS should be refroper security clearances and need to know. Foreign nationals

ferred to by such phrases as “On August 20 19, the Joint Chieféttending the schools may require access. If so, this fact will be
of Staff approved (or requested or directed) " specified in the request for release along with full justification as

c. JCS papers that require a decision by the JCS will not beoutlined in AR 380-10 (Reference “uuu”). _ o
distributed outside the Army staff until a decision has beend. Release of JSPS and JOPS documents will be as outlined in

published. Paragraphs 15-301 and 15-302, above.

d. JCS papers that must be approved by the President or Secr
tary of Defense will not be distributed outside the Army staff until
approval is obtained. After these papers have been approved, th
Joint Chief Secretariat and OJCS will officially notify the holders.

e1_5—304. Release of information to organizations outside

A
€CS papers or extracts thereof will not be distributed outside of DA.
Exceptions to this policy will be processed as follows:

a. Release of JCS documents or information extracted therefrom
must be approved beforehand by JCS.
b. Each request will be considered on a case-by-case basis.
c. Requesting organizations will submit full justification to-
(1) The Army agency with which they normally maintain contact.
(2) The nearest Army area command or agency, or

15-301. Release and distribution of Joint Strategic
Planning System (JSPS) documents

Release and distribution of JSPS documents will be the same as for
other JCS papers except for release to service schools and colleges.
However, JSPS documents are subject to the following additional

controls: ; A
. . ) . (3) The cognizance Army staff agency for validation.
a._The .]om_t Apt|on Control Office, ODCSOPS, will request a  d. These requests will be forwarded with recommendations to
semiannual sighting report on JSPS documents. The report W'”HQDA (DAMO-ZCJ), Washington, DC 20310-0421 for action
include outstanding copies or sections of the current edition of ¢ e numbers of’JCS green p:':\pers (JCS 0000/000) less th.an ten

separately bound portions classified secret or above. years old will not be referenced in the text of any extract for release
b. Sections or extracts of JSPS documents may be reproduced ofy agencies outside DA

distributed to Army activities that require this information.Inform-  { Non-concurrent JCS documents inter-filed in non-concurrent

ation should be issued in this form when possible, rather than in thepa records may be transferred to records centers according to

form of entire documents. established requirements. In this case, SF 135 (Records Transmittal
c. A continuous chain of receipts will account for JSPQnd Receipt) will stipulate that access to JCS documents attached by

documents. individuals or agencies not under the jurisdiction of the JCS or DA
d. The CSA may distribute JSPS documents, except Joint Strate-will be permitted only with the approval of t he JCS.

gic Capabilities Plan (HSCP), to service schools and colleges for the

following purposes: 15-305. Reproduction of JCS documents
(1) To support the curriculum through controlled classroom use. JCS documents will not be reproduced except as authorized under
(2) For use in curriculum-related, directed research by U.S.pers-Paragraph 15-301b.

onnel from organizations responsive to the JCS or agencies that

have received the documents.
e. JSPS documents may not be reproduced or automatically dis-

tributed to faculty or students of service schools and colleges. Ac-

cess to the JSCP and Joint Strategic Planning Document Supporting

Analyses (JSPDSA) will be further restricted to those members of

the faculty and U.S. student body with an official duty requirement.

Faculty or students in service schools and colleges conducting inde-

pendent work (not in response to a JCS tasking) are not considered

to have an official duty requirement.

15-302. Release and distribution of Joint Operation
Planning System (JOPS) documents
Release and distribution of JOPS documents will be as follows:
a. Distribution or circulation will be limited to Army agencies
directly concerned in supporting-
(1) Operations plans prepared by the commanders of unified and
specified commands.
(2) Plans written to support these commands.
b. Distribution will not be made to Army service schools for-
(1) Current and superseded operations plan.
(2) Related documents prepared by supported, supporting and
subordinate commanders.

15-303. Release of JCS information to Army Service
schools

a. JCS papers are not normally distributed to schools.However,
documents may be requested on a case-by-case basis-

(1) To support the curriculum of U.S. students (controlled class-
room use).

(2) For use in directed-institutional research.
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Appendix B
General Accounting Office Officials Authorized to
Certify Security Clearances

(See Paragraph 7-105c)

The Comptroller General, Deputy Comptroller General and
Assistant Comptroller General and Assistants to the Comptroller
General

The General Counsel and Deputy General Counsel

The Director and Deputy Director, Personnel; the Security Officer

The Director and Deputy Director, Office of Internal Review

The Director and Assistants to the Director of the Office of Program
Planning and the Office of Policy

The Director and Deputy Directors of the Community and
Economic Development Division

The Director, Deputy Directors, Associate Directors, Deputy
Associate Directors, Senior Group Directors and the Assistant
to the Director for Planning and Administration of the Energy
and Minerals Division

The Directors, Deputy Directors and Associate Directors of the
following Divisions:

Claims

Field Operations

Financial and General Management Studies
General Government

International

Logistics and Communications

Procurement and Systems Acquisition
Program Analysis Division

Directors and Managers of International Division Overseas Offices
as follows:

Director, European Branch, Frankfurt, Germany
Director, Far East Branch, Honolulu, Hawaii
Manager, Sub Office, Bangkok, Thailand

Regional Managers and Assistant Regional Managers of the Field

Operations Division’s Regional Offices as follows:
Atlanta, Georgia
Boston, Massachusetts
Chicago, lllinois
Cincinnati, Ohio
Dallas, Texas
Denver, Colorado
Detroit, Michigan
Kansas City, Missouri
Los Angeles, California
New York, New York
Norfolk, Virginia
Philadelphia, Pennsylvania
San Francisco, California
Seattle, Washington
Washington, DC

60 AR 380-5 ¢ 25 February 88



Appendix C b. Convey connotations offensive to good taste or derogatory to a

Instructions Governing Use of Code Words, particular group, sect or creed, or
Nicknames and Exercise Terms c. Convey connotations offensive to our allies or other Free
World nations.
(See Subsection 7-209) (3) The following shall not be used as nicknames:
1. Definitions a. Any two-word combination voice call sign found in JANAP

(a) Using componentThe DoD Component to which a code 119(Reference “aa”) or ACP 110 (Reference “vv”). However, single
word is allocated for use, and which assigns to the word a classifiedvords in JANAP 119 or ACP 110 may be used as part of a
meaning, or which originates nicknames and exercise terms usingiickname if the first word of the nickname does not appear in
the procedure established by the Joint Chiefs of Staff. JANAP 299 (Reference “aa”) and later volumes.)

(b) Code word.Word selected from t hose listed in Joint Army, b. Combination of words including word “project,”
Navy and Air Force Publication (JANAP) 299 (Reference “aa”)and “operation.”
later volumes, and assigned a classified meaning by appropriate c. Words that may be used correctly either as a single word or as
authority to insure proper security concerning intentions, and totwo words, such as “moonlight.”
safeguard information pertaining to actual military plans or opera- d. Exotic words, trite expressions or well-known commercial
tions classified as confidential or higher. A code word shall not be trademarks.
assigned to test, drill or exercise activities. A code word is placed in (4) The Joint Chiefs of Staff shall:
one of three categories: a. Establish a procedure by which nicknames may be authorized

(1) Available.Allocated to the using component. Available code for use by DoD Components.
words individually will be unclassified until placed in the active b. Prescribe a method for the using components to report nick-

exercise,” or

category. names used.
(2) Active. Assigned a classified meaning and current. (5) The heads of DoD Components shall:
(3) Cancelled.Formerly Active but discontinued due to compro- a. Establish controls within t heir components for the assignment

mise, suspected compromise, cessation, or completion of the operasf nicknames authorized under Subparagraph 2.b and 4a above.
tion to which the code word pertained. Canceled code wordsh. Under the procedures established, advise the Joint Chiefs of
individually will be unclassified and remain so until returned to the Staff of nicknames as they are assigned.
active category. c. All requests for and changes in nicknames, including assign-
(c) Nickname A combination of two separate unclassified words ments, meanings, changes to meanings, cancellations, deletions and
which is assigned an unclassified meaning and is employed only forpossible compromises will be submitted in writing to
unclassified administrative, morale or public information purposes. HQDA(DAMO-ODS), Washington, DC 20310-0440.
(d) Exercise termA combination of two words, normally unclas- (c) Exercise term
sified, used exclusively to designate a test, drill or exercise. An (1) Exercise terms may be assigned only to tests, drills or exer-
exercise term is employed to preclude the possibility of confusing cises for the purpose of emphasizing that the event is a test, drill or
exercise directions with actual operations directives. exercise and not an actual operation. The exercise term, the descrip-
2. Policy and procedure tion or meaning it represents, and the relationship of the exercise
(a) Code words.The Joint Chiefs of Staff are responsible for term and its meaning can be classified or unclassified.A classified
allocating words or blocks of code words from JANAP 299 to DoD exercise term is designed to simulate actual use of DoD code words
Components. DoD Components may request allocation of such codeéind must be employed using identical security procedures through-
words as required and may reallocate available code words withinout the planning, preparation, and execution of t he test, drill or
their organizations, in accordance with individual policies and pro- exercise to ensure realism.

cedure, subject to applicable rules set forth herein. (2) Selection of exercise terms will follow the same guidance as
(1) The Joint Chiefs of Staff shall maintain a permanent record of contained in Subparagraph 2.b, 2 and 3 above.
all code words. (3) The Joint Chiefs of Staff shall:

(2) The using component shall account for available code words a. Establish a procedure by which exercise terms may be author-
and maintain a record of each active code word. Upon being can4zed for use by DoD Components.
celed, the using component shall maintain the record for two years. b. Prescribe a method for using components to report exercise
Thence, the record of each code word may be disposed of in accordterms used.
ance with current practices, and the code word returned to the (4) The heads of DoD Components shall:
available inventory. a. Establish controls within their component for the assignment
(3) The Deputy Chief of Staff for Operations andof exercise terms authorized under Subparagraph 2.c and 3 above.
Plans(DCSOPS), HQDA will control and allot blocks of code words  b. Under the procedures established, advise the Joint Chiefs of
from JANAP 299 to MACOMs and U.S. Army commands on re- Staff of exercise terms as they are assigned.
quest. Commands are authorized to make assignments from these c. Exercise terms will be reported as specified in Paragraph b5
code word blocks, subject to rules in this regulation. The DCSOPSabove. All requests for and changes in exercise terms, including
will allocate code words to HQDA agencies, as needed. Require-assignments, meanings, changes to meanings, cancellations, dele-
ments will be submitted in writing to HQDA (DAMO-ODS), Wash- tions and possible compromises, will be submitted in writing to
ington, DC 20310-0440. HQDA(DAMO-0ODS), Washington, DC 20310-0440 in accordance
(b) Nicknames with AR 525-1 and JCS Publication 6, Volume II.
(1) Nicknames may be assigned to actual events, projects, move- 3. Assignment of classified meanings to code words
ment of forces or other non-exercise activities involving elements of (a) The DoD Component responsible for the development of a
information of any classification category, but the nickname, the plan or the execution of an operation shall be responsible for deter-
description or meaning it represents and the relationship of themining whether to assign a code word.
nickname and its meaning must be unclassified. A nickname is not (b) Code words shall be activated for the following purposes
designed to achieve a security objective. only:
(2) Nicknames improperly selected can be counterproductive. A (1) To designate a classified military plan or operation;
nickname must be chosen with sufficient care to ensure that it does (2) To designate classified geographic locations in conjunction

not: with plans or operations referred to in Subparagraph 3b and 1
a. Express a degree of bellicosity inconsistent with traditional above, or
American ideals or current foreign policy; (3) To cancel intentions in discussions and messages or other
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documents pertaining to plans, operations or geographic locationslassification assigned to their meanings in order to facilitate addi-
referred to in Subparagraphs 3b, 1 and 2 above. tional planning implementation and execution by such other compo-
(c) The using component shall assign to a code word a specificnents or echelons. Code words shall, at a minimum, be classified
meaning classified Top Secret, Secret or Confidential, commensu-Confidential.
rate with military security requirements. Code words shall not be (b) A code word which is replaced by another code word due to
used to cover unclassified meanings. The assigned meaning need compromise or suspected compromise, or for any other reason,
not in all cases be classified as high as the classification assigned tghall be canceled and classified Confidential for a period of two
the plan or operation as a whole. years after which the code word will become unclassified. _
(d) Code words shall be selected by each using component in (c) When a plan or operation is discontinued or completed, and is

such manner that the word used does not suggest the nature of {0t replaced by a similar plan or operation, but the meaning cannot
meaning e declassified, the code word assigned thereto, shall be canceled

. and classified Confidential for a period of two years, or until the
©) A code W.Ord Sh‘.""'. _not be used repeatedly for_ S|mllar pur- meaning is declassified, whichever is sooner, after which the code
poses; that is, if the initial phase of an operation is designated d will b |assified
“Meaning,” succeeding phases should not be designated “MeaningWor will become unciassitied. . .
' (d) In every case, whenever a code word is referred to in docu-

II” and “Meaning II,” but should have .differerlt. code words. ments, the security classification of the code word shall be placed in
(f) Each DoD Component shall establish policies and proceduresyarentheses immediately following the code word; for example,
for the control and assignment of classified meanings to code wordsg| gpe| C.”

subject to applicable rules set forth herein. _ (e) When the meaning of a code word no longer requires a
4. Notice of assignment, dissemination and cancellation of code classification, the using component shall declassify the meaning and
words and meanings the code word and return the code word to the available inventory.

(&) The using component shall promptly notify the Joint Chiefs 6. Security practices
of Staff when a code word is made active, indicating the word and (a) The meaning of a code word may be used in a message or
its classification. Similar notice shall be made when any changesother document, together with the code word, only when it is essen-
occur, such as the substitution of a new word for one previouslytial to do so. Active code words may be used in correspondence or
placed in use. MACOMs, Army Staff agencies and Field Operating other documents forwarded to addressees who may or may not have
Agencies will notify HQDA (DAMO-ODS), Washington, DC knowledge of the meaning. If the context of a document contains
20310-0440, of all code word transactions as specified above. detailed instructions or similar information, which indicates the pur-

(b) The using component is responsible for further disseminationPOse or nature of the related meaning, the active code word shall not

of active code words and meanings to all concerned activities, tob€ used. ) o ]
include classification of each. (b) In handling correspondence pertaining to active code words,

(1) Dissemination of the code word and its meaning to other care _shaII be used to avoid bringing the cc_)de words and th_eir
DoD agencies will be made by ODCSOPS at the request of themeamngs_together. Th_ey should be handled in separate card files,
assigning authority catalogs, indexes, or lists, enveloped separately and dispatched at

(2) The assigning authority is responsible for disseminating code different times so t hey do not travel through mail or courier chan-

/ . e R nels together.
words and their meanings to activities within its jurisdiction. (c) Code words shall not be used for addresses, return addresses,

(3) When a MACOM or HQDA Agency receives classifiedghinning designators, file indicators, call signs, identification signals
meanings and related code words from an agency outside DA, they for other similar purposes.
receiving activity will provide this information to activities under its 7. All code words formerly categorized as ‘“inactive” or “ob-
jurisdiction when needed for security reasons. solete” shall be placed in the current canceled category and classi-
(4) A MACOM that receives a code word and its classified fied Confidential. Unless otherwise restricted, all code words
meaning from an agency outside of the U.S. Army, for which there formerly categorized as “canceled” or “available” shall be individu-
is no required action, will retain that information in the office ally declassified. All records associated with such code words may
responsible for maintaining records of code words. No internal dis- be disposed of in accordance with current practices, provided such
tribution of the meaning will be made without approval from the records have been retained at least two years after the code words
original using agency. were placed in the former categories of “inactive,” “Obsolete,” or
(5) It MACOMs or HQDA agencies receive documents or mes- “canceled.”
sages that contain code words but do not have the associated mean-
ing, that information may be requested in writing, from the
DCSOPS if officially needed. Requests for the classified meaning
will contain justification for the need.
(6) When a non-DoD Government agency furnishes a word that
has a special meaning for use within DoD, recipients will be in-
formed that it originated outside the department and is not subject to
the department’'s code word policy. Words of this type will be
safeguarded if required by the classification assigned by the
originator.
(c) The using component is responsible for notifying the Joint
Chiefs of Staff of cancelled code words. This cancellation report is
considered final action, and no further reporting or accounting of the
status of the cancelled code word will be required.
5. Classification and downgrading instructions
(a) During the development of a plan or the planning of an
operation by the headquarters of the using component, the code
word and its meaning s hall have the same classification.When
dissemination of the plan to other DoD Components or to subordi-
nate echelons of the using component is required, the using compo-
nent may downgrade the code words assigned below the
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Appendix D

Federal Aviation Administration Air Transportation

Security Field Offices

(See Paragraph 8-302a.1)

Table D

City State
Anchorage Alaska
Atlanta Georgia
Baltimore Maryland
Boston Massachusetts
Chicago (O’Hare) lllinois
Cleveland Ohio
Dallas Texas
Denver Colorado
Detroit Michigan
Honolulu Hawaii
Houston Texas
Kansas City Missouri
Las Vegas Nevada
Los Angeles California
Miami Florida
Minneapolis Minnesota
Newark New Jersey
New Orleans Louisiana
New York (John F. Kennedy) New York
New York (LaGuardia) New York

Philadelphia
Pittsburgh

Portland

St. Louis

San Antonio

San Diego

San Francisco

San Juan

Seattle

Tampa

Tucson

Washington (Dulles)
Washington (National)

Pennsylvania
Pennsylvania
Oregon
Missouri

Texas
California
California
Puerto Rico
Washington
Florida

Arizona
Washington, DC
Washington, DC
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Appendix E
Transportation Plan

(See Subsection 8-104)

The provisions of Subsection 8-104 of this regulation require that
transmission instruction or a separate transportation plan is included
with any contract, agreement or other arrangement involving the
release of classified material to foreign entities. The transportation
plan is to be submitted to and approved by applicable DoD authori-
ties. As a minimum, the transportation plan shall include the follow-

ing provisions:

a. A description of the classified material together with a brief
narrative as to where and under what circumstances transfer of
custody will occur:

b. Identification by name or title of the designated representative
of the foreign recipient government or international organization
who will receipt for, and assume security responsibility for the U.S.
classified material (person(s) so identified must be cleared for ac-
cess to the level of the classified material to be shipped);

c. Identification and specific location of delivery points and any
transfer points;

d. Identification of commercial carriers and freight forwarders or
transportation agents who will be involved in the shipping process,
the extent of their involvement and their security clearance status;

e. Identification of any storage or processing facilities to be used
and, relative thereto, certification that such facilities are authorized
by competent government authority to receive, store or process the
level of classified material to be shipped;

f. When applicable, the identification, by name or title of couriers
and escorts to be used and details as to their responsibilities and
security clearance status;

g. Description of shipping methods to be used as authorized by
the provisions of Chapter VIII, together with the identification of
carriers (foreign and domestic);

h. In those cases when it is anticipated that the U.S.classified
material or parts thereof may be returned to the United States for
repair, service, modification, or other reasons, the plan must require
that shipment shall be via a carrier of U.S. or recipient government
registry, handled only by authorized personnel, and that the applica-
ble Military Department for foreign military sales (FMS), or De-
fense Investigative Service for commercial sales, will be given
advance notification of estimated time and place of arrival and will
be consulted concerning inland shipment;

i. The plan shall require the recipient government or international
organization to examine shipping documents upon receipt of the
classified material in its own territory and advise the responsible
Military Department in the case of FMS, or Defense Investigative
Service in the case of commercial sales, if the material has been
transferred en route to any carrier not authorized by the transporta-
tion plan; and

j- The recipient government or international organization also
will be required to inform the responsible Military Department or
the Defense Investigative Service promptly and fully of any known
or suspected compromise of U.S. classified material while such
material is in its custody or under its cognizance during shipment.

64 AR 380-5 ¢ 25 February 88



Appendix F (6) If “5” above cannot be determined, OADR?
Program Evaluation Guide (7) If the document is classified by “multiple sources,” a list of

all such sources on the record file copy of the document?
(Note: This appendix lists questions designed to assist Army activi- (8) If information is derived from a source document classified
ties in their monitor-ship responsibilities under the Information Se- by “multiple sources,” the title of the source document in the “clas-
curity Program. This is not an all-inclusive checklist, but can form sified By” line of the new document?
the basis for locally developed inspection checklists or self-evalua- (9) Additional warning notices/caveats, (e.g., Restricted
tion guides.) Data)when reflected on source document(s)?
. . . b. Is every internal paragraph, part, section, portion, sub-
F-1. Assign authority to classify aragraph, dr):':\wing, grapﬁ ang illﬂstraﬁon, etc., of eacph document

a. Is original classification authority limited to the minimump, . 04" with its individual classification (TS), (S) or (C)as
number of officials whose duties involve the origination and evalua- appropriate‘? ,

gggurﬁ;»,mate“al requiring protection in the interest of national .\ " 1 |assified portions also individually marked (U) as
S I . . -~ appropriate?
b. Is original classification authority exercised only by officials (1) Are the markings (TS), (S), (C) or (U) following, and to the

authorized by the Deputy Chief of Staff for Intelligence? . . ! ; ;
c. Are Iisti%/gs of orFi)girilal classification authoritiegs reviewed at right of the document subject or title (e.g., The Information Security
i Program (U))?

least annually to ensure listed officials have demonstrated a continu o . - -
y (2) Are unclassified short titles used in lieu of classified docu-

ing need for such authority? . . s X .
d. Are changes to the original classification authority list for- ment titles to _expgdlte administrative h"’!r?d"”g?
warded to HQDA (DAMI-CIS) as they occur? (3) Is each interior page of each classified document marked top
e. Are desk-side briefings given all approved original classifica- and t_Jottom with the highest overall classification of the material
tion authorities before they exercise such authority? contained on that page, front and back? ,
(4) For published documents, in lieu of marking each page ac-
F-2. Originally or derivatively classify information cording to its individual classification, is each page of the published
a. Is information only within authorized categories classified? classified document marked top and bottom, front and back, with
b. Are classified guides developed for all Army classifiethe highest overall classification of the entire document?

projects/programs? (5) Are major components of a complex document, e.g., the bib-
c. Is newly created material classified as reflected in the ap- liography, index or glossary, which are likely to be separated and
proved project/program classification guide? used individually, marked as separate documents?

d. If no classification guide exists, has the material been re- (6) If a chapter of a classified document is unclassified in its
viewed for classification by an original classification authority?  entirety, does the first page of the chapter contain a statement
e. If no information is extracted from a classified source docu- reflecting this fact?
ment, are all markings carried forward on newly created material? (7) Do electronically transmitted messages contain proper overall
f. Are classification decisions challenged when material appearsand portion markings?

to be unnecessarily classified? (8) Do record copies of messages reflect the source of original or
g. Is unclassified material that may be classified referred to an derivative classification?
original classification authority for review? (9) Are markings applied to special types of classified materials,
. . such as charts, maps, drawings, photographs, films, recordings,
F-3. Perform Downgrading and declassification transparencies and slides, microforms and microfiche, etc.?

a. Has a particullar _fc_iatg or fevlent_fpeen det_elr;nined for the(10) Does the first page of an unclassified transmittal document,
downgrading or declassification of classified material such as a cover letter, reflect the highest classification, classified by

b. Is material marked OADR only when a specific date fofihe downgrading instructions and special caveats/markings con-
downgrading/declassification cannot be determined? tained on the enclosed classified document?

(1) If declassification action is taken sooner than originally
scheduled, or if duration of classification is extended, are all holders
of the material promptly notified?

(2) Is the material remarked promptly according to the instruc-

(11) Does the unclassified transmittal document also contain a
notation advising that the cover letter is unclassified when the clas-
sified enclosure is removed?

tions provided by the originator? _ F-5. Transmit classified information properly

(3) Are permanently valuable classified documents reviewed and 5 |s Top Secret information transmitted by courier service(DCS)
remarked as necessary prior to transfer to record centers?  or an appropriately cleared courier?

(4) Are requests for declassification and/or release of classified |, pges U.S. Postal Service: Registered Mail or an appropriately
information reviewed by the originating agency? . .cleared courier transmits Secret information?

(1) Does the proponent review program/project classifications |5 confidential information transmitted between government
guides every two years? entities via U.S. Postal Service, First Class mail or Express mail?

(2) After the review, are all holders of guides advised in writing

. e O 0 . d. Is confidential information forwarded to or from defense con-
of changes in classification or that the guide is still current?

tractors transmitted via U.S. Postal Service Certified mail or Express
- . i?
F—4. Properly marked classified material mail’ . . ) .
a. Do all newly created classified documents contain the follow- € IS Federal Express used for overnight delivery of confidential
ing mandatory markings: information within the United States only?
(1) Highest overall classification (Top Secret, Secret, Confiden- - IS U.S. Postal Service Registered mail used to forward:

tial) on the front cover or face, title and first page of the document? (1) All NATO Confidential materials?
(2) Agency and office of Origin? (2) All Confidential to and from APO/FPO addresses?

(3) Date of document? (3) All Confidential material dispatched to and from U.S.-

(4) Position title of the original classification authority on “clas- activities in Panama? '
sified By” line? Or other source of classification such as the title of (4) All Confidential COMSEC materials?

an approved classification guides? g. Is classified information hand-carried only when absolutely
(5) Specific date or event for downgrading or declassification(as necessary?
appropriate)? h. Are records kept of all classified material being hand-carried?
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i. Is the hand-carrying of classified material outside the U.S. and manager with security clearance certification at the appropriate

on board commercial aircraft- level?

(1) Limited to emergency situations when the material is not c. Have arrangements and approvals been obtained in advance
available at the destination? prior to release of classified information to contractors?

(2) Approved only by a MACOM or ARSTAF G2 or Director of d. Does the contractor possess a written courier authorization
Security and authorized in writing? from the security manager?

(3) Limited to hand carrying to the destination whenever possi- €. Has a receipt been obtained for all classified information re-
ble, material mailed back? leased to contractors?

j. Are couriers for classified information: f. Have proper procedures been established for the dissemination

(1) Cleared to the level of material to be hand-carried? of classified material?

(2) Briefed by the security manager concerning their duties and J- Are security clearances revoked for cause when necessary?
procedures to be followed? h. Ha\@ proper procedures been established for the dissemination

(3) Designated in writing by the security manager? of classified material?

i. Is classified information released to foreign nationals only
when authorized under the provisions of the National Disclosure
Policy?

; ; : ; . j. Are special restrictions on dissemination of intelligence infor-

m. Is the hand-carried material reconciled with office recor ) S

ensurs ;IIeinf?)rr?\;:t?one?\as a;geﬁ rgfuomgdid th office records to mation, e.g., Originator Controller (ORCON), No Contractor Re-
? ?

n. Have arrangements been made for authorized storage for Clasl'eisels(’(\:lc%(-sjgn'\trg?%(:e-rc)n’ri eitrfé’to(r)bosrerrl\i/er?ér authority obtained before
sified material upon arrival at the destination? ) ducti f S 9 . |9) y

0. Is classified information transmitted to a foreign government: reproduction of Top Secret material L .

1. Aft | to th i t involved has b " |. Have officials been designated by position title to approve the

- Aller release 1o the Speciiic government involved has been reproduction of Top Secret and Secret information?

approved by HQDA (DAMI-CIT)? | ; ¢ classifi inf ) K h |
(2) Only through approved government-to-government channels? imhjm?pymg of classified information kept to the absolute

(3) Released to an embassy, official agency or representative of ', are operators assigned to classified reproduction machines
the recipient government? wherever possible?
(4) Via direct on loading by ship, aircraft or other carrier desig- o Has specific reproduction equipment been designated for copy-
nated by the recipient government provided a recipient governmentiyg classified materials?
representative is present at the point of departure? p. Have the rules for reproduction of classified material been
p. Is a” ClaSSIerd mate”al to be hand'car”ed or forWard%sted W|th designated reproduction equipment?
through the U.S. Mail: q. Are notices prohibited classified reproduction posted on equip-
(1) Enclosed in two opaque sealed envelopes or other doublement used only for reproduction of unclassified materials?
package? o r. Are copies of classified documents subjected to the same con-
(2) Addressed on the outer envelope to an official government ortrols as the originals?
DoD contractor with a facility clearance, not to an individual, and s Are top secret accountability registers and access rosters
the sender’s return address? maintained?
(3) Addressed on the inner envelope as in “2"above and marked t. Are Top Secret documents inventories annually and excess
with the highest classification of the package contents as well asmaterial destroyed?
applicable caveats/markings? u. Are only mission essential Top Secret documents retained?
g. Has a classified document receipt (DA Form 3964) been in- v. Are Secret and Confidential documents reviewed annually and
cluded in secret packages sent through a mailroom or the U.S.Postaixcess materials destroyed?
Service? w. Are classified documents, which cannot b destroyed, re-evalu-
r. Did the receiving command retain one copy of the (DA Form ated for possible downgrading or declassification?
3964) as its record of receipt of Secret material in addition to X. Is a continuous chain of receipts established for all Top Secret

k. Is the courier designation limited to a specific event or period?
I. Are all term courier designations reviewed and re-certified an-
nually to ensure that a bona fide need?

forwarding one copy back to the sending activity? documents?
s. Is a receipt also obtained for all Secret material hand-carried or y. Are all Top Secret documents numbered serially?
forwarded by mail to a contractor? z. Have procedures been established to protect incoming mail

t. Has a classified material receipt been obtained for all Top until a determination is made as to whether it contains classified
Secret information, whether transmitted by courier or ARFCOS? information?

u. Are all DA Forms 3964 and 969s retained for two years? aa. Are working papers accounted for and controlled in the same
manner as a finished document of the same classification under the

F—6. Classified information access, dissemination and conditions specified in Paragraph 7-304a5?
accountability ab. Is the two-person rule followed in areas where Top Secret
a. Does the government individual desiring access to classifiedand Special Access Program (SAP) information is stored and
information- accessible?
(1) Have an official reason for requiring access to classified ac. Are individuals prohibited from working alone after hours in
material? areas where Top Secret and SAP information is stored and
(2) Need access to the classified information to accomplish aaccessible?
bona fide job requirement (need to know)? ad. Has an exception to policy been submitted and approved for
(3) Possess a security clearance at an appropriate level, verify byfop Secret and SAP areas where the two-person rule cannot be
his/her security manager? implemented?

(4) Have a courier authorization if material is to be released?

b. Does the defense contractor desiring access to cIassifFe_
information:

(1) Have a current Army or other government contract requiring
access to the material?

. Ensure security of meetings and conferences

. Have all personnel been advised of the procedures for obtain-
ing approval to sponsor a classified meeting, conference or
symposium?

b. Are all classified meetings, non in-house, sponsored by an

(2) Have a written certification of need-to-know for the material Arm i ; il - :
; ; y activity, which accepts responsibility for meeting the security
from the Government Contracting officer? requirements of Paragraph 5-2057?

(3) Have an approved visit request on file from his/her security . Has a request for sponsorship approval been submitted to
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HQDA (DAMI-CIT) no later than 120 days prior to the planned activity's request for sponsorship sent to HQDA (DAMI-CIT)

conference date? include:
d. Is the classified conference to be held in a government or (1) A summary of subjects, levels and source of classified
cleared contractor facility? information?

e. If the answer to “4” above is no, has a request for exception to (2) The name of the association holding the meeting?
policy been submitted to HQDA (DAMI-CIS) no later than 120 (3) Location of the meeting, including a physical security certifi-

days prior to the conference date? cation for the site?

f. Have authorized foreign industry representatives been included (4) The name, addresses and phone number of the point of con-
in all acquisition-related classified meetings? tact at the Army sponsoring activity?

g. Has approval been obtained from HQDA (DAMI-CIT) for (5) The reason for having the classified meeting, conference or
attendance by foreign representatives? symposium?

h. Has approval to sponsor the classified meeting been obtaine
from HQDA (DAMI-CIT) prior to making any public announce-
ments or issuing invitations?

i. Has a security manager for the conference been appointed?

j- Have security measures/access procedures for the conferenc&t
been developed?

k. Does the meeting site meet the physical security requirements
for control, storage and protection of the classified information to be
presented?

dF—8. Prevention compromise of classified information

a. Are persons aware of their responsibilities in the event of an
actual or possible compromise?
b. Once reported, is a preliminary inquiry immediately conducted
o the circumstances of the incident?
c. Does the preliminary inquiry report include:
(1) Where and when the violation occurred?
(2) Who reported the violation, to whom and when?
I Are GSA-approved safes available for overnight storage of ria(ls?';\nAd Sitjsmg]:gif?é;ggn[?mdem’ identity of the document or mate
classified notes, papers, etc.? (4) An estimate of the cause of the violation, including contribut-

m. Is access to classified sessions _Iimited to government Person§ng factors and identity of the person(s) responsible if known?
and defense contractors whose security clearance and need-to-know (5) A summary of corrective and/or disciplinary action taken or

have been positively established by a written visit request fumiShedanticipated if applicable?

in advance? o - (6) A recommendation on the need for further investigation, if
n. In addition, do all contractors’ visit requests contain: further investigation would reasonably reveal the cause(s), responsi-
(1) The contract numbers project or program, which pertains to pjjity and/or compromise aspects of the case?

the subject matter of the classified meeting? d. Does the preliminary inquiry report establish one of the fol-
(2) The level of classified access authorized under the contract'ﬂowing findings:
(3) The purpose/justification for attendance? (1) Compromise did not occur?
(4) The government contracting officers’ certification of the per-  (2) Compromise did occur?

son’s needed to attend? (3) Probability of compromise is remote?

0. Has approval been obtained from HQDA (DAMI-CIT) for (4) Probability of compromise is not remote?
disclosure of classified information to representatives of the foreign e. If a compromise is positively established, or the probability of

countries expected to attend? compromise is not remote:

p. Are only foreign nationals approved by HQDA (DAMI-CIT)a- (1) Has an estimate of the damage to the national security been
llowed to enter classified sessions? made?

g. Are all cleared/certified personnel meeting the need-to-know (2) Has the proponent for the compromised information been
requirements included on the conference-accessing roster? advised?

r. Is proper identification, driver’s license, ID card, etc., shown (3) Has a damage assessment been conducted of the compro-
by each person to establish their identity before entering classifiedmised material?
sessions? (4) Has mitigating action been taken as a result of the
s. Are all announcements, invitations, etc. reviewed and approvedcompromised?
by security in advance of issuance to ensure they are unclassified? f. Is a formal investigation initiated whenever the preliminary
t. Is the loss or compromise of classified information at confer- inquiry is insufficient or if otherwise required?
ences or symposia promptly reported by message to HQDA(DAMI- g. Are formal investigation reports reviewed, approved and

CIS) and investigated? closed by a final approval authority?
u. Are classified symposia conducted by contractors approved in h. Has one copy of the completed report of investigation involv-
advance by the Army proponent for the discussion topics? ing compromise of Top Secret and/or Secret material been for-
v. Do contractor requests include the names of proposed Warded through command channels to HQDA (DAMI-CIS)?
tendees who are not U.S. citizens? i. Are persons aware that they must report unauthorized disclo-
w. Does the request for sponsorship of a classified meeting, ad-sures of classified information in newspapers, magazines, etc., to the
dressed to HQDA (DAMI-CIT) include: commander or security manager? _
(1) Subject of meeting, topical outline and classification of each - Once notified, is HQDA (DAMI-CIS) promptly advised of the
topic? unauthorized disclosure?

k. Does the report of unauthorized disclosure by HDQA include:
(1) Identification of the classified information involved?
(2) The nature and circumstances of the incident?
(3) The exact identification of the publication or public broadcast
in which the information appeared?

I. If the reporting activity is the proponent of the information
does the report also include:

(1) An assessment of t he accuracy of the information?
. (2) The level and source of classification of the information?
- e(?[ gr%sé n?z%?t'; (iE\';“o'\IAvlt_a%!?T) been notified of the non-govern- " (3) At\_pre:iminarytestimatedoL tht;,\hnagqreland d;egree of damage to

I e national security caused by the disclosure?
(2) Has HQDA approved the non-government association S(4) Any available information regarding the probable source of

icipation? S ;
partm;:cpanon. t iation is involved. did the A the leak document, briefing, etc., and the extent to which the mate-
y. If a non-government association is involved, di e Army o was disseminated?

(2) Date and location?

(3) Identity of sponsoring Army activity?

(4) Name, grade and telephone number of activity point of
contact?

(5) Foreign countries the sponsor desires to invite or a fully
justified proposal to exclude foreign nationals)?

x. If non-government associations, such as ADPA, AUSA, etc.,
are involved in the conduct of a classified meeting:
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(5) Any available information concerning individuals who may r. Have emergency destruction plans been developed and tested?
have been responsible for the disclosure? s. Is security practiced in telephone conversations on non-secure
m. Has the unauthorized disclosure report been classified to pre-telephones?
vent further dissemination of the information leaked? t. Are classified documents removed from storage kept under
n. Has a classification re-evaluation of the disclosed information constant surveillance and/or covered?
been accomplished by the proponent? u. Are preliminary drafts, carbon sheets, work sheets, stencils,
0. Are all damage assessments developed as a result of probabletc., protected according to their content? Are they destroyed after
or actual compromise, and/or the unauthorized disclosure of classithey have served their purpose?
fied information, retained by the proponent? v. Are appropriate measures taken to protect classified informa-
tion located in foreign countries?
F—9. Disposal and destruction of classified information
a. Are all personnel aware that classified material must ife-11. Provide security education

destroyed by burning, shredding or other authorized methods? a. Has a security education program been established?
b. Has the facility established procedures for the pick up and b. As a minimum, are all personnel familiar with:
destruction of classified waste? (1) The adverse effects caused by unauthorized disclosure of
c. Do all personnel follow local procedures for disposal of classi- classified material and their responsibilities for protecting it?
fied waste? (2) The principles, criteria and procedures for the classification,
d. Is non-record classified information and other material of simi- downgrading, declassification, marking and dissemination of
lar temporary nature destroyed when no longer needed? information?

e. Is classified material destroyed in the presence of two wit- (3) Procedures for challenging classification decisions?
nesses for Top Secret information and one witness for Secret? ~ (4) The specific security requirements of their particular job?

f. Do those witnessing classified destruction ensure the method (5) The techniques employed by hostile intelligence to obtain
used precludes later recognition or reconstruction of the material?classified information? o _ e

g. Are records of destruction prepared when required? (6) The penalties for engaging in espionage activities?

h. Are records of destruction retained for two years? (7) The strict prohibition against discussing classified information

i. Are waste materials such as handwritten notes, carbon papefVer an unsecured telephone?

and working papers containing classified information also destroyed (8) The penalties for violation of this regulation?
by authorized methods? (9) The requirement to determine a person’s need-to-know and

security clearance prior to allowing them access to classified
F-10. Safekeeping and storage of classified information information? ) o
a. Do containers, vaults, alarm systems and associated security (10) The channels for reporting matters of security interest?
devices used for storage and protection of classified material meet (11) The reasons why intelligence information is especially

GSA standards? sensitive? _ ' _ -
b. Is information and material afforded protection equal to the (12) The objectives of the Army’s Operation Security
level of classification assigned? (OPSEC)Program?

c. Are surveys made of on-hand security storage equipment and €. Are all personnel aware they must report to their security
classified records before procurement of new storage equipment?manager- . o

d. Are exemptions obtained from HQDA (DAMI-CIS) before (1) Physical security deficiencies? B _
procurement of security containers not listed in the GSA Federal (2) The possible or actual loss of classified material?

Supply Schedule? (3) Adverse information concerning other individuals who pos-
e. Are combinations to security containers changed at least annuS€SS & security clearance? _ _
ally and as otherwise required? (4) Unauthorized disclosures to the public media?

f. Are records of combinations assigned a security classification d- Are foreign travel briefings given to personnel before travel to
equal to the highest category of information stored in trfdert them to possible exploitation?

containers? e. Are termination briefings given to employees separating from
g. Are combinations to security containers disseminated on athe Army, or upon termination of employment?
need-to-know basis? f. Is a Security Termination Statement executed?

h. When taken out of service, are built-in combination locks reset ~9- Aré Security Termination Statements retained for two years?
to a standard combination of 50-25-50 and combination padlocks h. Have all classified materials in the individual's possession
reset to a standard combination of 10-20-30? been recovered? . ) .

i. Do local procedures provide for only cleared or continuously _ |- 1S CCF notified |f9an individual refuses to sign a Security
escorted persons to neutralize lockouts or repair damage to a conl€rmination Statement? .
tainer authorized to store classified information? j- Are special in-depth briefings given to personnel who must:

j. Do custodians of classified material understand their responsi- (1) Act as couriers for classified material? ,
bilities and carry them out? (2) Hand-carry classified material outside the U.S. on commercial

k. Are procedures established for controlling the removal of clas- air(cgr;\f}_’i?ave access to SCI or SAP materials?
sified information from the facility? " i o

I. Has a briefcase inspection program been established at the (4) Act as Original Classification Authorities (OCAs)?
facility and has the policy on the program been prominently posted?F_lz_ Monitor and manage information security program

m. Have all personnel been advised in writing of the intent of the = 5 "Have all Army activity commanders and agency heads-
briefcase inspection policy? _ (1) Designated a properly cleared professional commissioned of-
_N. Have inspectors been trained in procedures to follow should ficer (0-3), warrant officer or DA civilian (GS-080-9 or above) as
individuals attempt to remove classified material withothe MACOM or ARSTAF security manager? (Note: Subordinate
authorization? . element security managers may be of lesser rank/grade than above.)

0. When inspections are conducted after normal duty hours,2) Established security policy and procedures which comply
weekends and holidays a, are they conducted at all entry/exit pointsith “this regulation?

p. Have courier authorizations been issued to individuals who (3) Allocated resources to manage information Security program

have a legitimate need to remove classified material? requirements?
~ g. Have procedures for end-of-day security checks been estab- (4) Integrated the security program with mission requirements of
lished in all offices handling classified material? the activity?
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b. Have all designated security managers-

(1) Established an activity Information Security Program?

(2) Established an activity program to train employees in the
proper handling, marking, storage, classification, declassification,
upgrading and downgrading of classified information?

(3) Established procedures to ensure all personnel with access to
classified information are properly cleared with a need-to-know?

(4) Established a program for self-inspections and periodic over-
sight inspections of subordinate elements?

c. Does the security manager ensure the protection of classified
information presented during meetings, symposia, conferences, etc.,
sponsored by the activity?

d. Does the security manager act as single point of contact for
coordinating, challenging and resolving classification and declas-
sification problems?
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Appendix G b. Preparing of guides must be careful that descriptions of classi-

Security Classification Guide Preparation fied information in the guide do not inadvertently disclose classified
information.

Section 1 c. Like any other classified document, classified guides must be-

General (1) Portion marked.

G—1. (2) Marked with the identity of the classifier and declassification

This appendix discusses preparation of security classification guides!nstructions.

Due to the wide variety of systems, plans and projects for which

guides must be published, this appendix provides very general guidG—4.

ance only. The effort must be tailored to fit the specific nature of The sample format in Section Il provides somewhat more detailed
the guide subject and the classification guidance, which must beguidance than DoD 5200.1-H, Appendix D and has been tailored for
provided. use within DA. This format is in the form of selected portions of a
hypothetical missile system guide. (Note: Except for Sections 1, 2, 6
and 7, the guide contains only a sampling of topics that normally
would be included. Comments are enclosed in parentheses. Refer-
ences are to this regulation.

G-2.

This appendix supplements DoD 5200.1-H (Department of Defense
Handbook for Writing Security Classification Guidance), which is
included as Section Il. DoD 5200.1-H has not yet been revised to
include new classification criteria and marking requirements of Ex-
ecutive Order 12356. But it still provides useful guidance on prepar- G_5'_ ) ) ] ) o ]

ing classification guides. When DoD 5200.1-H is revised, a changeSection IV provides instructions on ¢ hanging and re-issuing guides.
to this regulation will be published; this change will include the

revised handbook. G-6.
Section V contains instructions for preparing and submitting DD
G-3. Form 2024. These instructions supplement those found on the re-

The question of classifying guides themselves requires cargfgise of the form and in Paragraph 2-406 of this regulation.
consideration.

a. Guides should be published in unclassified form if possible. section I
However, classified guides may be published if necessary.To avoidpoD 5200.1-H Department of Defense Handbook for

classifying a guide, it is sometimes possible to include all necessarwyriting Security Classification Guidance
classified information in a classified supplement.This is also a good

method of dealing with Special Access Program Information.
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THE UNDER SECRETARY OF DEFENSE

WASHINGTON. D.C. 20301

18 March 1986

FOREWORD

This Handbook is issued under the authority of DoD Directive 5200.1, "DoD
Information Security Program," June 7, 1982. Its purpose is to assist managers
of classified programs, projects, and systems in the development of comprehen-
sive security classification guidance that they are responsible for under
Chapter II, Section 4, of DoD 5200.1-R, "Information Security Program Regulation."

DoD 5200.1-H, "Department of Defense Handbook for Writing Security Classifica-
tion Guidance," October 1980, is hereby canceled.

Users of this Handbook are encouraged to direct comments to the Director of
Security Plans and Programs, Office of the Deputy Under Secretary of Defense
for Policy, The Pentagon, Washington, D.C. 20301-2200.

%}g Alderman, Jr.

Deputy

Distribution of this Handbook is authorized to U.S. Government Agencies and
their contractors (Administrative or Operational Use) (March 18, 1986). Other
requests for this document shall be referred to the Security Plans and Programs

Directorate, Office of the Deputy Under Secretary for Policy, Washington, D, C.
20301-2000.
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CHAPTER 1
INTRODUCTION

Good security classification practice in an organization as large and
wide-spread as the Department of Defense, calls for the timely issuance of
comprehensive guidance regarding security classification of information
concerning any system, program, project, plan, operation, equipment or item;
the unauthorized disclosure of which reasonably could be expected to cause
damage to National security. Precise classification guidance is prerequisite
to effective and efficient information security, and can do much to assure
that security resources are expended to protect only that which truly warrants
protection in the interest of national security. Executive Order 12356 (re-
ference (a)) and its implementing Information Security Oversight Office Directive
No. 1 (reference (b)) provide general requirements and standards concerning
the issuance of security classification guides.

Information is what is classified for protection. Therefore it is
essential that a classification guide be concerned primarily with identifying
the specific items of information requiring protection against unauthorized
disclosure, specifying the level of protection afforded those items, and
establishing the time period when the protection must be continued.

Paragraph 2-400a. of DoD 5200.1-R (reference (c)) requires that a classi-
fication guide be issued as early as practical before the initial funding
or implementation of each classified system, program, project, or plan. Any
uncertainty in application of the policies and requirements of DoD 5200.1-R
will result in a less than satisfactory security classification guide. Accord-
ingly, the requirements of DoD 5200.1-R regarding classification, declassifica-
tion, downgrading, marking, and security classification guides should be re-
viewed and understood before proceeding with the task of writing a security
classification guide.

This Handbook deals with writing security classification guidance applica-
ble to military weapon systems and hardware, military operations, intelligence,
and foreign relations information.
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CHAPTER 2
CLASSIFICATION AND DECLASSIFICATION
2-1 GENERAL

Since the primary purpose of this Handbook is to provide assistance to
those who are responsible for the writing of a security classification guide,
some discussion of classification and declassification principles is warranted.

2-2 CLASSIFICATION
Let's start with the gquestion "How do I go about classifying information?"

a. Basically, information is classified in one of two ways, either
derivatively or originally. Derivative classification occurs when the informa-
tion under consideration fits the description of information already known to
be classified. Original classification occurs when information is developed
which intrinsically meets the criteria for classification under Executive
Order 12356, (reference (a)) and such classification cannot reasonably be
derived from a previous classification still in force involving in substance
the same or closely related information. A security classification guide is,
in effect, the written record of an original classification decision or series
of decisions regarding a system, plan, program, or project. Some specific
examples of original classification criteria are as follows:

(1) The information provides the United States national defemse
a scientific, engineering, technological, operational, intelligence, strategic,
or tactical advantage over other nationmns.

(2) Disclosure of the information would weaken the international
position of the United States, create or increase international tensions con-
trary to United States interests, result in a break in diplomatic relatiomns, or
lead to hostile ecomomic, political, or military action against the United
States or its allies, thereby adversely affecting national security.

(3) Disclosure of the information would weaken the ability of the
United States to wage war or defend itself successfully, limit the effective-
ness of the Armed Forces, or make the United States vulnerable to attack.

(4) There is sound reason to believe that other nations do not know
that the United States has, or is capable of obtaining, certain information or
material that is important to the international posture or national defense
of the United States compared with those nations.

(5) There is sound reason to believe that the information involved
is unique, is of singular importance, and is vital to national security.

(6) The information represents a significant breakthrough in basic
research that has a direct military application potential in a new field, or a
radical change in an existing field.
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(7) There is sound reason to believe that knowledge of the informa-
tion would:

(a) Provide a foreign nation insight into the war potential,
the war defense plans, or posture of the United States.

(b) Allow a foreign nation to develop, improve, or refine a
similar item of war potential.

(c) Provide a foreign nation a base upon which to develop
effective countermeasures.

(d) Weaken or nullify the effectiveness of a defense or military
plan, operation, project, or activity that is vital to the national defense.

b. An original classification authority is confronted with the need to
decide whether certain information should be classified. To make this deter-
mination there are a number of steps to go through. These steps may be laid
out as a series of questions.

(1) Does the information fall within one of the several categories
of information that is classifiable in accordance with subsection 2-202 of
DoD 5200.1-R (reference (c)), (for example, military plans, weapons, or opera-
tions; foreign government information; or intelligence activities, sources or
methods)? -

(2) 1If the answer to the foregoing question is "no," the information
cannot be classified. If answered "yes," then the next question - Can the ’
unauthorized disclosure of the information reasonably be expected to cause damage to
national security?

(3) Again, if the answer to the second question is "no," the informa-
tion cannot be classified. If answered "yes," then the third question - What is
the degree of damage to national security that is expected in the event of an
unauthorized disclosure of the information?

(4) 1If the answer to the final question is just "damage,'" you have
arrived at a decision to classify the information Confidential ("C") (see
subsection 1-503 of reference (c)). If the answer is "serious damage," you
have arrived at a decision to classify the information Secret ("S") (see
subsection 1-502 of re-ference (c)). If the answer is "exceptionally grave
damage,”" you have arrived at a decision to classify the information Top Secret
("TS") (see subsection 1-501 of re-ference (c)).

2-3 DECLASSIFICATION

The declassification decision determines duration of protection, and is as
important as the original classification determination. Therefore, having
arrived at the decision to classify certain information, it is now necessary to
determine how long the information shall remain classified.

a. Those authorized to make original "C," "S," or "TS" classification
determinations must set a date or event for declassification if such a date or
event can be predetermined at the time the original classification decision
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is made. Only when a declassification date or event cannot be predetermined
may original classification authorities provide for indefinite duration of
classfication. When this is done, the information will be marked "Originating
Agency's Determination or Required" or "OADR."

b. The determination as to when information should be declassified shall
not be made on the basis of the level of classification originally assigned,
but rather on the expected perishability and loss of sensitivity of the infor-
mation with the passage of time. In a somewhat predictable way, classified
information loses its sensitivity with the passage of time. The designation of
a time for declassification can be predicated on certain knowledge, a reason-
able judgment, or experience. Alternmatively, the designation of a particular
event certain to occur can be made when circumstances could effectively elimi-
nate the need for classification.

c. A forecast time for declassification shall be determined in light of
any one or a combination of the following considerations: state-of-the-art
advances that bring about obsolescence; the occurrence of a particular antici-
pated event; the loss of sensitivity due to the passage of time; the expecta-
tion of compromise of information or material due to wide dissemination or use:
of it; the expectation of official public release; anticipated changes in
international political climate; future change in emphasis or reliance on an
intelligence source, method, equipment, or defense plan; or an anticipated
action that will overcome a vulnerability of a program, project, or system.
You may also find that other declassification considerations pertain to your
effort. :

2-4 DOWNGRADING

Executive Order 12356 (reference (a)) does not provide an automatic down-
grading system. It does, however, allow the original classifier to provide for
downgrading of classification to a lower level at predetermined points in time,
or upon the occurrence of specified events. You are encouraged to specify in
your guide, downgrading to a lower level of classification when the lower level
will provide adequate protection. However, do consider the utility of down-
grading at some future date or event in connection with each determination to
classify (other than at the "C" level), particularly when information is
originally classified at the "TS" level.

2-5 MARKING

When writing a security classification guide, you are in effect providing
direction to others on how to mark information with its proper security classi-
fication. Knowing how classified information in documentary or hardware form
is marked, will assist in the writing of a security classification guide that
will leave no doubt as to how you want information marked and, therefore, ade-
quately protected.
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CHAPTER 3
A PLAN OF ACTION FOR WRITING CLASSIFICATION GUIDES
3-1 Step 1. CONSIDER RELATED CURRENT GUIDANCE

Before the actual writing of a security classification guide begins, it
is necessary to find out what, if any, classification guidance already issued
is applicable to items of information concerning the plan, program, project,
system, item, or operation for which the classification guide is being con-
structed. Any existing guidance may affect your effort, and should be con-
sidered carefully. Uniformity and consistency in the exercise of classifi-
cation authority, especially in the form of a security classification guide,
are essential. Be alert to conflicts between the guide you will be developing
and any already approved guide.

In some fields of interest guides have been issued that apply to a broad
spectrum of activities.  Such guides often are issued as DoD Instructions
through the DoD Directives System. DoD 5200.1-1 (reference (d)) provides a
listing of most guides issued within the Department of Defense. Many of the
listed guides are available from the Defense Technical Information Center.
Always check reference (d)), but be aware that some classification guides are
too sensitive to be identified in reference (d). In addition, there may be
other classification guides issued along functional lines by activities outside
the Department of Defense that could have a bearing on your effort. Seek the
advice of those who have knowledge of classification in the subject area under
consideration or in closely related fields. Engage the assistance of the
information security specialist in your activity to find out what other classi-
fication guides may be available. Obtain and analyze all available classifi-
cation guidance in the field of interest to see how it may goverm, fit, or
adapt to the particular system or item for which your guide is being developed.
While it is not always wise to merely parrot security classification guidance
issued for another system or item of the same type or class as your own,
neither is it desirable to 're-invent the wheel."

3-2 Step 2. DETERMINE STATE-OF-THE-ART STATUS

Reasonable classification determinations cannot be made in the scientific
and technical field without analysis of what has been accomplished, and what
is being attempted and by whom. Make use of scientific and information services;
consult technical and intelligence specialists; obtain whatever assistance is
available from any proper source. Learn about the state-of-the-art, the state
of development and attainment in the field of work, and what is known and
openly published about it, including:

a. The known or published status, foreign and domestic.

b. The known but unpublished (probably classified) status in the United
States.

c. The foreign status in friendly and unfriendly countries.
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d. The extent of foreign knowledge of the ﬁnpublished status in the
United States.

3-3 Step 3. IDENTIFY ADVANTAGE FACTORS

The subject matter of your guide must be looked at as a totality. Decide
what it does or seeks to accomplish that will result in 2 net national advantage.
Cover all the values, direct and indirect, accruing or expected to accrue to
the United States. In the final analysis, the decision to classify will be
related to one or more of the following factors, producing directly or indirectly
the actual or expected net national advantage:

a. Fact of interest by the U. S. Government in the particular effort
as a whole or in specific parts that are being considered or emphasized.

b. Fact of possession by the United States.

c¢. Capabilities of the resulting product in terms of quality, quantity,
and location.

d. Performance, including operational performance, as it relates to
capability.

e. Vulnerabilities, countermeasures, and counteractions;

f. VWeaknesses, counter-countermeasures.

g. Uniqueness, exclusive knowledge by the United States.

h. Lead time, which is related to the state-of-the-art.

i. Surprise, which is télated to possession and capability to use.

j. Specifications, which may be indicative of goals, aims, or achieve-

k. Manufacturing technology.
1. Associations with other data or activities.
3-4 Step 4. MAKE INITIAL CLASSIFICATION DETERMINATIONS

Making the analyses outlined in sections 3-2 and 3-3 above, will lead to
conclusions on the ways the effort will result in net natjonal advantage, and
hence, what it is that requires classification to protect that advantage. Although
at this stage of the guide's preparation you are concerned primarily with inform-
ation relating to the overall effort, consideration must be given to some of
the more particular information or data such as that covering performance,
capsbilities, and possible vulnerabilities and weaknesses. Appendix A has
been designed to help in that consideration.
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3-5 Step 5. IDENTIFY SPECIFIC ITEMS OF INFORMATION THAT REQULRE CLASSIFICATION

a. The real heart of a classification guide is the identification and
enunciation of the specific details of information warranting security pro-.
tection. Regardless of the size or complexity of the undertaking that the
guide applies to, or the level where the classification guide is issued, there
are certain identifiable features of the undertaking that create or contribute
to actual or expected national security advantage. There also may be certain
critical elements of the undertaking that need to be protected to prevent or
make it more difficult for hostile forces to develop or apply timely and
effective countermeasures. The problem is to identify and state those special
features or critical elements that require protection, and to decide how and
vhy they are related to the net national advantage. Several substeps to this
problem of identification of classifiable details are laid out in appendices B
and C. The important thing is that the statements of classification in the
guide are clear and specific enough to be applied easily and readily in deter-
mining which documentation and hardware involved in every phase of the effort,
reveals the information requiring protection. Statements as to what information
is classified must be as specific as possible to minimize the probability of
error by those who will use the classification guide. (See chapter 4 for a
complete discussion on classifying hardware items.)

b. It is equally important that you specify precisely and clearly the
level of classification to be applied to each item of information identified in
the guide. Broad guidance such as "U-S§" meaning Unclassified to Secret does
not provide sufficient instfuction to users of the guide, unless you also
delineate the exact circumstances under which each level of classification
should be applied. The exact circumstances may be supplied in amplifying com-
ments, for example, "Unclassified ("U") when X is not revealed"; "Confidential
when X is revealed;" and "Secret when X and Y are revealed." Failure to do so
requires, in effect, that users of the guide make original classification
decisions as they attempt to apply your guidance. Keep in mind that you want
users of the guide to classify things your way, not their's, and that most
users of your guide will not have original classification autherity.

3-6 Step 6. DETERMINE HOW LONG CLASSIFICATION MUST CONTINUE

a. Equally important to determinations to classify, are the conclusions
as to how long the classification should remain in effect. When a classification
determination is made, it is necessary to determine how long the classification
shall last. At the conceptual stage of a new effort there may be good reason to
classify more information about the effort than will be necessary in later
phases. Typically, information loses its sensitivity and importance in terms
of creating or contributing to the national advantage. At certain stages in
production, or deployment, it may not be practical or possible to protect
certain items of information from disclosure. Of course, official public
releases have a direct affect on the duration of classification. With these
factors, and the content of section 2-3 in mind, proceed with the determination
of a declassification date or event for each item of classified information.
If such a date or event cannot be determined for a particular item of informatiom,
that information will be marked "Originating Agency's Determination Required”
or "OADR." State the determinations in direct connection with the item of
information to which they pertain. Possibilities include: declassifying on
occurrence of an event such as roll-out or the commencement of an operation;
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declassifying on a date, e.g., 4 (or 7 or 26) years from the time information
originally is classified; or declassifying on "OADR."

b. Use of "Originating Agency Determination Required" or "OADR" must
be held to a minimum.

c. Always look at the possibility of providing for automatic downgrading
of ‘the classification that is assigned. Future downgrading is an option that
is always open when information is originally classified at "S" or "TS'" levels.
Consider it carefully in every instance, and provide for downgrading at fixed
future points in time, or upon the occurrence of specified events when the
damage that is expected to result from an unauthorized disclosure will be re-
duced to a level prescribed for lower classification.

3-7 Step 7. WRITING THE GUIDE

a. Having determined exactly what warrants security classification, it
is then necessary to set down in clear, precise language, statements describing
which items of information require classification. It is also advisable to
include items of information that are unclassified in the particular effort.
This is done to assure users of the guide that this information is, in fact,
unclassified and was not inadvertantly omitted. While there is no mandatory
DoD-wide format for security classification guides, the one illustrated in
appendix D will be adequate in many applications; consider it first. (Also
see appendix E for some format variations.) Place significant words of the
guide's title first, for example, "F-5B Aircraft Security Classification Guide.'

b. There are a number of administrative requirements for security clas~
sification guides. Bear in mind that the security classification guide you are
writing must:

(1) State precisely the specific information elements to be pro-
tected.

(2) Point out the classification levels "TS," "S," or "C" and any
additional markings such as Restricted Data (RD) or Formerly Restricted Data
(FRD), that apply to each element of information, or when it will serve a
useful purpose, specify that the element of information is unclassified.

(3) Specify the duration of classification of each element of
information (except RD and FRD) in terms of declassification indicating a
fixed date or foreseeablz future event, or, as a last resort, "OADR."

(4) State any downgrading action that is to occur, and when such
action is to take place.

(5) Identify the original classification authority who PERSONALLY
approved the guide in writing, and who has program or supervisory responsibility
over the information addressed in the guide.

c.. It is often very useful to include amplifying comments to explain the
exact application of classification instructions (see section 3-5.) The
comments may be placed in a "Remarks" column opposite the item of informa-
tion discussed, or they may appear as numbered notes at the end of the guide,
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and referenced in the "Remarks" column. The latter method is especially useful
when a comment applies to more than one element of information. Quite often, a
combination of these two methods will be found best. See appendix D for
examples.

d. Finally, bear in mind that your guide may have application to informa-
tion not yet created. Commonly, guidance is written for application to infor-
mation already existing. For example, the damaging effects of an electromag-
netic pulse (EMP) on an electronic device are known through laboratory testing,
and that information is classified because knowledge of it could be used to
nullify the electronic system's battlefield effectiveness. However, the EMP
effects on a system that has not yet been prototyped may not be known because
testing of the system in its vehicle will not take place for at least another
2 years. Nevertheless, classification guidance can be written today for appli-
cation to this unknown information. Rather than stating declassification in
terms of a specific future date, state it in terms of an occurrence of an event,
for example, '"Declassify 15 years after initial operational capability."
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CHAPTER 4
CLASSIFYING HARDWARE ITEMS
4-1 GENERAL

A piece of hardware conveys information about itself or the system of
which it is a part just as readily as words printed upon a page. Which is more
important to protect, blue prints to a fuse, or the fuse itself?

4-2 HARDWARE CLASSIFICATION CONSIDERATIONS

Hardware items are classified because of the information revealed by the
items or obtained from them. The following are some basic considerationmns.

a. An item of hardware does not necessarily need to be classified simply
because it is part of a classified product or effort.

b. Unclassified off-the-shelf items, unless modified in some particular
way to make them perform differently, can never be classified even though they
constitute a critical element, become an integral part of a classified end
product, or produce a properly classified effect. However, the association
of otherwise unclassified hardware with a particular effort or product may
reveal something classified about that effort or product. Common integrated
circuits that control frequencies are notable examples. In such cases it is
the association with the effort or product that reveals the classified in-
formation, not the circuits themselves. Decisions regarding what aspect of
the system to classify may be difficult, but it is necessary to consider the
effect of association, and how that association could reveal classified in-
formation.

c. Frequently, classified information pertaining to a hardware item can
be restricted to the paper work associated with the item. When this is pos-
sible, the hardware itself should be unclassified.

d. Unusual, unique, or peculiar uses or modifications of ordinarily
available unclassified materials or hardware items may create a classifiable
item of information. In another instance, the mere fact of use of a particular
material in a particular effort might reveal a classifiable research or develop-
ment interest. In such cases, it is especially important to accurately identify

the classified information in order to determine whether the hardware or material

itself reveals this information, or whether it is merely the association or
use of the hardware item with a particular effort that reveals it. In the
latter case, classification of the hardware itself would not be proper.

e. At some stage in a production effort, production and engineering
plans are drawn. Usually a family tree-type diagram is prepared to assist in
determining what components, parts, and materials will be required. This diagram
supplies a good basis to determine where and when classified information will
be involved in the production effort.
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f. Another usual step in production engineering is the development of
drawings for all the individual elements that go into the final product. These
drawings show design data, functions, and specifications, all of which are
closely tied in with the items of information that may be classified. From
these drawings it is possible to determine exactly which elements of the final
product will reveal classified information. ' It is also possible to determine
associations between hardware items that reveal classified information. It is
necessary, of course, to determine the classifications, if any, to be assigned
to each drawing. Accordingly, a classification team should take part in the
production engineering phase to assist in identifying and isolating classifi-
cation situations.

4-3 USER CONSIDERATIONS

Avareness of the users, and responsiveness to problems are essential in
the guide. The following are some considerationms.

a. Usually management and staff supervisory personnel need to have a fairly
broad knowledge of classification requirements. Farther down the line however,
foremen, and other first-line supervisors and below, usually need to know only
which hardware items are classified, the appropriate levels of classification,
and which items are unclassified. Therefore, as soon as possible in the pro-
duction planning process, make a listing of all classified hardware items
according to part number or other identifier, and when necessary for under-
standing, a listing of unclassified items. Such a listing will be valuable
also to procurement and logistics (shipping, handling, and storage) personnel.
The listing should preferably be unclassified, but should be reviewed carefully
to ensure that classified information is not revealed by the listing itself,
particularly through associations.

b. When planning a production line, careful attention is needed to delay
as long as possible the insertion of classified hardware items.

c¢. Test equipment by itself frequently embodies no classified information,
and therefore, requires no classification. When such equipment is used to
test tolerances, specifications, performance, and other details that are classi-
fied, the equipment would still be unclassified unless it was calibrated or set
in such a way as to reveal the classified information pertaining to the item
being tested. This is one example of a situation where it may be possible to
limit the classified information to the paper work involved and to the test
operator's personal knowledge, precluding the necessity for classifying the
test equipment itself.

AR 380-5 ¢ 25 February 88



CHAPTER 5

CLASSIFYING MILITARY OPERATIONS INFORMATION

5-1 GENERAL

The security classification of military operations information is subject
to many of the considerations described in chapter 3 and appendix C of this
Handbook. While there are no hard and fast rules for classification of mili-
-tary operations information, and while each Military Service and command may
require a unique approach to operations security (OPSEC), there are basic con-
cepts which can be applied. What must be protected are operational concepts and
their applications, and the capabilities, vulnerabilities, and weaknesses of the
plan. The element of surprise is essential to military effectiveness in both
tactical and strategic operations, and requires the continuous concealment of
capabilities and intentions. OPSEC is the principal means of achieving that
concealment. All commanders must therefore ensure consideration of OPSEC in
every phase of their operations. OPSEC is a command responsibility.

5-2 MILITARY OPERATIONS INFORMATION

Military operations information is defined for the purpose of this Hand-
book as information pertaining to a strategic or tactical military action,
including training, movement of troops and equipment, supplies, and other
information vital to the success of any battle or campaign.

5~3 DEFINITIONS OF MILITARY OPERATIONS TERMS

a. Contingency Plan. A plan for major contingencies that can reason-
ably be anticipated in the principal geographic subareas of the command or
area of responsibility.

b. Operation Order. A directive issued by a commander to subordinate
commanders for the purpose of effecting the coordinated execution of an opera-
tion.

c. Operation Plan. A plan for a single or series of connected operations
to be carried out simultaneously or in succession. It is usually based upon
stated assumptions, and is the form of directive employed by higher authority
to permit subordinate commanders to prepare supporting plans and orders.

d. Operations Security. The process of denying adversaries information
about friendly capabilities and intentions by identifying, controlling, and
protecting indicators associated with planning and conducting military operations
and other activities. :

e. Emergency Relocation Site. A site located, where practical, outside
a prime target area, where all or portions of a civilian or military
headquarters may be removed. As a minimum, it is manned to provide for the
maintenance of the facility, communications, and data base.

f. Deployment. Act of extending battalions and smaller units in width,
in depth, or in both width and depth to increase its readiness for contemplated
action. In naval usage, the change from a cruising approach or contact dis-
position to a dispostion for battle. In a strategic sense, the relocation of
forces to desired areas of operation.
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8. Mission Essential Material. That material which is authorized and
available to combat, combat support, combat service support, and combat
readiness training forces to accomplish their assigned missions.

h. Operational Intelligence: Intelligence required for planning
and executing all types of operations. :

i. National Security Information. Information or material, collectively
termed "information," that is owned by, produced for or by, or under control
of the U.S. Government, and that has been determined under Executive Order 12356
or prior Executive Orders to require protection against unauthorized disclosure
and is so designated.

j- Public Release. Includes, but is not limited to news releases,
articles, manuscripts, pamphlets, fact sheets, brochures, displays, still and
motion pictures, speeches, and responses to queries from representatives of
the public media.

k. War Reserve Data.

(1) U.S. requirements or stocks reflecting days of supply, and the
total number of days for which required or authorized.

(2) Equipment or personnel densities to be supported when identified
with a theater, or contingency or operations plans.

"1. Operational Test and Evaluation. The field test, under realistic
combat conditions, of any item of (or key component of) weapons, equipment,
or munitions for the purpose of determiping the effectiveness and suitability
of the weapons, equipment, or munitions for use in combat by typical military
users; and the evaluation of the results of such test. OT&E may include the
comparative evaluation of a new system and its predecessor or similar systems
to determine relative gains in effectiveness or inherent weaknesses.

5-4 MILITARY OPERATIONS CLASSIFICATION CONSIDERATIONS

"Loose lips sink ships." The World War II security awareness slogan was
to emphasize the importance of protecting our operational plans. That simple
slogan is as true today as it was then.

Today, we must prepare to win the first battle of the next war because
the first battle could well be the last battle, and international pressures to
stop fighting could bring about early cessation of hostilities.

Successful battle operations depend largely upon our'ability to assess
correctly the capability and intention of enemy forces at each stage of the
battle, and to communicate an effective battle doctrime throughout our forces.
Classifiable information would include:

a. The number, type, location, and strengths of opposing units.

b. The capabilities and vulnerabilities of weapons in enemy hands, and
how he normally applies the weapon.

¢. The morale and physical condition of the enemy force.
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OPSEC is the art of applying signal security (SIGSEC), physical security,
information security, and deception to deny the enemy knowledge of our operations
and activities. OPSEC must be considered both before and during the battle to
conceal potentially revealing training, logistical, personnel, and other
administrative and support activities. It also includes communications
securigy (COMSEC) and electronic security (ELSEC), avoidance of stereotyped
activity patterns, strict control of classified information, and the correct
use of camouflage, noise, light, and other countersurveillance techniques.

Counterintelligence and OPSEC must be coordinated and executed concurrently
with combat operations. All sources of intelligence must be marshalled to
support a mission. For operations security to be its best, it must support
the commanders' requirements, and it must be event oriented.

Tactical counterintelligence exists to defeat the enemies' intelligence
by shielding our intentions and actions. The enemies' "intentions' must be
considered along with their capabilities and probable actions. Operations
security supported by tactical counterintelligence is vital for economy of
force and for surprise.

Information related to operational plans (whether executed or not, presented
in whole or in part), that if disclosed could be expected to cause damage to
the United States, must be protected. For example, premature news releases,
though innocently conceived, can be very dangerous, and must be avoided. In a
hypothetical case, an announcement is made during a large exercise that the

Air Force would participate, and that there would be 200-300 aircraft taking part.

This alone would be releasable. Because of public concern that an accident
could occur however, it was also announced that none of the aircraft would be
carrying bombs. The intent was to assure the public that there was no danger
to them, and to relieve their minds, but in reality this was vital information
to an enemy preparing for a surprise attack.

In considering classification guidance for operations, there may be good
reason to classify more information about the operation in the beginning than
will be necessary later. Certain elements of information such as troop move-
ments may no longer require protection after a certain date or event. When
this point is reached, downgrading or even declassification should be considered.

5-5 DOWNGRADING AND DECLASSIFICATION INSTRUCTIONS

A classification guide should clearly identify the elements of information
pertaining to the operational plan for which classification guidance is
required. Classification shall continue only so long as unauthorized dis-
closure would result in damage to national security, which may be an indefinite
period of time in the case of unexecuted long range plans.

5-6 ITEMS TO BE CONSIDERED FOR CLASSIFICATION

The following are only examples, and are not valid guidance for any
effort. The original classification authority is the classifier.
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TOPIC
Overall operational plans.

System operational deployment or employment.

Initial Operational Capability (IOC)
Date.

Planned location of operational
units.

Equippage dates, readiness dates,
operational employment dates.

Total manpower or personnel requirements for
total operational force.

Coordinates of selected operational sites.

Specific operational performance data which
relates to the effectiveness of the control
of forces and data on specific vulnerabili-
ties and weaknesses.

Existing OPSEC and COMSEC procedures,
projections, and techniques.

Target characteristics.

CLASS. DECLASS.

" s" OADR

nee After
deployment or @

’ employment
e After
- IOC date

"s"  After
arrival on
site

gy After
these
events

ng After
operation

g After site
activation

"s'" OADR

ng" OADR

nge OADR

REMARKS
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CHAPTER 6
CLASSIFYING INTELLIGENCE INFORMATION
6-1 GENERAL

Intelligence is knowledge. When such knowledge contains or reveals inform-
ation that, if disclosed, could reasonably be expected to cause damage to national
security, the elements are classifiable. To the extent that these elements of
knowledge can be identified, defined, categorized, and utilized, they are
susceptible to security classification guidance.

6-2 INTELLIGENCE INFORMATION

Intelligence may be divided generally into two categories-counterintel-
ligence and foreign intelligence.

a. Counterintelligence is information gathered and activities con-
ducted to protect against espionage, other intelligence activities, sabotage,
or assassinations conducted for or on behalf of foreign powers, organizations,
persons, or international terrorist activities, but not including personnel,
physical, document, or communications security programs.

b. Foreign intelligence is information relating to the capabilities,
intentions, and activities of foreign powers, organizations, or persons, but not
including counterintelligence except for information on intermational terrorist
activities. In other words, it is simply being aware of all the things that
one should know in advance of initiating a course of action. Thus, combat
intelligence, for example, in anticipation of a military operation, furnishes
the commander with all available knowledge on the strength and deployment of
the enemy, and on the physical attributes of the battlefield to be. The pri-~
mary objective is that the commander should know what he will be up against
before going into battle.

There are many types of intelligence. Basic, strategic, technical, economic,
and political are a few. Some types of intelligence are source-oriented, e.g.,
human intelligence and signals intelligence; some form oriented as in raw or
unfinished intelligence; some system oriented as in electronic or telemetric;
some subject oriented as in medical or economic; and some use oriented as in
military or tactical.

The intelligence community uses a lexicon that is unique to its field
of interest. (See reference (e)). For convenience, definitions of "imtel-
ligence source" and "intelligence method" are provided below:

a. Intelligence Source. A person or technical means providing intel-
ligence.
b. Intelligence Method. Any process, mode of analysis, means of

gathering data, or processing system or equipment used to produce intelligence.
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6-3 INTELLIGENCE CLASSIFICATION CONSIDERATIONS

As long as timing and surprise are essential aspects of policy and
strategy, there must be secrecy. For example, a quarterback who inadvertently
reveals the play, or a pitcher who cannot conceal the pitch is likely not to
be the winner. However, security classification should not become an end in
itself. Classification may be likened to armor, one can pile on the armor until
the man inside is absolutely safe--and absolutely useless. Producers of
‘intelligence must be wary of applying so much security that they are unable to
. provide a useful product to their consumer. Consequently, an intelligence pro-
duct should be classified only when its disclosure could reasonably be expected
to cause some degree of damage to national security. The following are some
basic considerations, but they should not be construed as being all-inclusive:

a. In general, resource information should not be classified unless it
reveals some aspect of the intelligence mission, and its revelation would
jeopardize the effectiveness of a particular function. An example of classifi-
able resource information is the intelligence contingency fund.

b. Intelligence concerning foreign weapons systems may be classified
based on what is generally known about a particular system or its components.
Normally, the less that is publicly known about a partictular system or com-
ponent, the'higher its level of classification. .

C. Intelligence identifying a sensitive source or method is classified,
as well as the evaluation of the particular source or method.

d. Intelligence which does not identify or reveal a sensitive source
or method is usually not classified unless the information contains other
classified information such as intelligence activities including intel-
ligence plans, policies, or operations.

e. Intelligence that reveals the identity of a conventional source or
method normally does not require classification. However, if the information
is communicated to the Department of Defense by a foreign government under
a government-to-government agreement, it must be protected at the level
and for the length of time the transmitting government desires. If the infor-
mation is obtained from a conventional source or method, and the information
is provided freely without any agreement or other restriction, expressed or
implied, the classification, if any, should be based solely on the content of

the information provided.

f. Intelligence that reveals the identification of all known and possible
enemy capabilities to collect and exploit information from a given or similar
operation is classified. This threat would include known enemy intelligence
collection and analysis capabilities, efforts, and successes. An integral
part of these data is an assessment of enemy human intelligence, signals intel-
ligence, and reconnaissance satellite capabilities.
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8. Security classification assigned to intelligence received from mon-
Defense sources must be respected by Defense users.

h. An intelligence estimate is normally classified since it contains.
sensitive sources, methods, or raw or evaluated intelligence.

i. An intelligence requirement is classified when it reveals what is.
not known, what is necessary to know, and why. Moreover, the requirement may
recommend a sensitive source or method, other military intelligence required,
or contain technical and operational characteristics of classified weapons-
systems. ‘

J. The classification of relationships with'foreign intelligence
organizations is related to the following considerations:

(1) Normally, the fact of broad, general intelligence cooperation
with foreign countries or groups of countries with which the United States
maintains formal military alliances or agreements (e.g. NATO) is not
classified. ‘

(2) The fact of intelligence cooperation between the United States
and a specific governmental component in an allied country, or general descrip-
tion of the nature of intelligence cooperation between the United States and
any allied country may be classified. The fact of intelligence cooperation
between the United States and specifically named countries or their govern-
mental components with which the United States is NOT allied is always
classified.

(3) Details of or specifics concerning any intelligence exchange
agreement are classified. In some instances, the mere fact of such an agree-
ment may be classified. : :

(4) The identities of foreign governmental or military personnel
who provide intelligence under such agreements or liaison relationships may be
classified.

k. Information that reveals counterintelligence activities, identities
of undercover personnel or units or clandestine human agents, methods of opera-
tions and analytical techniques for the interpretation of intelligence data
is classified.

1. Cryptologic information (including cryptologic sources and methods)
is classified.

m. Information concerning electronics intelligence, telemetry intel-
ligence, and electronic warfare is usually classified.

n. The intelligence community normally considers the following cate-
gories of information to be classified:

(1) Cryptologic, cryptographic, signals intelligence, or imagery
intelligence.

(2) Counterintelligence.
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(3) Special access programs.

(4) Information which identifies clandestine organ1zat1ons, agents,
sources, or methods.

(5) Informatxon on personnel under official or nonoff1C1a1 cover, or
revelation of a cover arrangement.

(6) Covertly obtained intelligence reports and the derivative
information which would divulge intelligence sources or
methods. '

(7) Methods or procedures used to acquire, produce, or support
intelligence activities.

(8) Intelligence organizational structure, size, installations,
security, objectives, and budget.

(9) Information that would divulge intelligence interests, value,
or extent of knowledge on a subject.

(10) Training provided to or by an intelligence orgamization which
would indicate its capability or identify personnel.

(11) Personnel recruiting, hiring, training, ass1gnment and
evaluation policies.

(12) Information that could lead te foreign political, economic, or
military action against the United States or its allies.

(13) Events leading to international tens1on that would affect U.S.
foreign policy.

(14) Diplomatic or economic activities affecting national security
or international security negotiations.

(15) Information affecting U.S. plans to meet diplomatic
_contingencies affecting national security.

(16) Nonattributable activities conducted abroad in support of U.S.
foreign policy.

(17) U.S. surreptitious collection in a foreign nation that would
affect relations with the country.

(18) Covert relationships with international organ1zat10ns or
foreign governments.

{(19) Information related to political or economic instabilities
in a foreign country threatening American lives and installa-
tions there.

(20) Information divulging U.S. intelligence and assessment
capabilities.
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(21) United States and allies' defense plans and capabilities that
enable a foreign entity to develop countermeasures.

(22) Information disclosing U.S. systems and weapons capabilities or
deployment.

(23) Information on research, development, and engineering that
enables the United States to maintain an advantage of value to
national security.

(24) Information on technical systems for collection and production
of intelligence.

(25) U.S. nuclear programs and facilities.
(26) Foreign nuclear programs, facilities, and intentioas.

(27) Contractual relationships that reveal the specific interest
and expertise of an intelligence organization.

(28) Information that could result in action placing an individual
in jeopardy.

(29) Information on secret writing when it relates to specific
chemicals, reagents, developing, and microdots. -

(30) U.S. Military space‘programs.
6-4 INTELLIGENCE DISSEMINATION AND DECLASSIFICATION CONSIDERATIONS

Intelligence often must be classified for the required period of time to
protect the source which would be rendered useless if revealed. Nevertheless,
intelligence that is critical to an understanding of our natiomal policy should
be disseminated as soon as national security permits, and in as much detail
as feasible, while not compromising our collection capability. Careful con-
sideration should be given to the question: To what extent could public know-
ledge and international sharing of information gathered benefit our national
objectives? Don't automatically presume that intelligence requires such special
treatment that it is exempt from the rules that govern ALL classified information.
Normally, intelligence will remain classified for a longer duration than other
types of classified information, but still only as long as is necessary to pro-
tect a certain source or method. The outline in section 3-6 of this Handbook
on determining how long classification must continue is equally applica-
ble to all information, including intelligence.

6-5 SPECIAL MARKINGS

Reference (f) prescribes special control markings to be used only for
intelligence information under certain circumstances. Other control system
markings are authorized.
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6-6 CLASSIFICATION GUIDE ILLUSTRATIONS

The treatment of Classifying Details (appendix B) and Recommended Format
for a Security Classification Guide (appendix D) are applicable to the develop-
ment of an intelligence guide. Regarding intelligence information, the following
example contains security classification guidance on Human Intelligence (HUMINT).
(Remember, it is only an example, and is not valid guidance for any effort.)

TOPIC CLASS. DECEASS. REMARKS

HUMINT Collection
Operations

a. Biographic information taken "y
exclusively from open sources, and
where no intelligence connection-is shown.

b. Positive identification of an s ‘OADR "TS" if identi-

individual as a potential source to : fied as an

a U.S. intelligence agency. i actual source

c. Identity of a target in- "s" OADR "TS" when linked

stallation or target personality to an actual

when not linked to a specific source or

collection operation. specific col-
lection opera~
tion

d. Interest in specific events nsn OADR

for collection exploitation,
including specific areas of
technology.

e. Names of collection agency "cr OADR
case officers in conjunction with
a specific collection operation.v

f. Information on collection agency nsy OADR
HUMINT policy plans, resources
methods or accomplishments.
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CHAPTER 7
CLASSIFYING FOREIGN RELATIONS INFORMATION

7-1 GENERAL

The singular problem in writing classification guidance for foreign rela-

tions information arises from the everchanging politics between nations. These

relationshps have a profound influence on classification determinations. Rapid
dramatic changes in foreign relations are often accompanied by rapid dramatic
changes in the classification of elements of information. Nevertheless, there
are consistent standards that can and should be applied.

7-2 FOREIGN RELATIONS INFORMATION

a. Foreign relations are the connections between nations. International

relations consist of that information which pertains to the political, military,

and economic relationships between countries and international organizations.
Foreign affairs refers to matters having to do with international relations.
For the purpose of this Handbook, all shall be considered "foreign relations."

b. In the context of foreign relations information, foreign government -
information can have an impact on the development of security classification
guidance. Foreign government information consists of:

1. Documents or material provided by a foreign government or
governments, international organization of governments, or any element thereof
in the expectation, expressed or implied, that the document, material, or the
information contained therein is to be held-in confidence.

2. Documents or material originated by the United States that con-
tain classified information provided, in any manner, to the United States by
foreign governments, international organizations of governments, or elements
thereof, with the expectation, expressed or implied, that the information will
be held in confidence.

3. Classified information or material produced by the United States
under or as a result of, a joint arrangement, evidenced by an exchange of
letters, memorandum of understanding, or other writtem record, with a foreign
government or organization of governments requiring that the 1nformat10n, the
arrangement, or both be kept in confidence.

7-3 FOREIGN RELATIONS CLASSIFICATION CONSIDERATIONS

a. Although standards of what is harmful to national security vary
with the international situation and are responsive to changes in foreign
policy, classification guidance cannot be shifted and changed with the
sleight of a shell man's hand--now you see it; now you don't. The mechanisims
involved in foreign relations most often effect gradual, not sudden change.
Normally, there are too many people and too many institutions involved for
sudden, drastic shifts.
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b. The Department of State (DoS) is the agency responsible primarily for the
development and execution of the foreign policy of the United States. Also,
it is the agency that has the primary responsibility for security classifica-
tion of foreign relations information. For this reason, most Defense classi-
fication determinations in the area of foreign relations will be derivative in
nature. Nevertheless, many Defense projects and programs involve foreign
relations information for which security classification guidance must be
developed. :

c. The following are some of the types of information or material
involving foreign relations that warrant classification consideration:

1. All material that reveals or recommends U.S. Government
positions or options in a negotiation with a foreign government or group of
governments, or that comments on the merits of foreign government p031t10ns
in such negotiations.

2. All material that comments on the quality, character, or
attitude of a serving foreign government official, whether elected or
appointed, and regardless of whether the comment is favorable or critical.
Illustrations of the types of information covered in th1s category are records

revealing:

(a) A foreign official speaking in a highly critical manner of
his own government's policy.

(b) A foreign official suggesting how pressure might
effectively be brought to bear on another part of his own government.

(c) A foreign official acting in unusually close concert with
U.S. officials where public knowledge of this might be harmful to that foreign
official.

(d) A foreign official whose professional advancement would be
beneficial to U.S. interests, especially if any implication has been made of
U.S. efforts to further his advancement, or if public knowledge of this might
place the person or his career in jeopardy.

3. All unpublished, adverse comments by U.S. officials on the
competence, character, attitudes, or activities of a serving foreign government

official.

4. All material which constitutes or reveals unpublished corre-
spondence between heads of state or heads of government.

5. Statements of U.S. intent to defend, or not to defend, identifi-
able areas, or along identifiable lines, in any foreign country or region.

6. Statements of U.S. intent to attack militarily in stated
contingencies, identifiable areas in any foreign country or region.

7. Statements of U.S. policies or initiatives within collective
security organizations, e.g., NATO.
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8. Agreements with fore1gn countries for the use of, or access ‘to,
military or naval facilities. :

9. Contingency plans insofar as they involve other countries, the -
use of foreign bases, territory, or airspace; or the use of chemical,
biological, or nuclear weapons.

10. Defense surveys of foreign territories for purposes of basing
or using in contingencies.

11. Statements iélating to any use of foreign bases not authorized
under bilateral agreements.

d. DoD officials, when involved with the kind of information or material
described in paragraphs 1. through 11,, above, may find coordination with the
DoS's Classification/Declassification Center in the Bureau of Administration
useful before issuance of a DoD security classifiation guide.

e. Unless the foreigh government or international organization of
governments specifies or agrees to an earlier date for declassification,
classified information would be declassified upon notice by the foreign
government or international organization of governments (OADR).

7-4 CLASSIFICATION GUIDE ILLUSTRATIONS

The treatment of Classifying Details (Appendix B) and Recommended Format
for a Security Classification Guide (Appendix D) are applicable to the develop-
ment of a foreign relations. security classification guide. In the context of
foreign relations information, let's see how foreign government information
can have an impact on the development of classification guidance.

a. A DoD Component is involved in negotiating some arrangement with
country "X." In the process of the negotiations, the foreign counterpart
states that his country does not want discussion on the subject to become
public knowledge. At the same time, the foreign official makes it clear that
his country has announced publicly its intention to seek U.S. views on the
subject of the discussions.

b. The nature of business being discussed is such that the United States
would not require protecting the discussions from public disclosure. Moreover,
the subject matter is one that would not be ordinarily classified. The DoD
Component however, does classify the notes and transcripts pertaining to the
discussion because of the expressed wishes of the foreign government. The
information fits the definition of foreign government information. Thus, a
classification guide on the subject might contain the following topics:
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(Remember, the following are only examples, and are not valid guidance
for any effort.)

TOPIC CLASS DECLASS. 'REMARKS

1. Apple orchard g Mere :fact of negotiations
negotiations with country only, any elaborations may
"X." be classified; see Topic 2.
2. Transcripts of apple "C" OADR Classified at reﬁuest of
orchard negotiations and country "X."

substantive notes pertain-

ing to them.

c. The foregoing scenario illustrates a brief classification guide
involving the foreign relations of the United States as well as foreign
government ' information. The guide could not have been written until after the
opening of the negotiations at which point the foreign official made known the
two criticial elements of information. In anticipation that the negotiations
will involve a large number of personnel from several U.S. agencies and will
last several years, a classification guide such as this one, brief as 1t is,

can serve a very useful purpose.

d. To illustrate a scenario with military implications, let's presume
that two countries in Europe have secretly granted the United States permission
to fly over their territory, but only at high (50,000 feet) altitudes. One of
the countries ("Y") indicated that serious damage would occur to our relations
if the information became public while the other ("2") indicated that it did
not want the information to be in the public domain. A classification guide
topic might read as follows:

(Remember, the following are only examples and are not valid guidance for any
effort.)

TOPIC ~ CLASS DECLASS. REMARKS

3. (U) Fact of U.S.
over-flights - Europe

a. (S) Country "Y" "s"  OADR (S) Must be at least 50,000

b. (C) Country "2" "C" OADR feet altitude; lower flights

c. (U) Other European ryn not permitted in "Y" and "Z."
Countries

e. Note that in the context of our example, the above guidance would
be classified as indicated.
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APPENDIX A
INITIAL CLASSIFICATION DETERMINATIONS
(See section 3-4.)

STEP ONE In making the initial classification determinations broadly

(appendix A) pertaining to the overall effort, certain factors should be con-
sidered. Such factors are whether the effort is an outgrowth of
a classified or an unclassified previous effort, whether U.S.
interest in the effort is publicly known, and whether knowledge
of U.S. interest in the effort would adversely affect our
national security in some way.

STEP TWO Regardless of whether you determine in Step One that your over-
(appendix B) all effort is classified, you should consider also classifying

certain specific details of the effort. Specific details include

such things as performance, capability, uniqueness, lead time,
vulnerability, specifications, and manufacturing technology.

STEP THREE After the first two steps are accomplished and determininations
made that certain aspects of the overall effort or specific
details are classified, the final step is to consider whether
the information can be effectively protected and for how long.

The following questions, answers, and potential actions will assist in system-
atically reviewing the fundamental considerations of Step One in deciding
whether certain broad aspects of the overall effort warrant security classi-
fication.

1. 1Is the effort a new generation,

a development, or a modification of an YES Probably not classifiable
existing unclassified system, program, > unless effort represents
project, or item? "a significant breakthrough.

NO --- Determine whether the name
or title, standing alone,
reveals the information that
would cause damage.

2. Is it known publicly or

reasonably presumed known that | YES Probably not classifiable.
the United States is interested | —™
in this kind of effort? |

P |
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3. Is the exact extent of U.S.

interest known or reasonably ‘ YES Probably not classifiable.
surmised from openly available —-
information?

NO---Determine what information
would reveal the degree of
attainment by the U.S. in
the particular field, and how
that would be of value to a
foreign interest in planning
actions detrimental to
national security.

Yy
4. Is the REASON for U.S. interest

known or reasonably surmised from ‘ YES ._'Probably not classifiable.
openly available information?

NO---Determine what information
would reveal purpose, goal,
"or mission of the effort
that would cause the actual
damage.

5. Would knowledge of U.S. interest

in this effort cause or worsen foreign - YES Classifiable. The level

political, economic, or military ten- * of classification would

sions to the detriment of U.S. national be based on the degree of

security? damage to national
security.

NO---Not classifiable.

6. Would unauthorized knowledge,

magnitude, or mere fact of the YES Classifiable. The level

overall effort have a detrimental » of classification would

effect on U.S. national security? be based on the degree of
damage to national
security.

NO---Not classifiable.

7. Would the fact of U.S. interest
or accomplishment in the effort:

(a) Spur foreign interests in
a similar effort that would be
detrimental to the United States?
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(b) Spur foreign interests to
develop countermeasures which
could diminish U.S. advantage?

(c) Spur foreign interests in
military or political action against
the United States or an ally?

(d) Provide foreign interests
with propaganda capable of damaging
U.S. national security?

(e) Eliminate or significantly
diminsh required lead time or a
valuable element of surprise related
to national security?

(f) Indicate to foreign interests
a lag or failure by the United States
to pursue or attain a necessary or ex-
pected competence in a particular field

YES Classifiable. The level
pmnem—- 0f classification would
be based on the degree of
damage to national
security.

related to national security?

NO---Not classif

s ——————

iable.

g G I IS IR G S S S

NOW CONSIDER CLASSIFYING SPECIFIC DETAILS OF THE EFFORT (APPENDIX B).
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APPENDIX B
CLASSIFYING DETAILS--CONSIDERATIONS*
(See section 3-5.)

Having considered the factors involved in making classification determina-
tions broadly concerning the overall effort, it is now necessary to take the
second step and consider the classification of certain specific details of the
effort. Providing answers to the following questions will assist in system-
atically reviewing the details of the effort in deciding whether or not certain
specific aspects of the effort warrant security classification. A listing
identifying specific items of information to consider is contained in appendix
C.

B-~1 PERFORMANCE OR CAPABILITY

a. What will this do (actual or planned) that is more, better, faster, or
cheaper (in terms of all kinds of resources) than anything like it?

b. How does this degree or kind of performance contribute to or create a
national security advantage? How much of an advantage?

c. How long can this data be protected? The advantage?

d. How would knowledge of these performance details help an ehemy, or
damage the success of this effort?

e. Would statement of a particular degree of ATTAINED performance or
capability be of value to hostile intelligence in assessing U.S. capabilities?
In spurring a foreign nation to similar effort, or in developing or planning
countermeasures or counteraction?

B-2 UNIQUENESS

a. What information pertaining to this effort is known or believed to be
the exclusive knowledge of the United States?

b. Is it known or reasonable to believe that other nations have achieved
a comparable degree of success or attainment? .

c. What information, if disclosed, would result in or assist other
nations in developing a similar item or arriving at a similar level of
achievement?

d. In what way or ways does the uniqueness of this item contribute to a
national security advantage?

e. In what way or ways has the end product of this effort or any of its
parts been modified, developed, or applied so as to be unique to this kind of
effort? How unique is this?

*Not prioritized
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. Is the method of adaptation or application of the end product or any
of its parts the source of the uniqueness and a national security advantage?
In what way or ways? 1Is it in itself a unique adaptation or application in
this kind of effort?

B-3 TECHNOLOGICAL LEAD TIME
a. How long did it take to reach this level of performance or achievement?

b. How much time and effort have been expended? Was this a special con-
certed effort, or only a gradual developmental type of activity?

c. If all or some of the details involved in reaching this stage of
development or achievement were known, how much sooner could this goal have
been reached? WHICH details would contribute materially to a shortening of the
time for reaching this goal? Can these details be protected? For how long?

d. Have other nations reached this level of development or achievement?

e. Do other nations know how far we have advanced in this kind of effort?

f. Would knowledge of this degree of development or achievement spur a
foreign nation to accelerate its efforts to diminish our lead in this field?
What details of knowledge would be likely to cause such acceleration?

g. How important, in terms of anticipated results, is the lead time we
think we have gained? :

h. What national security advantage actually results from this lead time?

i. How long is it practical to believe that this lead time will represent
an actual advantage?

j. How long is it practical to expect to be able to protect this lead
time?

B-4 SURPRISE
a. Do other nations know we have reached this level of development or
achievement?

b. Will operational use of the end item of this effort give us an immedi-
ate advantage that would be less or lost if it were known that we have achieved
this particular goal?

c. What is the nature of the advantage resulting from surprise use of
this end item?

J
d. Vhen will this element of surprise be lost?

B-5 VULNERABILITIES AND WEAKNESSES

a. What are the weak spots in this effort that make it vulnerable to
failure? What is the rate or effect of this failure?
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b. How will failure of the effort in whole or in part affect the national
security advantage expected upon completion of this effort, or use of the
resulting end item?

c. What elements of this effort are subject to countermeasures or coun-
teraction?

d. How would knowledge of these vulnerable elements assist in planning or
carrying out countermeasures or counteraction?

e. Can information concerning these weak or vulnerable elements be pro-
tected from unauthorized disclosure? Or are they inherent in the system?

f. Can these weaknesses or vulnerabilities be exploited to reduce or
defeat the success of thls effort? How could this be done?

g. What measures are planned or have been taken to offset these weaknesses
or vulmerabilities?

h. Are the counter-countermeasures obvious? Special? Unique? Unknown
to outsiders or other nations? ‘

i. How would knowledge of these counter-countermeasures assist in carrying
out or planning new countering efforts?

j. Would knowledge of specific performance capabilities assist in develop-
ing or applying specific countermeasures or counteractions? How? What would be
the effect on the expected national security advantage?

B-6 SPECIFICATIONS

a. What details of specifications would reveal:

(1) A special or unusual interest that contributes to the resulting
or expected national security advantage?

(2) Special or unique composition that contributes to the resulting
or expected national security advantage?

(3) Special or unique levels of performance that are indicative of
a classifiable level of achievement or goal?

(4) Special, or unique use of certain materials that reveals or
suggests the source of a national security advantage?

(5) Special or unique size, weight, or shape that contributes to
the resulting or expected national security advantage?

b. Are any speC1f1cat10n details in themselves contr1butory to the
resulting or expected national security advantage? How?

c. Can details of specifications be protected? For how long?
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B-7 CRITICAL ELEMENTS
a. What are the things that really make this effbrt work?

b. Which of these critical elements contribute to the resulting or
expected national security advantage? How? To what extent?

c. Are these critical elements the source of weakness or vulnerability
to countermeasures or counteraction? :

d. What details of information pertaining to these critical elements
disclose or reveal the national security advantage? Weakness or vulnerability
to countermeasures or counteraction?

e. Can details of information pertaining to these critical elements be
protected by classification? For how long?

B-8 MANUFACTURING TECHNOLOGY

a. What manufacturing methods, techniques, or modes of operation were
developed to meet the requirements of this effort? To make the desired end

product? ¢

b. Which of these manufacturing innovations are unique to this effort
or this product? Are they generally known or suspected?

c. Are these manufacturing innovations essential to successful production
of the product?

d. Could the desired result be obtained without these innovations?
e. What kind of lead time results from these innovations?

B-9 ASSOCIATIONS

a. Are there any associations between this effort and others that raise
classification questions?

b. Are there associations between information in this effort, and already
publicly available information (unclassified), that raise classification
problems?

c. Is it necessary or possible to classify items of information in this
effort because their association with other unclassified or classified informa-
tion would diminish or lose a national security advantage?

B-10 PROTECTABILITY

a. Can the information effectively be protected from unauthorized dis-
closure by classification? For how long?

b. If not, what alternative means can be used to ensure protection?
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APPENDIX C

CLASSIFYING DETAILS - ITEMS OF INFORMATION
(See section 3-5.)

The following are items of information that may disclose present or future

strategic or tactical capabilities and vulnerabilities.

The need for classifi-

cation of the kinds of information listed during a particular phase or time
period should be considered when preparing classification guidance. The list-
ing is not all inclusive nor completely applicable in every instance.

PERFORMANCE AND CAPABILITIES

Accuracy
Alert time
Altitude
Maximum
Optimum
Ballistics
Initial
Terminal
Control
Countermeasures (proven, unproven)
Counter-Countermeasures
Decoys
Electronic
Penetration aids
Shield materials
Depth/height (also of burst)
Maximum’
Optimum
Duration (flight)
Effectiveness

Frequencies (bands, specific, command,

operating, infrared,
microwave, radio, comsec)
Heating
Impulse
Intercept
Lethality/critical effects
Lift
Limitations
Maneuverability
Military Strength
Actual
Planned, predicted, anticipated
Miss distance
Noise figure
Operational readiness time cycle

Payload
Penetration
Range (range scales)
Rate of fire
Reaction time
Reliability/failure rate data
Resolution
Response time
Sensitivity
Sequence of events
Signature characteristics
Acceptance
Analysis
Distinguishment
Identification
Speed/veloc1ty
Acceleration/deceleration
Cruise
Intercept
Landing
Maximum
Minimum
Optimum
Stability
Target data
Details
Identification
Illumination
Impact predicted
Preliminary
Priority
Range determination
Thresholds
Thrust
Toxicity
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SPECIFICATIONS

(Detailed, Basic, Subsidiary)

Balance

Burn rate
Capacity (system)
Center of gravity

Loading/loads

Mass factor (propellant)
Moment of inertia
On-station time

Codes Qutput data
Composition Payload
Configuration/contour Power requirements
Consumption Purity
Energy requirements Size, weight, shape
Specific Stability (static, dynamic)
Total Strength of members, frames
Filler Stresses
Fineness Thickness
Grain configuration Tolerance
Hardness, degree Type
Input data
VULNERABILITY

Countermeasures/counter- Signature characteristics

countermeasures Acoustic
Dynamic pressure (supersonic) Electrical
EMP (radiation) Infrared
Ground or air shock Magnetic
Jamming Pressure

Radar

Static overpressure

PROCUREMENT AND PRODUCTION

Completion date or dates
Numbers
(a) Dispersion (numbers per unit
of force)
(b) On hand--stockpile
(c) Planned or programmed (totals
scheduled)
(d) Rate of delivery or production
(e) Requirements
(f) Spares

OPERATIONS

Countdown time

Deployment data

Environment

Location

Numbers available

Objectives
Mission or program
Specific or general
Tests, broad or detailed

Progress/schedules (mile-
stones)

Stock density

Supply plans and status

Tactical deployment

Plans
Command and control
Results
Analysis, conclusions, reports
Sequence of events
Staging techmniques
Statement/Concept
Tactical
Build-up, units per force,
activation dates, personnel
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APPENDIX D
RECOMMENDED FORMAT FOR A SECURITY CLASSIFICATION GUIDE

This appendix illustrates format for a security classification guide; ggg
balance of the appendix is devoted to that purpose.

(A cover page is recommended showing essentially the following:)

(PROGRAM, PROJECT, SYSTEM, OR STUDY)

SECURITY CLASSIFICATION GUIDE

(If necessary, show a name, program or project number
or some other short form identification, unclassified.)

(DATE)

ISSUED BY: Name and address of issuing office.
APPROVED BY: Original Classification Authority.

(Statement of supersession of any previous guides.)

(Distribution Limitation Statement for Defense Technical Information Center)
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PROGRAM, PROJECT, SYSTEM (ETC.) SECURITY CLASSIFICATION GUIDE
Date

SECTION 1

GENERAL INSTRUCTIONS

1. Purpose. To provide instructions and guidance on the classification of
information involved in (name, program or project number, study, etc.;
using an unclassified identification of the effort covered).

2. Authority. This guide is issued under authority of (state any applicable
departmental or agency regulations authorizing or controlling the issu-
ance of guides, such as DoD 5200.1-R, "Information Security Program Regu-
lation"). Classification of information involved in (identification of
the effort) is governed by, and is in accordance with, (cite any applicable
classification guidance or guides under which this guide is issued). This
guide constitutes authority, and may be cited as the basis for classifica-
tion, regrading, or declassification of information and material involved
in (short form identification of the effort). Changes in classification
required by application of this guide shall be made immediately. Informa-
tion identified as classified in this guide is classified by (complete
title or position of classifying authority).

Tailor this section to conform to the circumstanées of each individual .
effort.

3. Office of Primary Responsibility (OPR): This guide is issued by, and all
inquiries concerning content and interpretation should be addressed to:

(name, code, if any, and mailing
address of issuing office)

(An administrative or security office in the issuing activity may be
identified instead. Inclusion of the action officer's name and phone
number is desirable.)

4. Classification Recommendations: If the security classifications contained
in this guide impose requirements that are impractical, or if current
conditions, changes, or progress, scientific, or technological changes in the
state-of-the-art, or any other contributory factors indicate a need for
changes in this guide, completely documented and justified recommendations
should be made through appropriate channels to the OPR. Pending final
decision, the items of information involved shall be handled and protected
at the higher of the current classifications or the recommended changes.
All users of this guide are encouraged to assist in .improving and main-
taining the currency and adequacy of this guide.

5. Application, Reproductions, and Dissemination: Authority is granted to
make reproductions, and take extracts or selected portions of this guide
for application by specified groups involved in (identification of the
effort), including industrial activities.
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NOTE: If it is necessary to classify the guide, you may have to '
mod1fy this paragraph to express any required limitations. It

is important to note that it may be possible to issue unclassi-
fied guidance covering parts of the effort, or to select and
state classifications without including classified data.

Copies of separate guides issued to operating activities in application
of this guide shall be sent to the OPR.

6. Public Release: The fact that this guide shows certain details of infor-
mation to be unclassified does not allow automatic public release of them.
Proposed public disclosures of unclassified information regarding (identi-
ficaton of effort) shall be processed through appropriate channels for
approval for publication.

NOTE: It may be desirable to indicate the office to which requests
for public disclosure are to be channeled.

7. Foreign Disclosure: Any disclosure to foreign officials of information
classified by this guide shall be in accordance with the procedures set
forth in (identify applicable issuances implementing DoD foreign disclosure
policy). If a country with which the Department of Defense has entered
into a reciprocal procurement memorandum of understanding or offset arrange-
ment expresses an interest in this effort, a foreign disclosure review
should be conducted prior to issuance of a solicitation. If it is known
that foreign participation cannot be permitted because of the sens1t1v1ty
of the effort this fact should be stated.

8. Definitions:
NOTE: Include in this paragraph the definitions of any terms for
which there may be various meanings to ensure common under-
standing of the details of information that are covered by the
guide.
SECTION 2

OVERALL EFFORT

9. Identification: Include in this paragraph any necessary statements
explaining the classifications, if any, to be assigned to various state-
ments prescribed for identifying the effort.

10. Goal, Mission, Purpose:

NOTE: Include in this paragraph any necessary statements identi-
fying information concerning the purpose of the effort that can

be released as unclassified and that must be classified. Take care
to ensure that such unclassified statements do not REVEAL classified
information.
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11. End Item:

NOTE: Include in this paragraph statements of the classifications

to be assigned to the end products of the effort, whether paper-
work or hardware. 1In this connection it is important to distinguish
between classifications required to protect the fact of the existence
of a completed end item, and classifications required because of what
the end items contain or reveal. In some instances classified infor-
mation pertaining to performance, manufacture, or composition of in-
corporated parts or materials is not ascertainable from mere use of
or access to the end item. In others, the classifiable information
is that which concerns total performance, capabilities, vulnerabil-
ities, or weaknesses of the end item itself, rather than of any

parts or materials.

SECTION 3

PERFORMANCE AND CAPABILITIES

This section includes characteristics of performance and capability of an
end item, or an end item's component, part, or material, the performance or
capabilities of which require classification. However, such general charac-
teristics that often require classification, such as speed, range, sensi-
tivity, etc., may be unclassified in your effort. The status of these
characteristics should be made clear.

NOTE: In this section, provide in sequentially numbered items,
statements that express details of performance and capabilities,
planned and actual. Include both those elements that warrant
classification and those that frequently require classification,
but are unclassified in this particular effort. These statements
normally would not set forth the numeric values that indicate
degree of performance or capability, planned or attained, but
merely should identify the specific elements of performance or
capability that are covered. When it is necessary to state cer-
tain limiting figures above or below which classification is
required, the statement itself may warrant classification. For
clarity, continuity, or ease of reference it may be desirable to
include performance classification data in the sections dealing
with the end item or the components or parts to which the per-
formance data apply. Use a "Remarks" column for explanations,
limitations, special conditions, associationms, etc.

(Remember, the following are only examples, and are not valid guidance
for any effort.)
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TOPIC

1.

tion of this effort).

CLASS. DECLASS. REMARKS

Range
a. Actual ns" 15 Jun 95
b. Planned "y
Accuracy/range rate
a. Predicted ey 30 Jan 95
b. Measured EEE o 30 Jan 95
Altitude--Operational "(C" 30 Jan 95

Maximum nee 30 Jan 95 The statement "in excess

: of 50,000 feet'" is "U."

Receiver sensitivity, '"S" 15 Apr 05 If standard commercial

selectivity, and
frequency coverage.

receivers are used, their
characteristics are "U" but

Resolution--thermal

their application to this
effort shall be "S."

Planned or actual attained

Maximum attainable "S"- 15 Apr 01 thermal resolutions above

b. Operational optimum "S" 15 Apr 01 0.25 degrees C. are "U."
c. Operational attain- "S" 15 Apr 01
ment
Speed . Downgrade to "C" upon
a. Maximum Lo"s" 15 Jan 95 I0C.
b. Rate of climb ngn 15 Jan 95 Reference to "supersonic
c. Intercept "s" 15 Jan 95 - speed" is "U."
SECTION 4 -
SPECIFICATIONS

This section includes items of information describing standards for
qualities of materials and parts; methods or modes of construction, manu-
facture or assembly; and specific dimensions in size, form, shape, and
weight, that require classification because they are contributory to the
national security advantage resulting from (identification of this effort), or
which frequently require classification but are unclassified in (identifica-

Classification of specifications pertaining to per-

formance capability are covered in section 3.

NOTE: In this section provide as sequentially numbered items,
statements that express details of specifications that warrant
classification, and those that frequently are classified, but are
unclassified in this effort. In this case, actual figures do not
need to be given, merely statements identifying clearly the specific
items of information involved. If figures are necessary to establish
classification levels, it may be necessary to classify the statements
themselves. When necessary for clarity, continuity, or ease of
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reference, specification classification data may be included in
sections on the end product or components or parts to which the
data apply. Use a "Remarks" column for explanations, limitations,
special conditions, associations, etc.

(Remember, the following are only examples, and are not valid guidance for
any effort): :

TOPIC CLASS. DECLASS. REMARKS
1. Burn rate e 17 Sep 93
2. Power requirement. "s" 17 Sep 93 Only when associated

with advanced model
##; otherwise "U."

3. Chemical composition. "U"
SECTION 5

CRITICAL ELEMENTS

This section is used only if there are specific elements that are critical
to the successful operation of the end item of this effort, and are unique
enough to warrant classification of some data concerning them. Provide in
sequentially numbered paragraphs each significant item of information peculiar
to these critical elements and the classifications applicable. Also include in
this section the classifications to be assigned to information pertaining to
components, parts, and materials that are peculiar and critical to the success-
ful operation of the end item of this effort when such items of information are
the reason for or contribute to the national security advantage resulting from
this effort. Performance data pertaining to such critical elements may be
included in this section instead of section 3.

SECTION 6

VULNERABILITIES AND WEAKNESSES ;

This section is used to specify classifications to be assigned to de-
tails of information that disclose inherent weaknesses that could be exploited
to defeat or minimize the effectiveness of the end product of this effort.
Classifications assigned to details of information on countermeasures and
counter-countermeasures should be included in this section.

SECTION 7

ADMINISTRATIVE DATA

This section is used only if particular elements of administrative data,
such as program information, procurement schedules, production quantities,
schedules, progress, or status of the effort, and data on shipments, deployment,
or transportation and manuals (field, training, etc.) warrant classification.

AR 380-5 ¢ 25 February 88

115



Particular care must be& exercised when considering whether there is realistic
need for classificatiow of such information. Include in this section items of
information relating to'‘the above types of administrative data requiring clas-
sification and items that are frequently classified, but are unclassified in
the particular effort. ‘

(Remember, the following are only examples, and are not valid guidance fof any
effort.)

INFORMATION CLASS. DECLASS. REMARKS

REVEALING
1. Planned delivery rate. "C" 13 Mar 90 See item 3, below.
2. Actual routing of .- "C" See remarks. Classify upon selection
delivery of end items. of route, and declassify

upon completion of last
delivery to site.

3. Shipping dates and . "C" See remarks. Classify upon decision to
times. ship, and declassify upon
arrival at site.
SECTION 8
HARDWARE

The degree of specificity to be included in this section will depend
largely upon: ‘

a. The level from which issued. When issued from a headquarters level,
probably the only classification to be applied to hardware would be to the end
item itself.

b. The channels or hands through which the guidance will travel to the
ultimate user. The closer the issuer is to the user, the more detailed the
guidance may become. Intermediate levels may be required to expand or
elaborate on the guidance, and cover more details concerning materials, parts,
components, subassemblies, and assemblies, and the classifications, if any, to
be assigned. Any such expansion or elaboration should be fully coordinated
with the headquarters issuing the basic guide.

c. The ease of determining when classified information could be revealed
by a particular hardware item. Obscure connections and associations that could
reveal classified information may require the issuer of the guide to state
classifications for certain hardware items. In such cases it probably would be
advisable to explain why classifications are necessary.

d. Whether there are factors that require consideration and action at a
headquarters level. National or DoD policy, intelligence data, broad opera-
tional requirements, extraneous factors, or other matters not ordinarliy avail-
able below headquarters, or which require high level consideration may result
in decisions to classify certain hardware items.
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In this section include in serially numbered subsections and paragraphs,
classifications that are to be assigned to specifically designated or identi-
fied hardware items. The user of a guide issued at a high level should be
afforded some latitude in determining classifications to be assigned to par-
ticular materials, parts, components, and subassemblies. Such determinations
would be original classification decisions, and should be reflected in a sup-

plemental guide.

(Remember, the following are only examples, and are not valid guidance for any

effort.)

INFORMATION CLASS. DECLASS.

REVEALING
1. End item hardware:
a. - AN/APR-999 e
(1) Analyzer unit "C"
(2) Threat Display
unit "y

(3) Preamplifier "U"

b. AN/APR-0000 g

20 Aug 94

20 Aug 94

REMARKS

External views of the
assembled AN/APR-999
are "U."
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Section Il
Sample Format for a Classification Guide

Date: September 20, 1982 (The date of approval.)
Project/Program Number(s): (Enter number(s), if appropriate.)

Supersession(s): XXXXX Security Classification Guide dated
May 12, 1976 and Project YYYYY Security Classification Guide
dated July 3, 1981. (Use only if appropriate.)

Action Officer: LTC John Doe, (101) 222-2222, AUTOVON 112-
2222.

Distribution: DoD and DoD Contractors only. (Enter the correct
distribution statement from Paragraph 2-405b.)

(Note: The above information should appear on the title page or
first page. If t here is a cover on the guide, the distribution
statement must appear on the cover.)

Section 1
General Information

1. Purpose:

To provide instructions and guidance on the security classifica-
tion of information and material pertaining to the XXXXX Mis-
sile System.

2. Authority:

This guide is issued under the authority of AR 380-5. It consti-
tutes authority and may be cited as the basis for classification,
regarding or declassification of information concerning the
XXXXX Missile System. Unless otherwise noted, authority of
the approving official classifies information or material identi-
fied as classified in this guide identified on the title page.

3. Application:

Changes in classification required by this guide will be made
immediately. (Any discussion of retroactive application, if ap-
propriate, should be inserted here.)

4. Questions and Recommendations:

Questions concerning the content and interpretation of this
guide should be directed to the issuing activity. If the security
classifications imposed by this guide are considered impractical,

documented and justified recommendations should be made

through appropriate channels to the issuing activity. If current
conditions, progress made in this effort, scientific or technologi-
cal developments, advances in the state of the art, or other
factors indicate a need for changes, similar recommendations
should be made. Pending a final decision, the information in-
volved will be protected at either the currently specified level or
the recommended level, whichever is higher. All users of this
guide are encouraged to assist in improving its currency and
adequacy. Any over-classification or incorrect classification
should be brought to the attention of the issuing activity.

5. Public Release:

The fact that certain details of information are shown to be
unclassified does not authorize automatic public release. Pro-
posed public releases of unclassified information must be proc-
essed through appropriate channels for approval for
publication. Within the Department of the Army, the proce-
dures specified in AR 360-5 (Reference (iii) in AR 380-5) will be
followed. Other DoD activities will comply with DoDD 5230.9

AR 380-5 « 25 February 88

(Reference (iii) in AR 380-5) and applicable service regulations.
Defense contractors will comply with DoD 5220.22-M (Reference
“f” in AR 380-5) and other contractual requirements. (This
paragraph should be included in guides as written here. Be
careful not to impose unrealistic or impractical clearance
requirements.)

6. Definitions:

(Include here, if necessary, definitions of terms, which are
unique to the subject of the guide. If there are many definitions,
they may be included in an appendix.)

7. Foreign Government Information and Foreign Military
Sales:

(This paragraph may be included, when necessary, to provide
guidance on marking and protecting foreign government infor-
mation involved in the project or program, or to make reference
to the Military Assistance and Sales Manual.)

(Usually, the best method for organizing the body of a guide is
to arrange the information in columns. The first column should
identify the item of information involved. The second column,
headed “Classification,” should indicate the classification of the
item (“U,” “c,” “S,” or “TS”") and, when appropriate, “RD” for
Restricted Data, “FRD” for Formerly Restricted Data, or “N”

for CNWDI (Critical Nuclear Weapon Design Information).
Other special access designations or dissemination caveats
(“NOFORN,” “WNINTEL,” etc.) should be shown in the
“Remarks” column. The third column should be headed
“Declassification,” and should contain dates or events for declas-
sification (for example, “DECL August 20, 1994” or “DECL on

the first firing”) or the notation “OADR.” If information is to be
downgraded, the downgrading instructions should be placed in
the “Remarks” column. The fourth column should be headed
“Remarks,” and should include any comments needed to make
the classification instructions clear and specific. There are two
methods of using the “Remarks” column. One is to insert brief
statements clarifying the classification, noting exceptions, or
providing additional information. This should be done when the
statement applies to only one or two items in the guide and is
relatively short. When a statement is long, or when it applies to
several items, it should be included in a separate section, “Notes,
" at the end of the guide and referenced as appropriate in the
“Remarks” column. The sample sections illustrate these
suggestions.)
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Section 2
Overall Effort

Table G-1
Classification Declassification or review Remarks
8. Identification (nomenclatures, part and stock numbers, etc.) U
9. Goal, mission, purpose, military application U Unless information
classified by other
portions of this guide
is revealed.
10. End Item
a. External view U
b. Internal view U
(1) Missile U See note 11.
(2) Warhead and guidance package U See note 11.
(3) IR seeker assembly C DECL 1 Oct 83 See note 11.
(4) Launcher, radar’'s, and ground support equipment U

Notes:

Special Note: Designs, drawings, photographs, reports, test data, and systems specifications will be classified only if they contain or reveal information classified else-
where in this guide.

Section 3
Performance and Capabilities

Table G-2
Classification Declassification or review Remarks
31. Missile
a. Altitude
(1) Maximum C DECL 10 June 92
(2) Minimum U
b. Range
(1) Maximum S OADR “In excess of 10 km”
is Unclassified.
(2) Minimum U
c. Velocity C OADR See note 9.
d. Acceleration C OADR See Note 9.
e. Maneuverability S DECL 10 Jun 92 Downgrade to CON-
FIDENTIAL upon
10C.

